EUROPLEX

EEEEEEEEEEEE

3GS

SYSTEM

TECHNICAL MANUAL






COPYRIGHT

EUROPLEX TECHNOLOGIES.

Company Web Site address: www.europlex.com

Europlex Technologies [Ireland] Ltd. Europlex Technologies [UK] Ltd.
Clonshaugh Industrial Estate, Unit 11, Malmesbury Business Park,
Clonshaugh, Dublin 17, Ireland. Malmesbury SN16 9JU, Wiltshire, England.
Tel: +353 - 1 - 2500500 Tel: +44 - 1666 - 825430

Fax: +353 - 1 - 2500590 Fax: +44 - 1666 - 824423

e-mail: sales@europlex.ie e-mail: uk_office@europlex-uk.com
Europlex Technologies [USA] Ltd. Europlex Technologies [Canada] Inc.

Suite 106, 1700 Enterprise Way, SE 70 Dynamic Drive, Units 5&6,

Marietta, GA 30067, USA Scarborough, Ontario, M1V 2N2, Canada.
Tel: +1 - 770 - 426 - 9787. Tel: +1-416 - 754 - 4313

Fax:+1-770 - 426 - 9790 Fax: +1 - 416 - 754 - 8992

e-mail: sales@europlex.com e-mail:eplexcan@europlex.ie

Warning

While this system is an advanced design integrated security system, it does not offer guaranteed protection
against burglary, fire or other emergency. Any alarm system, whether commercial or domestic, is subject to
compromise or failure to warn for a variety of reasons.

Therefore, good installation practices, thorough testing and regular maintenance by the installing company
and frequent testing by the user are essential to ensure continuous satisfactory operation of the system. It is
recommended that the installation company offer a maintenance program and instruct the user with the
correct procedure for use and testing of the system.

Copyright

Europlex Technologies [Ireland] Ltd. (hereafter referred to as Europlex) 1999. All rights reserved. No part of
this publication may be reproduced, transmitted, stored in a retrieval system, or translated into any language
or computer language in any form or by any means electronic, mechanical, magnetic, optical, chemical,
manual or otherwise without the prior written permission of Europlex.

Disclaimer

Europlex make no representations or warranties with respect to the contents hereof and specifically disclaim
any implied warranties of merchantability or fitness for any particular purpose. Further Europlex reserve the
right to revise this publication and to make changes from time to time in the contents hereof without the
obligation of Europlex to notify any person of any such revision.

3GS Technical Manual - Issue 01 - 2000. Manual Code 6090.






ABOUT THIS MANUAL EUROPLEX

This manual covers the 3GS integrated system with details of hardware components, software programming and
peripheral devices. It is designed to enable the installer to completely configure a Europlex 3GS System for intruder
alarm, access control and radio functionality.

It is divided into several sections.

The introduction section

The hardware section describes the hardware components of the 3GS system. It details each component, how to
connect them together, power them and build a completed 3GS integrated system.

The software section outlines the steps required to setup and customise the system for your requirements.

The peripheral devices section details all Europlex peripherals, which compliment the operation of the 3GS
integrated system.

The appendix section includes technical specifications for all Europlex products detailed in this manual.
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ABOUT THIS SECTION

The Introduction to 3GS section provides an overview of the system and describes how to get started using the system.

System Overview

o A Dbrief description of the individual hardware components, with an illustration of a typical 3GS system
configuration.

e Guidelines for installation.






SYSTEM OVERVIEW

In this chapter

m Whatis3GS.......cooevveneennne. 1-1
- cabling
- system integration
- communications

s Installation ......................... 1-2






WHAT IS 3GS?

The 3rd Generation System, 3GS, is based on a patented
high security, fault tolerant Ringnet offering flexibility
beyond the boundaries of any existing security control
system or access control system. The 3GS is capable of
integrating with building management systems and video
and audio verification systems. This, coupled with its
high security and self-diagnostic features, makes it the
most advanced system of its kind.

Cable problems solved

The system architecture consists of interconnected
elements called nodes, distributed in a ring configuration.
These nodes let you access the system to connect inputs,
outputs, operator keypad/display units and so on. Power
may also be distributed from nodes to the devices
connected locally. The current system supports up to 100
nodes and a controller.

3GS CONTROLLER

RS485 Ring
Configuration

The benefits of this topology and associated control
protocol are immense. They impart to the system both
cable fault tolerance and self diagnostics. For example, if
a network cable, wired for fault tolerance, is damaged in
any way (for example, cut, shorted or grounded) the user
suffers no loss of functionality — all inputs are still
monitored; all inputs can still be controlled; all keypads
are still functional.

In addition, the location of the fault is indicated by the
system — cable tracing to locate the problem is no longer
necessary. In fact, accidental Ringnet cable damage need
not cause false alarms. Intermittent cable faults, the bane
of many an alarm installer, can be isolated and treated.

No longer do multiplex cables mean complicated
problems.
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Superior communications

The availability of three serial ports (one RS232 9-pin
type and two TTL) provides significantly greater
communication capabilities.

For example, a LAN, remote PC and a printer can all be
connected simultaneously.

Note Europlex’s3GS+,ED2000, Panelman and Network
XII are 3GS compatible.

Ease of installation

All system nodes are automatically configured, each
being assigned an ID number in sequential order. This
significantly reduces the time spent programming a
system.

Each node on the system is also self diagnostic. Any node
can be easily found (even above ceiling tiles or in
cupboards) using the unique audio node locator system.
This ensures that you no longer need to follow wires in
order to locate boxes for maintenance purposes.

Once a node has been located, it can be interrogated
using the revolutionary Europlex wireless Hand-Held
infra-red Terminal (HHT). Without opening the node
enclosure full diagnostic testing can be performed,
including power voltage and current measurement, input
and output status and operation, Ringnet
communications status and much more.

Most of the fault-finding process of opening boxes,
moving wires, metering, re-positioning of wires and re-
closing of boxes and management of associated tamper
conditions can be eliminated.

These are only some of the unique advantages of 3GS. A
reduction in both installation and maintenance time
means cost savings for installation companies, quicker
response to customers and less disruption of their
business.

System Integration

3GS offers unique and comprehensive integration of
access control, wireless and cable alarm capability on
one hardware platform. Via its three serial ports, 3GS
offers multiple communication possibilities. For example,
radio paging, LAN or WAN connectivity, remote servicing
via modem and so on.

Welcome to 3GS!

System Overview # 1-1



INSTALLATION GUIDELINES

| EE regulations. All installations should comply with
IEE wiring regulations regarding the safety and
separation of low voltage cable from mains cable.

Powering devices. Rather than powering external
devices such as sounders and strobes from the
controller (which is not recommended), use
Europlex or other approved power supply units.

Switched loads. Devices such as strobes, bells and
sirens should be powered on a separate cable to the
Ringnet. They should have their power provided
from local monitored power supply units, with I/O
node outputs driving the local trigger.

E.O.L. resistors. The 3GS system uses two 2k2
(US:1k and 470) end of line resistors per zone.

Default Codes Installer: 1010
Master User: 1020

Environmental conditions

Temperature. 3GS is built to operate in ambient
temperatures in the range -10° to +40°C. Maximum
relative humidity (non-condensing) of 90%.

Standar ds. Designed to conform with BS4737 Part 1
(UK) 15199 1987 and Amendments (Ireland), UL
(USA), ULC (Canada) and all relevant European
standards.

L ocation of devices. All electronic devices and inter-
connecting cables should be sited away from sources
of heat, extreme cold, moisture, vibration, etc.

Cabling. Low voltage cable must be kept away from
mains cable. There should be no shared ducts, and
this exclusion should apply equally to PA systems,
multiplex fire systems, or similar devices.

Ringnet

When wiring the 3GS system network (ringnet) ensure
the correct cable type for the system is used.

There are several factors which govern the selection of

the cable to be used.

e Environment - When the 3GS is to be used in a noisy
environment (high power output devices, mains
cables or high voltage devices in close proximity),
then Europlex recommend the use of high grade,
screened twisted pair cable, such as Belden 9829 or

equivalent.

« Distance - When the distance between nodes
increases, then the grade of cable used should also
be increased as per the cable table below.

maximum distance

cable type between nodes
Standard alarm cable 200m

Belden 9502 500m

UTP Category: 5 (solid core) | 1000m

Belden 9829 1000m

Note The cable distance specified hereisthe distance
between nodes on Port 1A 1B and Port 2A 2B

Screen - If screen cable is used, all screens should be
linked together and wired to the terminal provided
at the node/Controller.

Branch Node - Each node on the system has two
drivers on board for the network, Port 1A 1B and
Port 2A 2B to achieve theses distances. However,
when using the node as a branch node there are no
drivers on Port 3A 3B and Port 4A 4B, which must
be accounted for when calculating cable distances.
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ABOUT THIS SECTION

The Hardware section describes the hardware components of the 3GS system and provides installation details.
It is divided into the following chapters:

Hardware Overview

e A Dbrief description of the individual hardware components, with an illustration of a typical 3GS system
configuration.

Controller

« The Controller cabinet variants, with specifications.

e The Controller PCB.

« Details of the terminal blocks, serial ports and cabinet tamper switch connections.

Power Supply Units
e The Power Supply Unit variants, connection and operation.

Nodes
« General overview of the configuration, operation and wiring of nodes.

Communications
« Serial port wiring details, for connection to a PC, modem and other comms. devices.






HARDWARE OVERVIEW

In this chapter

= System components.......c..cceeeeveeneennens 2-1
= System configuration ..............cc..ceuuee. 2-2
= Ringnet communications.................... 2-3

- sample wiring diagram






SYSTEM COMPONENTS

3GS consists of the following basic components:
e Control Panel

e Power Supply Unit (3, 4 or BAmp)

e 3GS family of nodes

e Hand Held Terminal (optional)

Each component is described as follows:

Controller

The 3GS Controller hardware consists of a Ringnet
interface, three serial ports, a Power Supply Unit (PSU)
interface, eight direct connect alarm inputs and four
relay outputs.

Ringnet interface

This interface is used for communicating with nodes
connected to the panel. Standard alarm cable can be
used. However, better performance can be achieved by
using twisted pair cable, namely Belden 9829. The
maximum distance between nodes is 1Km (using Belden
9829). This interface uses RS485 in a ring topology. The
main Controller therefore has two RS485 ports and
completes the ring connection.

PSU Interface

This interface is used to connect the Controller to the
Power Supply Unit, thus providing power for the
Controller. This interface also enables the Controller to
monitor the PSU status e.g. battery, fuse, mains and
power status.

Serial ports

The 3GS Controller has three serial ports, which can be
configured for remote or local operation. They can be
used to connect to peripheral devices, such as printers,
modems, digis, PCs etc.. These ports allow for remote
and local monitoring, reporting and setup, when used
with the range of Europlex peripherals and PC Software
tools.

Alarm inputs

The Controller is capable of supporting eight direct
connect inputs. These inputs support the standard
Europlex dual EOL resistors zone (that is, tampers on
zones). The end-of-line resistors used are 2k2 (US: 1k
and 470). To expand the number of zones (to a
maximum of 200), nodes must be added to the Ringnet
[See - HARDWARE SECTION: NODES CHAPTER 5]

Outputs

The Controller has 4 x 1Amp Form-C dry contact relay
outputs.
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The 3GS is powered by an off board 12V, 3A/4A/8A
switchmode power supply unit. All monitoring functions

monitoring of overcurrent condition, fuse fail, mains fail,
PSU fail and battery.

system is unset/disarmed and is indicated visually by the
red LED on the PSU. The PSU is connected to the main

Nodes
The 3GS family of nodes are a series of additional

capacity and functionality. The following nodes are
available:

e Remote Keypad Display node
e 8 Input /1 Output node

e 6 Output node

e IntelliPower node

e Access Control node

« HUA node

e LEM node

e Encryption node

Common to these devices are:

e Ringnet communications

e Input/Output functions

e Infra-red communications

e On-board memory

e On-board Buzzer

[See page 5-2: Node Functionality].

Nodes are programmed in a variety of ways: via the
keypad, the HHT IR-link, local or remote PC
programming. This is a simple menu-driven process [see
page 5-1: Node Configuration].

Hand Held Terminal

The infra-red Hand Held Terminal (HHT) is an installer’s
tool for use with the 3GS system. Similar in appearance
to the 3GS keypad with a 2x24 character LCD display,
the HHT comes in a compact carrying case and is battery
powered for portability.

Through the infra-red link you can communicate with
any node in the system and extract information such as
input and output status, voltage and current draw,
ringnet communications status and much more. This
feature eliminates the time and cost involved in opening
boxes, moving wires and so on.

Other features offered by the HHT include keypad
functions, a serial port, a parallel printer port and file
saver capabilities. [See - PERIPHERAL DEVICES
SECTION: HHT CHAPTER 10].

Hardware Overview # 2-1



SYSTEM CONFIGURATION

The following diagram shows a typical configuration of the system.

1

Dm1200
‘Digi Modem
IntelliBell EUIC Serial Pager  Local PC Remote PC
printer or Iaptop
o [ ) i el ,
v

3 serial communications ports f

8 Inputs & 4 Outputs

Up to 100 Nodes

3GS Controller

Access 8 Inputs & 4 Outputs Rin g net
Control 1 | m r
LEM Node Node
= wonese 5777 1o EXTIRERICHENE
B g § g : 2 Inputs & 1 Outputs
[
FXRSYAN 100 Inputs & 50 Outputs
[T
CLEM
HUA Node 6 Output Node 1/0 Node IntelliPower Node

4 Inputs & 1 Outputs 0 Inputs & 6 Outputs 8 Inputs & 1 Outputs 1

Max. 1Km between nodes

8 Inputs & 1 Qutputs

3A/4AI8A PSU
Hand-held
RPA terminal
i]
Branch
I/O node



RINGNET COMMUNICATIONS

Node Wiring

o
Nodes should be wired in a ring configuration % 3GS Controller
using shielded twisted pair cable such as 1 o of o ' Terminal Block
Belden 9829 or equivalent. It is important to |
connect the cable shielding to the terminal as .
shown by the dotted line in the diagram ! N .
opposite. The maximum distance permitted ; Ny 15|lole
between nodes is cable dependent (see table | Zﬁi: =
below): e s oAl ==
! SERR(ISIE
\ aa [[[S]o]
Maximum ! e
distance : vilell Ee
Cable Type between :
nodes |
: Node Y
Standard Alarm Cable 200m |
Belden 9502* 500m | rigke|EH
! o 2 |lol
UTP Category: 5 (Solid 1000m 0 I R |
Core) ! w AR
: out 4A [S]o]
Belden 9829 1000m . o 480
LI G ov
! +12V | S
*or equivalent | — [selesl)
We recommend, in line with good working |
practises, that you site all nodes and inter- ; Node 7
connecting cables away from sources of heat, !
extreme cold, moisture, vibration and so on. | Ry
| N 1A| |@]e
The diagram opposite shows a sample wiring \ o o il
diagram. 0 I I A e T §?
34| [[S]e]
38| [Slo]
aal [S]e]
- 48| O]
3GSPSU o VIR !
+ — [c oo o]
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CONTROLLER

In this chapter

s 3GS Controller overview ..........ccoccevveneennn. 3-1
m 3GS Controller PCB ......cccovvviiiiiiieeiicieenns 3-2
- Controller serial ports and connectors
- Cabinet tamper operation






3GS CONTROLLER OVERVIEW

The 3GS Controller is the control unit for the 3GS
system. This PCB contains the core software for the
system. When power is applied to this unit the Controller
scans the Ringnet for any attached devices and builds up
a system configuration. Any changes to this configuration
will be monitored by the Controller and the appropriate
action taken. The Controller stores all programmed data
in its memory, which is battery backed-up.

The 3GS Controller has 8 inputs and 4 outputs on board
(see Connection diagram). A Ringnet communications
port provides an interface to the nodes which provide
intruder, access and radio functionality (see Ringnet
Connection Diagram).
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The Controller has 3 serial ports, one 9 pin D-type and
two 4-way terminal block. These ports are used for
connection to reporting devices:

e central station via DM1200

« remote monitoring station via modem or LAN - TCP/
IP

« local monitor devices such as a PC or printer

e programming tools for upload/download such as PC
or HHT

[See - HARDWARE SECTION: SERIAL
COMMUNICATIONS CHAPTER 6]

The Controller is powered through the PSU connection
socket. Depending on the system requirement, a
Europlex 3, 4 or 8Amp switch-mode power supply unit
must be used (see Power Supply).

The Controller also provides an interface for external
siren and monitors it’s housing for front and back
tampers.

3GS Controller Overview# 3-1



CONTROLLER PCB

]
]

n 000000000000 | 7] [00000000q000 |, M%\@@@@@@@@@@@@ I B

L Ll

© Reset button P ————-
_ 0 lelo] B &
@ Power supply and current consumption E s o S
(lead supplied) 8-14V supplied via connector, olo| 3 3
quiescent current 200mA S5l &
Kickstart button N olo| B
. _ E o] §
Serial port fuse 500mA 250V quick blow ololl 8

Serial port 3 See diagram opposite E—

Serial port 2 See diagram opposite

SECNONCN®)

Rot1l

Serial port 1 See diagram opposite

TXRX OV

©

Outputs The Controller has four on-board 1Amp single pole changeover relays assigned to system outputs 1, 2, 3
and 4 by default.

S /
N/O S o o /
N/C
COMM © © -
L \
N/O : Normally
Open
N/C : Normally +12V ov



(9 These connections are:

« Bell Hold Off (BHO) and Tamper Return (TR) These are used for connection of a self activating bell, as shown
in diagram.

13| Shield

14| la

15| 1b

16| 2a

17| 2b

Siren 18| ov
[O] 119 | Back Tamper
= 1\ 20| ov

Tamper L=

21| Front Tamper

22| Bell Hold Off

23| Tamper Return

470R

24| Control Line

=

Standby E 1NO

Typical SAB Battery Internal 26| 1Com. [ Outputl

Siren 27! 1NC

28| 2NO

SUPPLY + >
SUPPLY - >

BATTERY +
BATTERY -

e

ot +

©

3GS PSU

= 29| 2 Com

Output 2

30| 2NC

31] 3NO
132| 3Com ; Output3

33| 3NC

341 4NO

35| 4Com

Output 4

36| 4NC

o

« Control Line (CNTL) This is used for connection to Europlex peripheral devices, such as the IntelliBell and the
DM1200. See example wiring below.

Zone Input
Q
3GS o
© 1 IntelliBell
Controller S
Power3 S
0— 0

Issue 01 Feb 2000 Controller PCB# 3-3



Tampers: Normal = Switch Active

oS
Back Tamper | S —\_D/)

ov|S

Front Tamper |O|—1_, s

Tampers The Cherry tamper switch located on the back wall of the cabinet should
be connected to terminals 18 & 19. The front tamper switch is also of Cherry type
and should be connected to terminals 20 & 21. The tamper switch has a cheat
feature that allows the switch to be inactive when the cabinet door is open. This is
enabled by pulling the tamper switch spigot into a forward position. Both are wired
as normally open.

Forward = Switch Inactive

S8

@ Ringnet Communications Connect the Ringnet cable to the four terminals 1A to 2B.

These terminals are used for connecting the Controller node onto the ringnet (see connection diagram and cable
type table below).

Controller
55959 maximum distance
@ @ @ @ @ cable type between nodes
e T Standard alarm cable 200m
|_§ Belden 9502 500m
TS » O [1A :
Bl1S : :> Q1B UTP Category: 5 solid core 1000m
Node onl Q| QA Node | Berden 9829 1000m
B[O |» OB
Shield| O O | Shield

@ Inputs The Controller node has eight on-board zone inputs. These inputs are monitored using dual E.O.L. super-
vision as wired below.

2K2 § description value zone status
g OPEN 4400 Zone open
2K?2 CLOSED 2200 Zone closed
1 S DISCON 30 000 Zone disconnected
S
COM S | SHORT < 1400 Zone shorted
12 DC SUBS Variable DC Voltage substitution

2K2

2K2




Controller cabinet and battery backup (up to 2 X 36 AH). Mounting holes

The 3GS Controller is housed in a metal cabinet as are provided for a DM1200 or arrangement of nodes.

shown below. Within the cabinet there is room for a 3 Note This cabinet comes in two sizes:
Amp (with transformer) or 4/8 Amp power supply unit « E- CAB - 1236 Midrange small battery (15/17) AH

o E- CAB - 1237 Midrange large battery (24/38) AH

3/4I8APSU )

N =
‘ HDDIDD]EIDIDH
O0ooooo|

L R ——
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INTELLIGENT POWER SUPPLY UNITS

In this chapter

B PSUSAMP e 4-1
s PSU4Amp and S8AMP ...ccovvvvnieeiniinnnnns 4-2
s Connecting the PSU...........coeeeiiiiennnns 4-3

= Battery information............c...ccooeeenn 4-3






PSU 3AMP

=
O —— O ==
@ O —
0 O S
Q| | -
S| |orZ
@ Opli
@ NEG;
o D g NEG]
o= == <{r4 G
6
(@) Mains/ A.C. block terminal
(@ Power On LED Fuse (20mm) 3 Amp
(® Load On LED F1 Battery 3.15A Quick Blow
(# Bat On LED F2 Output 2 2A Quick Blow
@ Transformer connection F3 Output 1 2A Quick Blow
@ Fuses See fuse table opposite F4 On Board Mains | 3.15A Quick Blow
@ PSU to controller connection (supplied) F5 Controller 500mA Quick Blow
Battery Pos/Neg terminals F6 Mains/AC 250mA Anti-surge
(9 Output
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PSU 4/8 Awmp

=
O —
= a
@ |@
sLe
oNg
)
©
©
— 12 VOLT DC POWER SUPPLY SERIES SERIALNUMBER:
@ TODEL | MAXOP FUSES
Mans | Outputi | Output2 | Outputd
Anps | [T | \
O E PARTS, AGAINST FIRE, REPLACE WITH SAVE TYPE & RATIN_OF FUSE

(14
(1 Mains/ A.C. block terminal (9 Thermocouple
(2 Heat sink enclosure F6 Controller PCB fuse See fuse table below
(® Battery test LED (red) @D 12V output terminals
@ Battery charge LED (yellow) @ PSU standalone link (no link for 3GS operation)
@ Relay A @ PSU to controller connector (supplied)
@ F2 battery fuse (10A) See fuse table below Mains/AC Power LED
@ Battery Pos./Neg. terminals @3 FI Mains
F3, F4 and F5 Output fuses See fuse table below
Fuse (20mm) 4 Amp 8 Amp
F1 Mains/A.C. 2.5A 2.5A Quick
Blow
F2 Battery 10A 10A Quick Blow
F3 Output 1 1A 2A Quick Blow
F4 Output 2 1A 2A Quick Blow
F5 Output 3 1A 2A Quick Blow
F6 Controller 500mA 500mA Quick
Blow

4-2#



Additional Information

Connecting the Intellipower PSUs

In order to function as specified, both primary and
secondary power sources should be connected to the
3GS PSU. The PSU features temperature compensated
battery charging. It also has an on-board resistor to
enable testing of the battery. The PSU has three
independent fused outputs.

The primary power source is connected to the PSU via a
fused mains block CN1, which is located on the extreme
left of the PCB. The mains supply should also have a
good earth which should be connected to the mains
block so labelled.

In the event of a mains failure it is essential to have a
battery back-up as a secondary power source. We
recommend using the Yuasa NP series of batteries.
Connect a sealed 12V lead-acid battery to the battery
pos/neg terminals (6) shown in diagram.

The PSU delivers 13.65VDC to the controller PCB via a
14-way ribbon cable (12) shown in diagram. Monitored
data (such as low battery, fuse fail, mains fail) is also
carried on this cable.

Standby battery — power calculation

Ensure that adequate standby power is available for all
devices in the event of mains supply failure. The capacity
of the battery is expressed as a standard ampere hour
rate by multiplying the current drawn and the time taken
before the battery terminal voltage falls to a set figure.

Use the table below to calculate the power requirement.
For example, if you have a 3Amp load and require 16
hours standby battery back up, you need a 48Ah battery
(2 x 24Ah) with the 8Amp version of the PSU. This table
has been calculated on the basis of a battery recharge
time of 24 hours; that is, in 24 hours the battery is
recharged to 80% of its normal capacity.

Standby tinT Battery PSU Battery PSU Battery PSU Battery PSU
12 hours 12Ah 4A 24Ah 4A 36Ah 8A 48Ah 8A
16 hours 16Ah 4A 32Ah 8A 48Ah 8A 64Ah 8A
24 hours 24Ah 4A 48Ah 8A 72Ah 8A

60 hours 60Ah 8A

72 hours 72Ah 8A

To check the battery on a 4/8Amp PSU

1 The system should be initially powered up on the
standby battery.

2 Ensure a 12V rechargeable battery is connected and
then hold down the controller Kick Start button for
approximately one second.

This should energise Relay A and power the system
from the standby battery (assuming the battery
voltage is above 10.5VDC).

Issue 01 Feb 2000

The yellow LED on the PSU should illuminate
indicating that a charged battery is connected.

3 Apply the AC mains voltage to the power supply unit.

The green LED located beside the mains terminal
should illuminate to indicate mains voltage is present.

Battery charging is controlled by the 3GS Controller.
When the battery charge relay closes, the yellow LED
illuminates to indicate the battery is being charged.

Additional Information # 4-3
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NODES OVERVIEW

The following nodes are currently supported by the 3GS
System:

e Remote Keypad Display node
e 8 Input /1 Output node

e 6 Output node

o IntelliPower node

e Access Control node

e Hold-Up Alarm node

e LEM node

e Encryption node

Remote Keypad Display node

The Remote Keypad Display (RKD) node is a wall-
mounted unit that allows you to control, program and
observe the past or present state of the system.

This is achieved using a 20-key tactile keypad and a 2x24
character LCD backlit display. All current versions of
keypads have two inputs on-board and one relay output.
Once power is applied to the RKD, the node diagnostic
menus can be accessed.

8 Input/1 Output node

The 8 Input /1 Output (I/O) node is the primary interface
between the 3GS system and the sensors/actuators of an
installation. Each 1/O node has eight end of line resistor
input zones and one output.

Each I/O node has a status LED and on-board buzzer.
They also posses extensive self-diagnostic capabilities. A
bi-directional infra-red link to the hand held terminal
exists on all nodes that do not already have a display/
keypad interface.

6 Output node

The 6 Output node expands the system by providing six
additional relay outputs. The outputs are Form C 1A 12V
Dry Contact type and are programmed using the
Controller software. [See page 8-22: Node Configure -
Outputs].

The 6 Output node also features an on-board status LED,
and operation can be monitored using the on-board
infra-red link to the hand-held terminal.

IntelliPower node

The IntelliPower node monitors the status of its
associated power supply unit anywhere on the 3GS
Ringnet system. The node receives data and power
directly from the PSU, and interfaces with the Controller
via the Ringnet. A series of LEDs give immediate
indication of mains failure, fuse failure, PSU failure, over-
current, battery problems or communications failure.
Corresponding alert messages are sent back to the
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Controller and shown on the keypad display.

Hold-Up Alarm node

The Hold-Up Alarm (HUA) node is used to provide an
interface to the 3GS Radio system. The node has a radio
receiver module on-board, which can currently be either
418MHz or 433MHz. The node has four intruder alarm
zone inputs and one unassigned system output. Again
this node has infra-red communications, which can be
used via the HHT for diagnostic purposes. Using the
HUA nodes, the radio or article protection system has a
capacity for 126 radio panic attack units (RPA) or article
protection units (APU). [See page 7-3: Radio System
Overview].

Access Control node

The 3GS Access Control node (ACN) provides the
interface to the access system. The node is a two door
Controller with a capacity for four readers (two entry and
two exit). The Access Control Node has two door lock
outputs and two spare, unassigned system outputs. The
node also has two zone inputs (for intruder
configuration) and two door inputs (for integrated access
control and monitoring of door forced and left open
alarms). The diagnostic menu for the ACN can be
accessed using the HHT. The 3GS system has a capacity
for 10,000 card holders and 64 doors. [See page 7-3:
Access System Overview].

LEM node

The LEM node allows you to upgrade a system from
Aplex/Adplex to 3GS without a complete re-wiring of the
installation.With the Aplex/Adplex panel replaced by a
3GS Controller, all existing LEM modules and 1/O devices
can be run through the LEM node back to the Controller.
LEM node inputs are recognised by the system as
standard node inputs and so do not need to be re-
addressed. The LEM node is powered by its own 1Amp
linear power supply.

Note The Aplex/Adplex RKD is not supported and should
not be replaced by 3GS RKDs on the ringnet.

Encryption node

The Encryption node provides maximum security for the
reporting of zone inputs. A pre-addressed encryption
module is placed within a system sensor, and connected
to the sensor alarm and contact terminals on the
Encryption node. Activation of the sensor is reported
back to the node, giving the individual module address,
and then back to the Controller. The individual
addressing of the module makes zone substitution and
system compromise difficult.

Nodes Overview # 5-1



Node Functionality

The following features are common to all nodes:

Ringnet communications

Europlex nodes are connected to each other via a two
wire RS485 network called the ringnet. It is wired in a
ring, starting from the 3GS Controller to the first node,
and any subsequent nodes and, finally, from the last
node back to the Controller. All nodes connect to the
Ringnet in the same way and the same cabling conditions
apply. The maximum distance allowed from Controller to
node using standard alarm cable is 200m, or 500m if
using Belden 9502 cable. A distance of 1000m is
possible using UTP Category 5 solid core or Belden
9829:

maximum distance

cable type between nodes
Standard alarm cable 200m

Belden 9502 500m

UTP Category: 5 (solid core) | 1000m

Belden 9829 1000m

Input/Output functions

Each node has some input/output capabilities,
depending on the node. For the inputs to function as
3GS alarm zones, two 2K2 (US:1k and 470) end-of-line
resistors must be connected. The Controller then
determines the zone status by reading the end-of-line
resistance value, according to the following table:

description  value zone status

OPEN 4400 Zone open

CLOSED 2200 Zone closed

DISCON 30 000 Zone disconnected
SHORT < 1400 Zone shorted

DC SUBS Variable DC Voltage substitution

The outputs are 1Amp Form-C dry contact relay outputs.
These relays can be used to drive external devices, such
as a siren.

Infra-Red Communication

All nodes (except the RKD) are fitted with infra-red
transmit and receive capability. This allows you to use the
3GS Hand Held Terminal (HHT) to program or
interrogate the system without having to make physical
connections, open boxes and so on. You can
communicate with the system by simply switching on the
HHT and pointing it at the nearest node.

HHT gives access to node set-up and status information,
such as:

e Serial number

« Software version fitted

e Actual voltage and current used

e Ringnet communications status

o Status of inputs and their resistance values
e Status of outputs

On-board memory

All nodes have on-board memory. This is used for storing
data, allowing you to program the system. Programming
can be done using:

e theRKD

o the HHT IR Link

e alocal or remote PC
(See Software Section).

On-board buzzer

Each node has its own piezo buzzer fitted, to allow you
to locate the node (for service and so on). You simply
have to locate the nearest node and request the missing
node to sound its buzzer, in this way highlighting its
location (for example, above false ceilings). You activate
the buzzer using the Node Find option. [See page 8-18:
Node Configure - Information].

In addition, you can assign each node a text description
to help you locate it more easily.

Tamper switches

All nodes monitor for front and back tampers. Some have
on-board tamper switches and some have terminals
supplied, depending on the cabinet. Most nodes allow
for bypassing tampers using on-board tamper links.

Note The link must be removed to enable tamper
monitoring.



Powering-up nodes for the first time

Powering-up the 3GS system (called a cold start) will
bring any nodes, inputs and doors physically connected
to the Ringnet onto the system. You will be given the
opportunity to verify the number of nodes, inputs and
doors connected.

To power-up the 3GS system

1 The Controller will scan the Ringnet for connected
nodes, and indicates the number of nodes found. For
example:

ONLI NE NODES 0 -> 3.

If this number does not match the number you know
to be connected, check the cabling and power
connections (see Ringnet). Then rescan the Ringnet
by pressing the NO key.

2 If you are satisfied the number is correct, press YES.

Once the correct number of nodes are seen to be on-
line the Controller scans the Ringnet and indicates the
number of zones found (a zone is brought on-line if a
zone input on a node has an EOL connected). For
example:

Issue 01 Feb 2000

ONLI NE I NPUTS O -> 5.

If this number of on-line inputs does not match the
number you know to be connected, check all zone
inputs for EOLs and cabling (see Input/Output). Then
rescan the Ringnet by pressing the NO key.

If you are satisfied the number is correct, press YES.

Once the correct number of inputs are seen to be on-
line the Controller scans the Ringnet and indicates the
number of doors found (a door is brought on-line if
the door input on the access node has an EOL
connected to it). For example:

ONLI NE DOORS 0 -> 4.

Note To replace nodes, add nodes to the system or
remove a node, [see page 8-16: Node Configure].
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REMOTE KEYPAD DispLAY (RKD) NODE

Description

The Remote Keypad Display (RKD) node is a wall-mounted unit that allows you to control, program and observe the
past or present state of the 3GS system or to arm/disarm the system. The RKD is capable of monitoring its own supply
voltage and its integral front and back tamper switches. Like all system nodes, the RKD will have been automatically
assigned a unique address following a power up.

=~

000 O
O000 O
OO000 O
0000 O
©006 o O

OOV

(D 2x24 Character LCD Display This display is used to show all alert and warning messages and menus. The dis-
play contrast and backlight can be adjusted through the menus. [See page 8-22: Node Configure - Outputs].

(2) LED status indicators The three LEDs to the right
of the numeric keypad indicate the system’s current
status, as follows: LED Steady LED Flashing

« Yellow LED: Indicates the occurrence of a system
event. An alert or warning message will indicate

the location and nature of the event. ram N

. . System warning message @
« Green LED. Indicates the presence, or failure of, 71
the mains supply.

Mains supply present @ — ®—  Mains supply failure

System alert message

Communications lost ® _\‘./_ Communications OK
« Red LED. Remains steady to indicate a fault on "IN (fashes on briefly
both communications lines, and displays two Communications lost line 1A 18 ® 0 every 2:8 seconds)
distinctive flashing sequences to indicate a fault (flashes off once every 2:3 seconds.)
on either communications line: Communications lost line 2A 28 ®00

(flashes off twice every 2-3 seconds.)




@ Ringnet Communications Connect the Ringnet cable to the four terminals 1A to 2B.

These terminals are used for connecting the RKD node onto the ringnet (see connection diagram and cable type
table below).

from pre\r/]i(c))(l;: NODE
1A 1B 2A 2B SL maximum distance
L (NISISENEN) cable type between nodes
| A f \ A 4 B S T
1A[C]« Standard alarm cable 200m
KD 1B @: Belden 9502 500m
2A1©
2B o> :‘—‘ o UTP Category: 5 (solid core) | 1000m
SLID > et Belden 9829 1000m
\ A 4 I node
RIS
1A 1B 2A 2B SL
NODE

@ Power supply & current consumption To function correctly the RKD requires 12Vdc which should be sup-
plied either directly from the Controller power supply unit or from a remote power supply unit. Current Consump-
tion -Quiescent State: 150mA (backlight off) Maximum: 300mA

@ Inputs The RKD node has two on-board zone inputs. These inputs are monitored using dual E.O.L. supervision as

wired below.
2K2 % .
description value zone status
2K2 OPEN 4400 Zone open
S CLOSED 2200 Zone closed
11
COM S DISCON 30 000 Zone disconnected

2/S SHORT < 1400 Zone shorted
2K2 % DC SUBS Variable | DC Voltage substitution
K23\

@ Output The RKD has one on-board 1Amp single pole changeover relay, which can be assigned to any of the sys-
tem outputs. [See page 8-22: Node Configure - Outputs].

wd® -
el ° ©
S T
COMMI \
N/0O : Normally

Open

N/C : Normally +12V 0V

@ Tampers The RKD Node monitors both front and back tampers. The front tamper is closed once the terminal
block cover is secured.

Keys The keys are used for code entry, setting/arming and unsetting/disarming the system and accessing the
menus detailed in the Software section. For further information on keys [see page 8-2: Typing text].
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RKD Node Cabinet
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Additional Information

Private mode

Securing hole for front
of RKD

Terminal block cover
Cover securing screw
Status LED holes

Numeric and func-
tion keys

Lid cover clips

Display window

P.C.B. securing clips
Mounting keyhole

P.C.B. locating pillar
Patress box mounting hole
Mounting hole

P.C.B. securing screw

The private mode feature prevents two separate users from attempting to configure the system at the same time.

When one system RKD is in use, an attempt to key in at any other system RKD will produce the following message:

SystemBusy ... Please Wit

The keypad displays this message until the user at the other keypad is finished, and then returns to normal operations

Text Entry

The orientation of the cursor governs which character is selected. Use the Shift key to rotate the cursor for character

selection and press Enter when text entry is complete. [See page 8-2: Typing text].
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Diagnostic Menu; RKD

In addition to displaying system
menus for programming and so on,
the keypad has its own diagnostic
menu. Access to this diagnostic menu
is available when a keypad node is
isolated from the Ringnet
(communications lines removed).

Alternatively, the same node
information can be accessed through
the Node Configure menu, submenu
Monitor. [See page 8-18: Node
Configure - Nodes - Information -
Monitor]

The menu provides you with data on
the keypad’s current configuration
and allows locally related operations
to be performed — such as adjusting
the display parameters and switching
the on-board output.
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Main controller removed from
Comms. Line, RKD display shows:

v

To scroll back

To scroll forward @
through menu

On-board Input / Output

—— Serial Number

T
RKD 2110
VLIL 15Apr97 001

T
0000000031

T
TAMPER OK 136V

101 = 30000 102= 2200
9 R A R

f
01=0N
07

Press

to toggle output
ON/OFF

\— Node ID

Software Release Date
Software Version

Tamper Switch(s) Status

DC Supply Voltage

Input 1 Analog Resistance Value

O =0Open 4400
C =Closed 2200
S = Short <1400
D =Disconnected 30000

Input 1 State DC = DC Substitution  Variable
Input 1 Assigned Zone

Output State

Output Type

DAYS RUNNING = 37 Number of days the node
has been continuously powered up.
Press
BACKLIGHT = 80% BACKLIGHT LEVEL = 100%
. I R I A I |
toincrease | | | \ | |
0% 20% 40% 60% 80% 100%
BACKLIGHT ALWAYS ON =Ng—————— NO = Backlight on after key depression.
YES = Backlight always on.
Press
to toggle output
displayed
ON/{OFF
<
Press
CONTRAST LEVEL = 0% P CONTRAST LEVEL = 100%
. Y i A I |
toincrease |||

0% 20% 40% 60% 80% 100%
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8 INpUT / 1 OuTrUT (I/O) NODE

Description

The 8 Input/1 Output Node provides 8 input connections for alarm monitoring and 1 unassigned relay output. The inputs, if
fitted with end of line resistors, will beinitalised onto the system as part of the 200 alarm zones. The output can be assigned
to any of the 255 output types available on the system.

‘
""" — 0_0
73 ﬁ
BQ OO E
A0
B0 i
@ SHLD | ©)
NS
B[O
n|Q =
48|©
ov |9
O o
0000|00000000000 ®
;gég =z=e=3323e2cs = °_° %
() 7] (6)

Front tamper The node monitors for front tamper.
Front tamper link To override monitoring of front tamper.

Back tamper and link (for future use) The node monitors for back tamper and the link is used to override
monitoring of back tamper.

Infra-red communications interface Used for Hand-Held Terminal (HHT) communications [See page 5-12:
8 1/0 Diagnostic Menul].

© ® ©00

Output The 8I/O has one on-board 1Amp single pole changeover relay, which can be assigned to any of the sys-
tem outputs. [See page 8-22: Node Configure - Outputs].

NO = Normally Open

NC = NormaH}(}Iosed




@ Inputs The 8 I/0O node has eight on-board zone inputs. These inputs are monitored using dual E.O.L. supervision as

wired below.

COM|®

2K2
2| ——
2K2

m
R

2K2

description value zone status

OPEN 4400 Zone open

CLOSED 2200 Zone closed

DISCON 30 000 Zone disconnected
SHORT < 1400 Zone shorted

DC SUBS Variable DC Voltage substitution

@ Auxiliary supply(12V) Used to power auxiliary devices to a maximum of 250mA.

Auxiliary fuse

250mA Quick Blow.

@ Power supply and current consumption The 8 I/O node requires 12VDC which should be supplied directly
from the Controller PSU or form a remote PSU. Current Consumption -Quiescent State: 100mA Maximum: 200mA

Ringnet Communications Connect the Ringnet cable to the four terminals 1A to 2B.

These terminals are used for connecting the 81/0O node onto the ringnet (see connection diagram and cable type table

below).

from previous
node

1A
1B
8 1/0 2A
2B
SL

SIS
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00000
L{%
44

>
>

NODE
1A 1B 2A 2B SL

— to next

vy ’—P node

0000
1A 1B 2A 2B SL
NODE

maximum distance

cable type between nodes
Standard alarm cable 200m

Belden 9502 500m

UTP Category: 5 (solid core) | 1000m

Belden 9829 1000m
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Branch node

A node may be wired as a branch node using terminals 3A, 3B, 4A and 4B as shown in the diagram below. This
configuration is valid for the ringnet. Check the cable distances between the nodes, ensuring that the cable distance
between node 3 and node 4 is within the distances specified in the Cable type table on the previous page.

from previous
node

NODE 1
1A 1B 2A 2B

.

A[ge——
1B|Q <
20|10 ———— »|Q|1A
NODE 2 2BQ—»|9|1B RANCH
SL© NODE 3
Physically linked 3A|0| < ©|2A
on to the PCB. 2B 0| < ©|2B
No need to fit N2
links. 1~ 4B|O »
N — tonext
vy ’—P node
[0 00]
1A1B2A 2B

NODE 4



Node Cabinet

This cabinet is used to house the 8 I/0O, 6 O, HUA and
Encryption Nodes.

2] 2]

() Front Tamper

O Guide

(2 Cover Fixing
Screws

® Infra-red Window

() Node anchor points
(@ Wall spacers

(® Cover anchor points
@ cable grips

(B3 Mounting holes

T (® Cable entry holes
@ Ccable ties

—

]
g Cover hooks
Sidue View - T
(5] L6 T 7 (8]
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Diagnostic Menu; 81/0
Node

The menu provides you with data on
the 8 1/O node’s current configuration
and allows monitoring of node and
PSU parameters. This information
includes inputs, outputs, fuse and
tamper status.

It can be utilised to interrogate the
status of the node without having to
remove the cabinet lid, thus avoiding
interfering with cables and the need to
use a voltmeter for measuring node
voltage and currents.

It can be accessed using the HHT infra-
red. Alternatively the same node
information can be accessed through
the Node Configure menu, submenu
Monitor. [See page 8-18: Node
Configure - Nodes - Information -
Monitor]

Note For further information on HHT
menus see - PERIPHERAL DEVICES
SECTION: HAND-HELD TERMINAL
CHAPTER 10.

A\ 4

To scroll back @

To scroll forward
through menu

On-board Input / Output

‘ ~—— Serial Number

T T
110 8l 10 00000000230
VL1 15Apr97 002 1 2

Node ID

Software Release Date

Software Version

Tamper Switch(s) Status

T
TAMPER OK  12.7V
FUSE OKAY 000mA

DC Supply Voltage

Input 1 Analog Resistance Value

O =Open
101=2185  102=2221 C = Closed
o oo < S = Short
‘ D = Disconnected
Input 1 State DC = DC Substitution
Input 1 Assigned Zone
103=2185  104=2150
20 € 0 <
105=3000  106= 13000
20 D 0 D
107=2185  108=2221
20 D 0 D
[ Output State
01=0n
07 Output Type
Press

to toggle output
displayed
ON/OFF

DAYS RUNNING = 37

Number of days the node has been
continuously powered up

4400
2200
<1400
30000
Variable



6 OUTPUT NODE

Description

Each 6 Output node provides six extra relay outputs for the 3GS system. These can be assigned to any of the 255
output types available. The node is identical in tamper, IR and LED functions, and node enclosure to the 8 Input/1
Output node.

The same output number can be assigned to more than one output, in which case several outputs will respond to a
3GS software command in the same way. For more details on assigning outputs and output types, see Software section.
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Front tamper link Use this link to override monitoring of front tamper.

Front tamper The node monitors for front tamper.

Back tamper and link (for future use) The node monitors for back tamper and the link is used to override
monitoring of back tamper.

Infra-red communications interface Used for Hand-Held Terminal (HHT) communications. [See page 5-
15: 6 Output Diagnostic Menu].

©@ ® ©00

Outputs The 6 O Node has six on-board 1Amp single pole changeover relays, which can be assigned to any of
the system outputs. [See page 8-22: Node Configure - Outputs].

O-1COM-INC
@ @ NO = Normally Open

NC = Normallylosed
O Q
+12V ;

/

N

@ Auxiliary supply (12V) Used to power auxiliary devices to a maximum of 250mA

@ Auxiliary supply fuse 250mA Quick Blow

Power supply and current consumption The 6 O Node requires 12V DC which should be supplied directly
from Controller PSU or from a remote PSU. Current consumption - Quiescent: 100mA Maximum: 200mA
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@ Ringnet Communications Connect the Ringnet cable to the four terminals 1A to 2B.

These terminals are used for connecting the 6 O node onto the ringnet (see connection diagram and cable type

table below).

from previous NODE
node
1A 1B 2A 2B SL

AVyYy
@4—'
6 Output 1B®<

Node 2A|©|>
2B|0| ™
SLI© —» tonext
node

®®®®®
1A 1B 2A 2B SL

NODE

cable type

maximum distance
between nodes

Standard alarm cable 200m
Belden 9502 500m
UTP Category: 5 solid core 1000m
Belden 9829 1000m

Note [See page 5-10: 8 I/0O Node, branch diagram in the ringnet section].

Node Cabinet

This node has the same cabinet as the 8 Input/Output Node. (See previous section)




Diagnostic Menu; 6 Output Node

The menu provides you with data on the 6
Output node’s current configuration and allows
monitoring of node and PSU parameters. This
information includes inputs, outputs, fuse and
tamper status.

It can be utilised to interrogate the status of the
node without having to remove the cabinet lid,
thus avoiding interfering with cables and the
need to use a voltmeter for measuring node
voltage and currents.

It can be accessed using the HHT infra-red.
Alternatively the same node information can be
accessed through the Node Configure menu,
submenu Monitor. [See page 8-18: Node
Configure - Nodes - Information - Monitor]

Note Forfurtherinformationon HHT menussee
-PERIPHERAL DEVICESSECTION: HAND-HELD
TERMINAL CHAPTER 10.
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To scroll back @

To scroll forward @

A 4

T T
110 8l 10 00000000230
VLI 15Apr99 0021 2

T
TAMPER OK  12.7V
FUSE OKAY ~ 000mA

through menu

On-board Input / Output

‘ — Serial Number

\— Node ID

Currrent Date
Software Version

Tamper Switch(s) Status

DC Supply Voltage

Input 1 Analog Resistance Value

O =Open 4400
101=2185  102=2221 C = Closed 2200
20 < 0 < S = Short <1400
D = Disconnected 30000
Input 1 State DC = DC Substitution ~ Variable
Input 1 Assigned Zone
103=2185  104=2150
0 < 0 <
105=3000  106=23000
20 D 0 D
107=2185  108=2221
20 D 0 D
‘ Output State
o1=on
o7 Output Type
Press

to toggle output
displayed
ON/OFF

DAYS RUNNING = 37

Number of days the node has been
continuously powered up

6 Output Node # 5-15



INTELLIPOWER NODE

Description

The 3GS IntelliPower node allows monitoring of distributed power supply units anywhere on the 3GS Ringnet. The
IntelliPower node receives power and data directly from the PSU via a flat ribbon cable and interfaces with the 3GS
Controller via the 3GS Ringnet. The node monitors the PSU for over-current, fuse fail, mains/AC fail, PSU fail,
Communications fail and battery problems. It also has four alarm inputs and two relay outputs.

> o o » o 9 o
22222 Q

LED 1

0

O
s T

S —O
m
o
[O0 0000000000000 9]
f e R R g REE"FYTF lgfF 2§ ¢
©o 00 o o o

(D LEDs Any changes in status are indicated immediately by one of the 6 real-time LEDs and are reported back to the
Controller via the Ringnet. Status changes are then displayed as alert messages, showing the node ID and the
nature of the status alerts.:

e LED1: Mains/AC

e LED2: Fuse fail

e LED3: PSU fail

o LEDA4: Overcurrent

o LEDS: Battery problem
e LEDG6: Comms fail

@ Infra-red communications interface Used for Hand-Held Terminal (HHT) communications (see Diagnostic
menu for more details).

@ Power supply and current consumption This node is powered using the PSU connector supplied, which is
connected to any of the range of Europlex IntelliPower supplies. Current Consumption -Quiescent State: 100mA
Maximum: 150mA.

@ Outputs The IntelliPower node has two on-board 1Amp single pole changeover relayS, which can be assigned to
any of the system outputs. [See page 8-22: Node Configure - Outputs].

N/O N _—
N/C —_—
COMM
N/O : Normally
Open
N/C : Normally +12V oV

@ Kick-Start button Starts the system from the battery. This turns on the charge relay, which connects the battery
to the output terminals.
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(D Inputs The IntelliPower node has four on-board zone inputs. These inputs are monitored using dual E.O.L.

K2 § description value zone status
‘ OPEN 4400 Zone open
2K2
S CLOSED 2200 Zone closed
11
come DISCON 30 000 Zone disconnected

12/ | — SHORT < 1400 Zone shorted

2K2 DC SUBS Variable DC Voltage substitution

2K2 ;%k

supervision as wired overleaf.

@ Back tamper and link (for future use) Remove the back tamper link if you are connecting a back tamper
switch to BT1 and BT2.

BT1
Back tamper
Normally closed

AC Output terminal Provides clock output signal 50Hz or 60Hz, depending on mains frequency of PSU, where
a control panel is powered solely from a DC source, i.e. no mains connected. The output signal ensures the panel
keeps time accurately.

@ Ringnet Communications Connect the Ringnet cable to the four terminals 1A to 2B.

These terminals are used for connecting the IntelliPower node onto the ringnet (see connection diagram and cable
type table below).

from previous NODE

n08 4 5 18 A 2B SHLD cable type maximum distance
L 00000
L AVvy Standard alarm cable 200m
1N o— Belden 9502 500m
IntelliPower ;‘2 g: UTP Category: 5 (solid core) | 1000m
Node 2810 » Belden 9829 1000m
LD — tonext
vy ’—P node
00000
1A 1B 2A 2B SL
NODE

Front tamper and link Remove the front tamper link jumper to activate the front tamper switch.
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IntelliPower Node cabinet
Note This cabinet comes in two sizes:

o E-CA124501 3GS 3Amp Monitor Node PSU Cabinet (15/17) AH
o E-CA124601 3GS 8Amp Monitor Node PSU Cabinet (24/48) AH

PSU




Additional Information

Battery charging via PSU

Battery charging is controlled by the IntelliPower node.
When the battery charge relay closes, the yellow LED
illuminates and the battery is charged at a voltage that is
temperature compensated. To enable temperature
compensation, a thermistor with flying-lead connection
is provided. It is important that the thermistor senses the
temperature of the battery only (and not other devices).

Therefore, if a single battery is in use, place the
thermistor on top of the battery. If using two batteries,
place the thermistor between them. This provides a
continual battery charge (4 and 8Amp PSU).

Battery test

The battery test is carried out at the Controller and at

Issue 01 Feb 2000

each IntelliPower node by simply unsetting/disarming the
system.

Deep discharge protection

If mains power fails at any IntelliPower node, that nodes
battery back-up is switched on to provide power. A
battery can only maintain a supply for a certain duration
and if mains/AC power is cut off for a prolonged period,
THE battery will eventually discharge itself. In general,
lead-acid batteries are damaged in terms of capacity and
service life if discharged below the recommended cut-off
voltage.

To prevent a battery discharging beyond recovery the
IntelliPower node instructs the PSU to disconnect the
battery when the battery output voltage reaches
10.5Vdc. When the mains/AC is restored, the battery will
be recharged.

IntelliPower Node # 5-19



Diagnostic Menu IntelliPower
Node

The menu provides you with data on the
IntelliPower node’s current configuration and
allows monitoring of node and PSU
parameters. This information includes inputs,
outputs, fuse and tamper status.

It can be utilised to interrogate the status of
the node without having to remove the
cabinet lid, thus avoiding interfering with
cables and the need to use a voltmeter for
measuring node voltage and currents.

It can be accessed using the HHT infra-red.
Alternatively the same node information can
be accessed through the Node Configure
menu, submenu Monitor. [See page 8-18:
Node Configure - Nodes - Information -
Monitor]

Note For further information on HHT menus
see - PERIPHERAL DEVICES SECTION:
HAND-HELD TERMINAL CHAPTER 10.

To scroll back

To scroll forward @

through menu
>
On-board Input / Output
‘ ~—— Serial Number
PSU 420 2062463369
VL0  14FEB99 0L 1< 2>
\— Node ID
Software Release Date
Software Version
| Tamper Switch(s) Status
TAVPER OKAY ~132¢ DC Supply Voltage
FUSEOK_ 0000mA Augxiliary Current
Fuse State
BATT OK  3AmpPSU [ PSU Type
MAINSOK ~ COMMS OK
‘ Input 1 Resistance Value
— — O =Open
§g1_30f1[())0 1%—300_%0 C =cClosed
S =Short
‘ D = Disconnected
Input 1 State DC = DC Substitution
Input 1 Assigned Zone
103=30000  104=30000
n D 0 D
[ Output State
01=0FF
0 Output Type
02=0FF
0
Press
to toggle output
displayed
ON/OFF
DAYS RUNNING = 37 Number of days the node has been
continuously powered up

4400
2200
<1400
30000
Variable



ACCESS CONTROL SYSTEM

Overview

To integrate Access Control onto the 3GS, the Access Control node should be wired onto the ringnet as shown below.
It can be configured to control two access doors. These doors may be wired with readers on the entry side and either
readers or exit switches on the exit side. The doors are monitored for "door forced" and "left open" alarms, as well as

integration into the intruder system. Cards presented at the reader may be configured to set/arm and unset/disarm the

area/system [see page 7-3: Access System Overview].

Controller

RINGNET

M
Y
W
)

.

Access Nodes

Ul H|m

OOOOQ
OOOO@
OOOOQ

Exit
Switch (x2)

Door Open

Hand-Held Monitor

Transmitter
(HHT)

Swipe
Reader (x4)
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Proximity

Reader (x4)

RKD Node

Aux. Alarm Output
(x2)

Exit Switch (x2)
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Access CoNTrROL (ACN) NoODE

Description

The 3GS Access Control node provides an interface to control door access on the 3GS. The node is a two door
Controller with capacity for four readers (two entry and two exit) and two exit switches. The ACN has its own
monitored PSU suitable for powering readers. The reader technology supported is Weigand and Clock and Data,
allowing for proximity, swipe, pin and proximity, and pin and swipe readers. It also allows for one BCD pinpad

The ACN monitors two alarm zone inputs, two door inputs and has two system outputs as well as two door outputs.
[See page 7-3: Access System Overview for more information on access control].
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Infra-red communications interface Used for Hand-Held Terminal (HHT) communications (see Diagnostic
menu for more details).

Mains/AC LED Indication of mains/AC status. On=Mains/AC fail.

Power supply and current consumption The Access Control node is powered from the mains/AC via the
transformer supplied (17V AC). Current Consumption -Quiescent State: 100mA Maximum: 150mA.

Fuses

F1 Readers- 1 Amp 250V Anti-surge

F2 Locks - 1 Amp 250V Anti-surge

F3 Battery - 1 Amp 250V Anti-surge

F4 12V Auxiliary - 1 Amp 250V Anti-surge

"e® @ 0

Battery LED Indication of battery status. On=Battery CONNECTED.
Kick-start Allows powering up of the Access node from the battery.
Battery leads For connection of battery back-up.

Front tamper For monitoring of lid tamper conditions.

©EQ0®O® "

Front tamper link Remove this link to enable front tamper monitoring.

(6]
'
N
N



Door outputs These door outputs are used for driving the door locks. Door output 1 is linked to Reader 1. The
door locks should be powered from a separate power supply, as shown in diagram below.

Door Outputs
OO0 OO0 OO0 0 O
53 3 2 8 ¢ 2 ¢ ¢
+ ™ [32] < <
1A12v T |
PSU - . IMPORTANT!
IN4001 protection diode
. MUST BE fitted across
Cabling Note: the lock terminals.
Screened multi-core R.S. part Lock coils must be
no. 367-476. For electrically ' 12Vdc continuously rated
'noisy' areas, connect the Lock
screen to EARTH at the Access
Node end ONLY. Maximum | Contact Suppressor (Optional)
length of cable 20 metres. L WFS 22 Fitthis circuit if arcing occurs at
o

| relay contfacts.

@ Outputs The Access Control node has two on-board 1Amp single pole changeover relays, which can be assigned
to any of the system outputs. [See page 8-22: Node Configure - Outputs].

O 16 INE No = Normally Open

NC = Normally Closed

12V /
oV —
—_—

@ Readers 1 and 2 The access node can be used with a variety of Weigand and Clock & Data readers, including
Huges, Motorola, Deister, AXM and Mr sensors.

Reader 1 Reader 2
QOO OO0 OO0 OO0 OO0 00O

0V DAT/ CLK/ +5V VAL VOI +12v 0V DAT/ CLK +5V VAL VOI +1&v
DI DO DI DO

Connection Details
OV: OV connection on all readers
DAT/D1: DATA connection for Clock & Data readers
DATAL connection for Weigand readers
CLK/DO: CLOCK for Clock & Data readers
DATAO connection for Weigand readers
+5V: +5V power connection
VAL: Valid signal normally used to connect to green or valid LED as reader
VOI: Void signal normally used to connect to red or void LED as reader

+12V: +12V power connection. Some readers require 12V power instead of 5V power. See manufacturers reader
specifications for details on power requirements
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(3 BCD PINPads Only one BCD PINPad can be connected to each node.

Back Tamper (for future use) Remove link and connect back tamper switch to terminals marked BT, as shown

below.
BT1
BT2

Back tamper
Normally closed

@5 Exit Reader Card Connection An "exit card reader’ must be used in order to install exit readers on the 3GS
system. The card must be fitted to the access control node at the exit reader card connection. The reader itself is
then connected to the card via the terminal connectors. There are two exit reader connections on each Access
Control node, allowing for entry and exit readers on both doors. For more information on the use of exit reader
cards. [See page 7-3: Access System Overview].

. 1 1. Plastic spacers
® . .
e 2. Exit reader card connection
®
1 S 2 3. Support spacer
3 A support spacer is 4. Reader connection
————3 provide with each Exit
Reader Card. This is
positioned in the
support pillar hole on

the Access Control
Node as indicated.

4
Exit Switch If required, switches may be fitted that allow the doors to be unlocked.

o S| exiT1
5189 ov
~— | EXIT2

@ Door Inputs The Access Control node has two on-board door inputs. These door inputs are monitored using
dual E.O.L. supervision as wired below. They are used for integration of access control and intruder, by assigning
zone types to them. For further information on integration [See page 7-3: Access System Overview].

SHORT < 1400 Zone shorted
Vg

DOOR 2 DC SUBS Variable DC Voltage substitution

2K2

2K2

2K2§ description  value zone status
OPEN 4400 Zone open
22 CLOSED 2200 Zone closed
O — DISCON 30000 | Zone disconnected
DOOR1|Q




Inputs The Access Control node has two on-board zone inputs. These inputs are monitored using dual E.O.L.
supervision as wired below.

2K2 3
description value zone status
2K2 OPEN 4400 Zone open
/P 1 S —— CLOSED 2200 Zone closed

ov|© DISCON 30 000 Zone disconnected
P2l ——

SHORT < 1400 Zone shorted

2K2 DC SUBS Variable DC Voltage substitution

2K23

Ringnet Connect the Ringnet cable to the four terminals 1A to 2B. These terminals are used for connecting the
Access Control node onto the ringnet (see connection diagram and cable type table below).

from previous NODE

node 1A 1B 2A 2B 9L cable type maximum distance
® 0000 between nodes
ne g vy Standard alarm cable 200m
ACCESS 1B|©® 4 Belden 9502 500m
>
CONTROL  2A/© UTP Category: 5 (solid core) | 1000m
NODE 28[@|”
SL© — tonext Belden 9829 1000m
node
® 0000
1A 1B2A 2B SL
NODE

Note [See page 5-10: 81/0O Node, branch node diagram in the ringnet section]
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Access Control Node Cabinet

The Access node is housed in a metal cabinet with
transformer (as shown in diagram below).

" Access Control Node

[00000000000000000000 |

ov
EXIT 2

|®®®®®®®®®®®®®®®®®®®®®®®®®®®®®®®®®®®®|

Additional Information

AC Power and Battery Backup

In order to function as specified, both primary and backup power sources should be connected. Primary power is
provided as 17VAC at the 3-way terminal block labelled ‘AC’. Cabinet earth must be connected to the terminal
labelled ‘earth’ and to the cabinet lid.

Secondary power is a sealed 12V lead-acid battery of up to 6.5H capacity connected via the stand-by battery leads.
Connect battery leads to battery terminals. To power node from battery only, press the battery kickstart switch and hold
down for 5 seconds.
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Diagnostic Menu; Access Control
Node

The menu provides you with data on the Access
node’s current configuration and allows
monitoring of node and PSU parameters. This
information includes inputs, outputs, door
inputs, door outputs, cards, fuse and tamper
status.

It can be utilised to interrogate the status of the
node without having to remove the cabinet lid,
thus avoiding interfering with cables and the
need to use a voltmeter for measuring node
voltage and currents.

It can be accessed using the HHT infra-red.
Alternatively the same node information can be
accessed through the Node Configure menu,
submenu Monitor. [See page 8-18: Node
Configure - Nodes - Information - Monitor]

Note Forfurtherinformationon HHT menussee
-PERIPHERAL DEVICESSECTION: HAND-HELD
TERMINAL CHAPTER 10.
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@ to scroll forward
through zones

@ to scroll back
through zones

A 4

2 Inputs, 2 Outputs, Node serial number

2 Doors

ACC 21202D 0000000034

VL08 21DECO9 009 12 Comm. lines

Software Version
& Date

Scroll through the menu
by pressing :

Node Number

UNSET)

%

Tamper Switch Status - TAMPER OK 130V ———DC Supply Voltage
Mains Status MAINS OK 250mA _I—Current reading
Fuse status tF1 0K F2 OK
F3 0K F4 0K

Information is
displayed on zone
Output state

Output Number
Output Type

02=0FF
5
Resistance value
Input no. +101=2200 102=2200
Zone no. 28  C 9 -
Input state
Door No. +D01=2185 D02=2150
System Door 01 - N -C
Status of door
Door Open time DOOR#:1 LOCKED
D010 LK5 GR3 DN2 ——Red LED Denied
) Green LED Granted
Lock time
DOOR#:2 LOCKED
D010 LK2 GR3 DN3
Reader no. READER#:1 TYPE:W ENTRY Reader type
$:2332 C:25
Site code

No. of days for which the
Node has been operating.
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RADIO SYSTEM

Overview

The Diagram below shows how to integrate radio onto the 3GS system. The 3GS radio system allows portable panic
attack buttons (RPA) to be configured [see page 8-24: Radio PA Setup] to communicate to the 3GS Hold Up Alarm

(HUA) node on the ringnet. In addition the Controller can be configured [See page 8-58: Set Data Formats] to send
messages to a pager transmitter, which in turn transmits to a pager receiver.

Pager
Transmitter

Controller
RINGNET
[T Il
®ooo- RKD Node
HUA Node
/
RPA
Unit

System Components

The radio system is comprised of the following components:
e Hold Up Alarm Node (HUA)

o Radio Panic Attack Unit (RPA)

« Pager Transmitter

o Pager Receiver

These components are detailed in the following pages4.



HoLb-Up ALARM (HUA) NODE

Description

(D The Hold-Up Alarm (HUA) node is a radio receiver node and, like all other 3GS nodes, is connected to the 3GS
system via the ringnet. The unit will receive radio signals at 418 MHz or 433 MHz frequency, depending on the
radio module. This node allows for the integration of radio systems onto the 3GS. For more information on the
radio system [See page 5-28: Radio System Overview].

(1] (2] T) o
[@) O
- S ] ©
) oo __,46
e © 5@
28| © -
2|
®7 SHLD | ©
MO =
38O @@
NS %
5| © g : — @
iFov| o :
@ {r2v | © | g
] [oco soo] [oo0],
| 11 com 12 13 COM 14 || NO C NC |

o o

Radio receiver module This radio receiver module may be 418MHz (UK only) or 433MHz (rest of Europe). This
determines the frequency of the receiver node.

Front tamper The node monitors for front tamper.

Front tamper link Use this link to override monitoring of front tamper.

Back tamper The node monitors for back tamper.

Back tamper and link (for future use) Use this link to override monitoring of back tamper.

Diagnostic LED’s Green LED ON - indicates valid message received. Red LED ON- indicates RF Data error.

O@O®eEe O

Infra-red communications interface Used for Hand-Held Terminal (HHT) communications (see Diagnostic
menu for more details).

©)

Output The Hold-Up Alarm node has one on-board 1Amp single pole changeover relay, which can be assigned to
any of the system outputs. [See page 8-22: Node Configure - Outputs].

000

NO = Normally Open

NC = Normay}iosed

/
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@ Inputs The HUA node has four on-board zone inputs. These inputs are monitored using dual E.O.L. supervision as

wired below.

2K23

]

description  value

zone status

OPEN 4400 Zone open

CLOSED 2200 Zone closed

DISCON 30 000 Zone disconnected
SHORT < 1400 Zone shorted

DC SUBS Variable DC Voltage substitution

External BNC Antenna This antenna should be connected to the BNC connector for optimum performance.

@ On-board antenna link When the jumper is across this link as shown, the on-board 1/4 wave whip antenna is
utilised. On the BNC external antenna node this jumper should be removed.

@ Power supply and current consumption Current Consumption -Quiescent State: 100mA Maximum:

200mA.

@ Ringnet communications Nodes should be wired in a ring configuration as shown. Standard alarm cable can
be used, however greater distances between nodes can be achieved if a twisted pair cable such as Belden 9829 is
used (see table B). The maximum permissible distance between nodes is 1Km (using Belden 9829). The interface
uses RS485 in a ring topology. The main Controller therefore has two RS485 ports and completes the ring connec-
tion. (See connection diagram and cable type table below).

from previous NODE
”Od 1A 1B 2A 2B SL

®®®®®

A'V
Alo —|
UA 1B®<
Node 2A®’
SL@ — to next
node
®®®®®
1A 1B 2A 2B SL
NODE

cable type

maximum distance
between nodes

Standard alarm cable 200m
Belden 9502 500m
UTP Category: 5 (solid core) | 1000m
Belden 9829 1000m




Node Cabinet
This node has the same cabinet as the 8 Input/Output Node. (See previous section)

Additional Information

Approved methods for the optimisation of RPA performance
1 Fit an external antenna onto the HUA node if not already fitted.

2 Move the HUA node to a location where the signal strength is maximised as described in the RPA installation test
procedure below.

3 If the movement of the HUA node is not possible attach the antenna to the HUA node via a 50 Ohm coaxial cable
<<10m in length and locate the antenna at the point of maximum signal strength. This must be verified with the test
equipment.

4 In cases where the above solutions are unsatisfactory another HUA node will have to be fitted to provide adequate
coverage on site. Steps 1 - 3 can be followed to optimise the node performance if required.

418 MHz RPA installation test procedure

Due to the vagaries of radio transmission, direct unit to unit comparison will give an unacceptably wide range of
performance values and cannot be used as a guideline for site installation. It is suggested that for new and retrofit
installations a test RPA is provided which provides output at the lower range and a modified HUA test node, along with a
Hand Held Terminal (HHT), are used to ensure that adequate coverage is provided on each site.

Test method

o Locate the test node at the required location of the HUA node.

e Setup the HHT to monitor the RPA signal strength.

o Try the test RPA unit at the test node to ensure correct operation and full signal strength.
e Remove the test RPA to the area to be tested and perform the test transmissions.

« Ensure that the signal strength for each test is a pass value (=40%) on the HHT.

« If a particular location fails to produce the pass signal then the test node must be moved closer to the test point or to
a location where there are less obstructions on the path to the test point. Once the test node has been setup at the
new location all the previous tests have to be redone to ensure they all still provide a pass signal value.

« The HUA node must then be mounted at the exact position of the test node to provide equal performance.
« The ringnet cables must be routed away from the antenna when installing the node.

o Testall RPA’s that are to be assigned to the site at the test locations as per the test RPA unit and install them onto the
system as per the System Integration Manual.

It is recommended that the HUA node be mounted away from computers and large metal masses if possible, (i.e.
cable trays, filing cabinets, and metal shelves), as these objects tend to reduce the sensitivity of the receiver within
the HUA node.
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Diagnostic Menu; Hold-Up
Alarm Node

The menu provides you with data on the
Hold-up Alarm node’s current
configuration and allows monitoring of
node and PSU parameters. This
information includes inputs, outputs, fuse
and tamper status.

It can be utilised to interrogate the status
of the node without having to remove
the cabinet lid, thus avoiding interfering
with cables and the need to use a
voltmeter for measuring node voltage
and currents.

It can be accessed using the HHT infra-
red. Alternatively the same node
information can be accessed through the
Node Configure menu, submenu
Monitor. [See page 8-18: Node
Configure - Nodes - Information -
Monitor]

Note For further information on HHT
menus see - PERIPHERAL DEVICES
SECTION: HAND-HELD TERMINAL
CHAPTER 10.

4Inputs, 1 Output

Software Version & Date

Tamper Switch Status

Antenna Tamper Status

RPA Signal Strength
RPA Serial Number

Input Analog
Resistance Value

Input Number
Zone Number

Input State (c=closed)

Output State
Output Number

Output Type (1-
255) assigned to
output

Number of days the node
has been operational.

HUA 4110 0000008000
V122 10AUG98 004 12

——u=0m
S

—— DAYSRUNNING = 20

Node serial number

Comm. lines

Node Number

WSET To scroll through the menu

ON/OFF

to exit

TAMPER OKAY 125V DC Supply Voltage
ANTENNA OKAY
Information is displayed on the last
Radio PA transmission
_ Indicates Low Battery
—— XXXXXXXXXX B T
Button(s) Pressed
—I01=22000 102 = 30000
i1 -C 0 -C
[03=30000 104 =30000
0 -C 0 -C
To toggle output displayed



RADIO PANIC ATTACK UNIT (RPA)

Description

This unit is a portable radio transmitter, which is available at 418 MHz or 433 MHz frequencies. It can be configured as
a radio panic attack button unit or as a radio interrogation tool. [See page 8-24: Radio PA Setup].

Left button (green)

Top button (yellow)

Belt clip (removable)
Transmission LED indicator

Right button (red)

©0®e0 0

9V battery

Additional Information

Power

The RPA unit is powered by a PP3 style 9V battery (6).

The alkaline variety must be used to meet battery specifications and to avoid damaging the units by leakage from spent
batteries. Battery polarity is indicated on the inside of the unit. On inserting the battery, the transmission indicator will
light for a short time to confirm operation. Incorrect insertion will not cause any damage.

Buttons

There are three buttons (1,2,5) which are pressed in various combinations to cause a transmission, indicated by the
transmission indicator LED (4) on the top face. Transmission continues for as long as the buttons are pressed. These
buttons can be programmed to operate individually or in combinations (this is performed from within the Radio PA
Setup menu in the Software section). There is a belt clip (3) attached to one face.
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RADIO PAGER TRANSMITTER UNIT

Description

This unit transmits serial data from the 3GS Controller to remote radio pager receiver units. [See page 8-24: Radio PA
Setup].

Note Refer to the documents supplied with the pager for more detailed information.

LED1 LED2

© © | *FTe o(e

|

o o o

(D Power socket The Pager Transmitter unit requires a nominal 13.8Vdc and may be powered from the 3GS PSU or a
separate power supply. A lead is supplied with a 2-pin circular screw-locking connector on one end which should
be connected to the circular power socket located on the unit’s backplate.

(@ LEDs

e LED1 - The red LED should remain on when power is connected correctly.

e LED2-The green LED (2) will light to indicate data transmission. Only the male 9-way “D” type connector (3) may
be used for serial connection.

@ Serial port connector The Pager Transmitter Unit can be connected to any one of the Controller’s serial ports. The
Controller port MUST be configured for the correct communications protocol by selecting the “Set Data Format”

option. RX 2 2 RX
X3 3TX
GND 5 5 GND
3GS Controller PagerTransmitter
Serial Port2 /3 Unit serial port.
RX 2 2 RX
™3 3TX
GND 5 5 GND
RTS 7 7 RTS
CTs 8 8 CTS

3GS Controller

. Pager Transmitter
Serial Port 1

Unit serial port.



RADIO PAGER RECEIVER UNIT

Description

The pager receiver unit is a digital radio receiver that displays and stores messages received from the pager transmitter
unit. The pager receiver must be turned on and is said to be in stand-by mode when the date and time are displayed.
When a message is received it is displayed and the pager generates a call alert by either beeping or vibrating. The user
can program the unit to generate the desired call alert.

The unit can store up to 16 messages in its memory and the user can delete all messages or individual messages as
required. Each pager receiver unit has a unique 7-digit primary and 7-digit secondary address. This may be viewed and
entered as Pager Address in the Radio PA Setup menu.

(1) Battery compartment

Note Low Battery Alarm - If the units 1.5V “AAA” battery drops below a workable level, the pager will sound a low battery
alarm. The message “Change Battery” appears on the display along with the battery low symbol. Press any key to stop
the alert tone. Turn off the power of the pager and slide the battery compartment (1) cover off the unit. Insert the battery
into the battery compartment, ensuring that the polarity of the battery is correct. To protect the data you have stored

in the pager, do not leave the pager without a valid battery for more than a few minutes.

(@ Alphanumeric display

Note Display Symbols - Various conditions are indicated by symbols on the bottom line of the display. These symbols
are described in the table below. Symbols relating to functions not specific to HUA operation (such as alarm clock) are
described in the pager manual supplied with the unit.

2R Address Number : Message Number and Address Number. (see Address Capacity )
Yo~ Time Stamp : Time message received.

6 Message Saved : Indicates message is protected using SAVE function.

[ Message Duplication : Indicates identical message existed in address and was overwritten.
q Tone Alert : Indicates sound pattern will signal an alert.

= Vibration Alert : Indicates vibration will signal an alert.

1%} Battery Low Alert : Indicates battery level is low.

? Out of Area Indicator : T indicates inside radio range area. ¥ indicates outside area.

4 Message Indicator: Indicates message is longer than one screen.

(® Speaker

@ Function buttons

Function Buttons

to scroll back through stored message
@ to select displayed functions

o to turn ON and OFF the pager
to confirm certain function settings

0 to scroll forward through stored messages
to select displayed functions
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Additional Information
Turning ON the pager unit

Hold down for more than 1 second. The pager will

make a brief “Pager On” alert. The pager then goes into
stand-by mode.

Turning OFF the pager unit

Hold down m in stand-by mode. Release it when the

pager emits a single beep, then quickly press it again
(within 2 seconds). A “Pager Off” message appears on
the display for 2 seconds.

Note When accessing the following functions, the pager
should be turned ON unless otherwise specified.

Reading Messages

The unit gives a tone or vibration alert to indicate that it
has received an alert message from the system. The
message indicator symbol also displays. Press to scroll
through the messages.

Deleting Messages One at a Time

Press o to view the messages, e.g.:

RAID

EX i [ v

When the display shows the message you wish to delete
press @ The display shows:

RAID SRVE P
/TN

299 5

Press o to toggle from “Save?” to “Delete”. Press

to enter delete mode (flashing stops) and display shows:

RAID DELETE

29 o o

Press o and display shows:

Press o again and the file is deleted.

5-36#

Deleting All Messages
The pager should be turned OFF Hold down m and

o simultaneously for more than 1 second. Release

@ and o and the pager will power up and show:

DELETERLL P

Press o to confirm deletion.

To view Pager Address

The pager should be turned OFF. Press m twice. The

primary address is displayed, e.g.:

15T £0DE 1234561

EN:
This number may be entered as the pager address in

Radio PA Setup menu when programming the system
[See page 8-24: Radio PA Setup].

Press o to scroll to a secondary address and also to

view the units receiving frequency.
Change Call Alert from Tone to Vibration

Hold down m for more than 1 second, display shows:

TONE OFF

.q

Release @ and the unit returns to Stand-by mode:

= indicates vibration

The unit will now Vibrate instead of Beeping.
Change Call Alert from Vibration to Tone

Hold down m for more than 1 second, display shows:

T

TONE ON

uit

Flgl

wm

Release @ and the unit returns to Stand-by mode:



receipt of a call.

« indicates tone

The unit will now Beep instead of Vibrating. Note that
the volume of an alert tone increases in four steps on
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LEM NODE

Description The 3GS LEM node is primarily used to upgrade an existing Aplex/Adplex system to 3GS without the
need to re-wire every Aplex/Adplex system device. Typically, the Aplex panel is replaced by a 3GS Controller. The
Aplex A-LEM and C-LEM modules are then connected to the Controller via the LEM node. The Controller software will
recognise A-LEMs as node inputs and C-LEMs as outputs, addressing them automatically. The LEM node will recognise:

A-LEMs, SMT or Hybrid LEM, Quad LEM, C-LEM, AD-LEM, Combo LEM, Key Combo LEM, 6x6 I/O Module, 6 Output
Module.

Note The LEM node does not support Aplex/Adplex keypads.

79 P?
(e @

ma

QO—sw

NISISESISISISISISISISE

Front tamper The node monitors for front tamper.

Front tamper link Use this link to override monitoring of front tamper.

Back tamper (for future use) The node monitors for back tamper.

Back tamper link (for future use) Use this link to override monitoring of back tamper.

Infra-red communications interface Not currently available on this node.

LEM line Bus for connection of Europlex LEM product range. Refer to LEM product manuals for more details.
LEM line power 12V power for powering LEM product range.

LEM line fuse 250mA quick Blow.

CNCECNONCRCNONCRS)

Power supply and current consumption The LEM node is powered from the Europlex 1A linear PSU as sup-
plied in the cabinet.



Ringnet communications Nodes should be wired in a ring configuration as shown. Standard alarm cable can be
used however, greater distances between nodes can be achieved if a twisted pair cable such as Belden 9829 is used
(see table B). The maximum permissible distance between nodes is 1Km (using Belden 9829). The interface uses
RS485 in a ring topology. The main Controller therefore has two RS485 ports and completes the ring connection. (See

connection diagram and cable type table below).

from previous
node

NODE
1A 1B 2A 2B SL
L_ NSNS
| X Avy

— to next
v ’—V node
OO0 O
1A 1B 2A 2B SL
NODE

maximum distance

cable type between nodes
Standard alarm cable 200m

Belden 9502 500m

UTP Category: 5 (solid core) | 1000m

Belden 9829 1000m

Note [See page 5-10: 81/0O Node, Branch Node diagram, in the ringnet section]
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LEM Node Cabinet

=1 |

ISISINSISISISISES)

59|

I ) |
S
o

1)

Ledl
. © 2

- PSU

LEM Node
- Led?2

9

9]

%}

O

Q

5| =0
o@o

g . \

(D Transformer connector (17V AC)

(@ LEDs

e LED1 - Mains/AC
e LED2 - Fuse status

(® Fuses

e F1-1Amp Quick Blow
e F2-1Amp Quick Blow

5-40@

(6

(@) Battery connections
(B Front tamper switch
(® 12V DC and tamper connection

@ Tamper connection Links LEM node tamper to PSU
front tamper



Additional Information

Installing the LEM node

Typically, the Aplex/Adplex panel is replaced by a 3GS
Controller. The Aplex A-LEM and C-LEM modules are
then connected to the Controller via the LEM node. The
Controller software will recognise A-LEMs as node inputs
and C-LEMs as outputs, addressing them automatically.
The LEM node will recognise:

A-LEMs, SMT or Hybrid LEM, Quad LEM, C-LEM,
Combo LEM, Key Combo LEM, 6x6 I/O Module, 6
Output Module. The LEM node is delivered in a metal
enclosure, together with its 1A PSU. It should, therefore,
be left in this enclosure, and not installed in the 3GS
cabinet, to avoid any PSU conflict.

The LEM node must be powered by its 1A linear power
supply, and not by the 3GS switch-mode PSU. The LEM
node does not support Aplex/Adplex keypads. Powering
the LEM node from the 3GS PSU can cause

Issue 01 Feb 2000

interference on the LEM data line and must be avoided.

Cable distance & type supported

No more than 750 metres of standard unscreened alarm
cable (capacitance <100pf/ km) should be connected to
a single LEM node. If two LEM nodes are used on a 3GS
system, each can support up to 750 metres. If a screened
cable is used, it is likely that less than 350m of this
recommended distance is possible.

Multiple LEM nodes

No more than 2 LEM nodes should be connected to a
single 3GS system. If two LEM nodes are installed on the
same 3GS system, they should be powered separately by
their own 1A PSUs.

LEM Node # 5-41



ENCRYPTION NODE

Description

The traditional method of detecting alarm and tamper inputs uses end-of-line resistance, where different resistance
values reported to the panel will indicate different states. The 3GS Encryption node receives encrypted inputs from an
encryption module placed inside the alarm sensor. The node is wired for both alarm and tamper loops and has an
individual node address. In this way, the panel receives alarm or tamper events from an individual zone input address,
making system compromise more difficult. The node also incorporates all the features of the 3GS 8 Input/1 Output
node.

BE]
oo
00T

n|Q

2B @
m SHLD | ©)
O =0

B0

“lo CLLCIILE )

8 @ [alalalalalalalalalalalslalalalala) ®@

T ”5v @ ) 40
g w | Q) + |
L SOPEEEEEEEEEEVEEUEEEY
(0000000000000 ] (000 |

e

Front tamper The node monitors for front tamper.

Front tamper link Use this link to override monitoring of front tamper.

Back tamper (for future use) The node monitors for back tamper.

Back tamper link (for future use) Use this link to override monitoring of back tamper.

Infra-red communications interface Used for Hand-Held Terminal (HHT) communications (see Diagnostic
menu for more details).

© @000

the system outputs. [See page 8-22: Node Configure - Outputs].

1INO 1COM INC

NO = Normally Open

NC = NormWosed

/

Output The Encryption node has one on-board 1Amp single pole changeover relay, which can be assigned to any of



@ Inputs The Encryption node has eight on-board zone inputs. These inputs are monitored using dual E.O.L. super-
vision as wired below.

11 COM 12
description  value zone status
OPEN 4400 Zone open
BLACK RED CLOSED 2200 Zone closed
: @ g DISCON 30000 | Zone disconnected
ENCRYPTION SHORT < 1400 Zone shorted
ﬂ MODULE
DC SUBS Variable DC Voltage substitution
=
BLUE I [YELLOW
_'
m
TAMPER DETECT
COMMON

Encryption module The Encryption module is placed within the sensor or detector and connects to the sensor alarm
and contact loops, and to the input and common terminals on the Encryption node.

The Module processor is pre-programmed at the factory with one of 256 sub-addresses. 3GS software will combine with
these sub-addresses to allow a potential 64,000 unique addresses.

@ Auxiliary supply(12V) Used to power auxiliary devices to a maximum of 250mA
Aucxiliary supply fuse 250mA Quick Blow

@ Power supply and current consumption The Encryption node requires 12V DC, which should be supplied
directly from the Controller PSU or from a remote PSU. Current consumption - Quiescent 100maA.

Ringnet Communications Connect the Ringnet cable to the four terminals 1A to 2B.

These terminals are used for connecting the Encryption node onto the ringnet (see connection diagram and cable
type table below).

from previous NODE

nod  1p 18 24285 bl o maximum distance
L 00000 P between nodes
1 A6 < vy Standard alarm cable 200m
Encryption 18|© <4 Belden 9502 500m
Node 2A g : UTP Category: 5 solid core | 1000m
2B
SL|© — tonext Belden 9829 1000m
o node
O000O
1A 1B 2A 2B SL
NODE

Note [See page 5-10: 81/0O Node, Branch Node diagram, in the ringnet section]
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@ Encryption selection header connector

Encryption Node Cabinet
This node has the same cabinet as the 8 Input/Output Node. [See page 5-8: 8 I/O section]



Diagnostic Menu;
Encryption Node

To scroll back @
The menu provides you with data

on the Encryption node’s current Totiigﬂgﬁ’m’:r:ﬂ <
configuration and allows _
monitoring of node and PSU ~ On-board Input / Output
parameters. This information \ . serial Number
includes inputs, outputs, fuse and WO 10 ooooo0nez3p
V111 15Apr97 002 1 2
tamper status. ‘
It can be utilised to interrogate the Eﬁﬁfe'n? Date
status of the node without having Software Version
to remove the cabinet lid, thus Tamper Switch(s) Status
avoiding interfering with cables TANPER 0K 12.7V DC Supply Voltage
and the need to use a voltmeter for PO ooome
measuring node voltage and
currents. | Input 1 Analog Resistance Value
It can be accessed using the HHT TR —— o ZQpen. o
infra-red. Alternatively the same n_t n S = Short <1400
node information can be accessed \ Input 1 State Bc - gg Cscijnbnsenffﬁgn 32322@
through the Node Configure Input 1 Assigned Zone

menu, submenu Monitor. [See
page 8-18: Node Configure - T T
Nodes - Information - Monitor] n o 0

Note For further information on
HHT menus see - PERIPHERAL
DEVICES SECTION: HAND-HELD
TERMINAL CHAPTER 10. 105=30000 |06= 30000

20 -D 20 -D

107 = 2185 108= 2221
20 -D 0 -D

Output State

[
01=0N
07 Output Type

Press

to toggle output
ON/OFF

DAYS RUNNING = 37 Number of days the node has been
continuously powered up
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SERIAL COMMUNICATIONS

In this chapter

m  Serial port connection...........cooveiviieiiiiiieieeeenn, 6-1
- Connecting a printer
- Direct connect to a PC/laptop
- Remote communication via modem
- Remote communications via DM1200 (Europe)
- Euronetwork card






SERIAL PORT CONNECTION

Connecting a printer

A local serial printer can be connected to the 3GS. Any
80-column serial printer that can be configured for the
data format below and which will accept TTL signal level
will work with the 3GS.

Port 1 Port 2 Port 3

o O O O o o] O 9]
Ol )0 [sofoooolss
7 8 3 2 5 ov TX RX OV X RX

L]

Direct Connect to a PC/Laptop

When programming the system locally with Panelman,
you will need to connect the 3GS to the serial port on
the PC or laptop.

Port 2 Port 3

o OO ol o oo o
oGm0l I dasles

7 8 2 3 5 ov

Port 1

TX RX OV X RX

Serial Printer

Serial port 3 on the 3GS controller defaults to the
following printer set-up:

Baud Rate: 1200
Parity: EVEN
Stop Bits: 1
Data Bits: 7

Note 3GS provides three serial ports that offer a wide
range of communication capabilities. However, you should
refer to Set Data Format in the Software section for
information on the range of possible serial port settings.

Issue 01 Feb 2000

The system should be configured as follows:

Printer: No
System ID: 1
Access Control: 31
Log Filter: 32767
Dial Mode: 0
Data Bits: 8
Baud Rate: 2400
Parity Even

Serial Port Connection # 6-1



Remote Communication via Modem

For remote communication with the 3GS system (for
example using Europlex’s ED2000 3GS+, Panelman or
when using a remote printer), you must connect a
modem to the system.

Serial port 1 on the controller defaults to ESCO set-up,
which is:

Baud Rate: 2400
Parity: EVEN
Data Bits: 8
Stop Bits: 1

Port 1 Port 2 Port 3
N O @] @] @] @] @] @] (e}
‘@W’/Ql S oo oo oo ©
7 8 2 3 5 oV TX RX 0OV TX RX
3 2 7 2 3
g — N —
o Clrmmsszsnt] of o Crmmeszm) o]

D25 - SERIAL PLUG

Modem



Remote Communication via DM1200

The DM1200 is Europlex’s 16-channel digital
communicator/modem with 1200 baud serial comms
capability. Serial port 2 on the 3GS defaults to DM1200
settings.

The DM1200 monitors the 3GS’s control line to
determine the state of the outputs. These outputs can be
mapped to the DM1200’s channels which can number
16 in fast format, 8 in slow format.

If an output changes state and the delay timer has
expired the DM1200 seizes the phone line

Port 1

O e o)
o270

7 8

56 23

(disconnecting any other apparatus connected) and dials
apre-programmed number. The appropriate signalsare
sent to the alarm central station receiver, indicating the
type of alarm.

Programming of the DM1200 can be performed through
the 3GS RKD. [See - PERIPHERAL DEVICES SECTION:
DM1200 CHAPTER 12].

Note To connect remote communication devices for use
with PC software, you must connect a modem to the PC
and a DM1200 to the panel. This is the only configuration
that will work.

Port 2 Port 3

e} o || © o e} o O O

O OI© OO© ©O|© ©
0V 12V TX RX 0V 12V TX RX

3A/4A/8A PSU

3A/4A/8A PSU

To Controller terminal
labelled "CNTL".

To Controller terminal
labelled "CNTL".

X

000000000 0|

L (2000000007

w

ov
+12v
CNTL

=
=

RX

3GS

=y

Local Serial Printer Main Instrument

w > >
o [l

RX

=
N
—
+

CNTL

Central Station Receiver

PC running
Eurodial remote
monitoring software

Printer

DM 1200 SYSTEM CONFIGURATION
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Euronetwork Card The serial port should be configured as follows:

When using Network XIl or 3GS+ software, a -
Euronetwork card is required per Controller in the Printer No
network, System 10 1-12
Access Control 31
Port 1 Port 2 Port 3
—STs s sTs S Log Filter 32767
@ OOODODOOO @‘
‘ (o2 ]O) [s s oo ols o Dial Mode 0
OV 12V TX RX OV 12V TX RX
Data Bits 8
Parity Yes

Note All controllers must be set to the same baud rate.

T
BC D ABC D TXRX 0Vi12v

!
A
(0000 QOO QDD

Euronetwork Card
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ABOUT THIS SECTION

General Programming
o Dateandtime
o Serial port (communications setup)

Intruder Alarm
e Setup Users
e Setup Zones and Inputs
o Setup Nodes
o Setup Outputs
o Setup Areas
« Monitor and test zones
« Reports and logs
e Alarm handling

Access Control
o Setup Cards
o Setup Doors
o Setup Door Groups
o Setup Time zones
o Setup Access level
o Setup Visitor level
« Setup Function Level
« Door control
« Monitor and test Access
« Reports and logs

Radio Panic Attack
e Setup RPA
e Setup RPA buttons
o Setup Pager
o Monitor and test RPA
« Reports and logs



PROGRAMMING OVERVIEW

In this chapter

n  General overview ..........c.ccooeieennnn. 7-1
= Intruder system overview................. 7-2
= Access system overview................... 7-3
= Access control setup examples ........ 7-5
= Radio system overview.................... 7-7

m Getting started..........cccoeeeiieniiennen. 7-8






GENERAL OVERVIEW

Nodes 100

Outputs 255

Output Functions | 1000

Complete programmability is a very powerful feature of
the 3GS system. This allows you to configure each system
for an installation’s specific requirements and to define
how zones behave under certain conditions. Node
descriptions, zone descriptions and user names allow
easy identification of system events and user action.

Software ldentification

Information about the software version used for a
particular panel is printed on the panel’s eprom:

=E= === =T ===V ==V =U=Y=1=

3GS XXX XX
XXXXX 023Z

oo HE Y

D

(2]

This label provides the following information:

(@ Product Name. This is the product name for the
panel (3 characters).

@ ID Code. Every new release eprom is given a unique
identification code. This code is used by Europlex to
identify the exact files used to create the eprom.

Note Ifyou have aquery regarding software always quote
this ID code.

Software Features

Your Europlex integrated system consists of some or all of
the following equipment:

e 3GS Control Panel
e Up to one hundred nodes

e Upto 200 fully supervised zones, some of which can
be connected directly to the main control panel and
others which interface to a network cable ringnet
running around your premises via nodes.

Issue 01 Feb 2000

e Up to 255 system relay outputs which can switch on
and off alarm sounders, lights, control cameras, open
electric gates etc. Some of these outputs may
connect directly to the control unit, while others
interface to the network via nodes.

o Audible devices, such as bells, sirens, buzzers etc.

« Sensors which connect to system zones (for example
motion detectors).

« Smoke detectors which detect the presence of
smoke or pre-combustion gases in the area where
they are placed.

e 10,000 access cards.

e 64 access doors.

Nodes

The 3GS system handles one hundred nodes in total on
the ringnet. The nodes available offer a range of
functionalities. These includes display and key entry,
input and output for intruder access control and radio
power monitoring etc.. Depending on the system
configuration, these nodes can be used to handle the
highest level of security, access control and many other
features.

Outputs

The 3GS system is capable of controlling up to 255
unique system outputs. The Controller has four on-board
1 Amp relays, while relays on the 1/0O nodes can be
addressed to any output number (1-255). Relay outputs
can be used to trigger any amount of devices for many
applications.

Typical applications are:

« Siren/bell/strobe triggering

e Camera Switching

e System set/arm and alarm indication

e Lighting / heating circuit control

o Door/ security barrier control

e Inputs to remote communication devices

Output functions are predefined and output types may
be assigned to them.

Variables

The 3GS system has many variables, which are detailed
later in this chapter. These variables offer a choice of
operation to the installer, allowing for the customisation
of the system.
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INTRUDER SYSTEM OVERVIEW

Alarm Users | 126
Alarm Zones | 200
Areas 32
Alarm Log 1000

The main intruder system components are
detailed below. The diagram opposite shows an
example of this configuration.

Users

Currently the 3GS system supports up to one
hundred and twenty six intruder system users.
User 1, by default, is the installer/engineer user,
who has a default code of 1010 and a default set
of engineering options, detailed in the Menus
chapter, which can not be altered. User 2, by
default, is the master user, who has a default user
code of 1020 and a default set of options, also
detailed in the Menus chapter, which can not be
altered.

There are three special users, which are for
logging purposes only; user 37 is a timed user,
user 38 is a remote user and user 39 is an access
control user. These special users have no user
options and no user code. All other users can be
given a subset of the master user options.

Zones

The 3GS currently has the facility for up to two

hundred alarm zone inputs and sixty four alarm

door zone inputs. Zones are added to the system

using end of line resistors (EOL’s). Each node on

the 3GS, except for the 6 Output node, has the
capacity for zones. A node input is assigned a zone
number on power up. All inputs on all nodes do not have
to be used. These zones are configured on the intruder
system by assigning zone types and attributes (detailed in
the Menus chapter), which determine the behaviour and
actions of the system in various modes.

Areas

The 3GS system can be sub divided into areas. These
areas may be set/armed and unset/disarmed individually.
Users and RKDs may be assigned to one or more areas
and only users with rights to these areas will be allowed
to set/arm or unset/disarm them. Area related messages
can only be viewed at RKDs assigned to the area. Zones
and doors can also be assigned to an area so that when
an area is armed, both zones and doors are also armed.

7-2#

81/0 Noﬂde .,

g

Remote comms.
to central station.

Serial Port

Ringnet

ocooold
cooold
cooold

99 Y

RKD Node

Aux. Alarm Output

6 Output Node

Encryption Node

-

L] -

Zone

HE

Hand-Held
Transmitter
(HHT)

Outputs

The 3GS outputs can be configured to respond to
intruder alarm events. The system has a set of default
outputs (detailed in the Menus chapter), which are
tripped under certain conditions. The nodes must be
configured to have node outputs mapped to output
types. More than one node output may be assigned to
the same output type.

Intruder Log

The intruder log stores one thousand log events, which
are date and time stamped. This log provides a record of
all intruder and system activity (keypad input, status
alerts, alarm activations, etc.). It can be viewed on the
RKD nodes or printed if a hard-copy is required. The
detail and length of the log provides an invaluable record
of the system operation for both fault finding and
intrusion alarm analysis.



ACCESS SYSTEM OVERVIEW

The 3GS Access Control system
allows the 3GS to manage a
complex card access system for
your premises. The diagram
opposite shows an example of
this configuration.

Doors

The 3GS Access node provides a
facility for two doors per node
(see Hardware section), to a
capacity of sixty four doors per
system. Each door can be
integrated to the intruder system

Cards 10,000 Remote comms.

to central station.
Doors 64
Access Levels 250 Serial Port
Function Levels 250 DM1200
Visitor Levels 250

Controller

Door Groups 250 Ring net
Time Zones 64
Access Control Log | 3,000

RKD Node

Aux. Alarm Output

by assigning zone types and
attributes. The door can be used
in conjunction with cards to set/
arm and unset/disarm the
system. These doors are Hand-Held
monitored for forced and left Transmitter
open conditions and outputs can  (HHT)

be tripped for these events.

Doors can be set up for free

access or card access, or can be

timed or permanently opened/locked.

Door Groups
Doors are grouped to provide different levels of access.

Cards

The 3GS Access system has a capacity for 10,000 cards.
Each card must be passed on the system for an access
level, which is a combination of door groups and time
zones. Cards may be configured as temporary cards
(visitor level), which makes the card valid on the system
between specified times.

For integration of cards onto the intruder system,
function levels can be assigned to the card, which allow
setting/arming and unsetting/disarming the system at
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Door Open
\ Monitor

Swipe
Reader (x2)

Access Nodes (x2)

Exit
Switch

Lock Proximity
Output (x2) - Reader (x2)

particular doors.

Time Zones

A time zone is a set of on/off times for a selection of days
in the week. They can be applied to doors for timed
opening or locking and to cards to permit access to a
group of doors for a time zone via access levels. Time
zones may be configured for extra security features, such
as PIN codes.

Access Log

The access control log provides a record of all access
control events (access granted, access denied, timed
open, manual door control, etc.). These events are all
date and time stamped and may be viewed or printed.
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PIN pad only operation

This option is only available on Access Control node
software, rev. 1.06 or later. This allows the cardholder to
gain access using just the card's PIN code. However, if
two cardholders' PIN codes match, the system will use
the first cardholders information to log the data. Ideally
each cardholder should have a unique PIN code. This
feature is only enabled when the cardholder has a time
zone with the PIN ONLY attribute set. When the time
zone is active the cardholder can simply enter his code
to gain access. When the time zone has elapsed, card
and PIN are required.

e PINPad Only Duress code

The Duress code is now activated by keying in the code
followed by the hash key (#) on the PINpad.

e Access Node Stand-alone mode — PIN only

In stand-alone mode, access is permitted through doors
with keypads, using a system PIN code only. This system
PIN code defaults to 1020, but may be changed from the
SETUP CARDS, SITE CODE menu on the panel.

Note PINpad only operation is configurable using 3GS+.

The Access Node will store 300 log events when in
stand-alone mode.

Cards and Stand-Alone Operation

Operating the Node in stand-alone mode, i.e. when not
connected to the Ringnet, will affect its ability to read
cards in the following ways:

e Unstructured Cards will not be recognised.

e The node will support structured cards of numbers 1
to 10,000 only.

If a card had been presented to the reader and granted
access while comms. were operating, the node will keep
this information in memory. When in standalone mode,
the Access Control Node will continue to grant access to
this card. If access was denied while comms. were
operating, the standalone node will deny access
accordingly.

Door Outputs

The system features two outputs specific to doors. These
are:

Door Forced

Forcing a door will cause a door forced output to
trigger (specific to the door, if assigned), the door
description to be displayed, and a keypad buzzer to
sound in the relevant areas (local alarm only).

If a door is programmed with a zone type, then a door
forced will cause execution of a zone command string,
i.e. if the system is set/armed a full alarm will result.

If a door is inhibited, the ‘door forced” and "door left
open’ conditions are still monitored for access control
but will not cause an alarm.

To remove a door zone which is generating false alarms,
the door should be disabled until the door zone is fixed
(Installer code plus SHIFT NO).

Door Left Open

Leaving a door open too long will cause a door left
open output to trigger (specific to the door, if assigned),
the door description to be displayed, and a keypad
buzzer to sound in the relevant areas (local alarm only).

Door timers are setup or changed using 3GS+ software.



ACCESS CONTROL SETUP EXAMPLES

Example 1 - Select to card 1
To pass a card (no.1 site code 1000) for all doors on the - Select 'Change Access Level?”
system for 24 hour access. The card must be presented - Enter access level 1
;oa;ach door when entry is required at any time of the - Quit back to Date & Time
e Setup AccessLevel 1
SETUP - Installer code SHIFT SHIFT 8
e Setup Site Code - Select "Access’
- Installer code SHIFT SHIFT 6 - Select 'Groups - Times’
- Select "Cards’ - Enter group/time
- Select ’site code’ - Enter door group no.1
- Enter 0000001000 - Enter time zone 0 (24 Hr)
- Quit back to Date & Time - Quit back to 'Group - Times Access’
e Assign Card no.1 onto the System - Select "Access’
- Installer code SHIFT SHIFT 6 - Enter access level 1
- Select ’cards’ - Set Group/Time to YES
- Select "assign’ - Quit back to Date & Time
- Select ’learn’ - Access level 1 is setup for group/time 1, which is
- Select door number to be programmed from door group 1 for 24 hour access
- Select required card ID e Setup Door Group 1
- Present card to reader at door selected - Installer code SHIFT SHIFT 3
- Display shows CARD 1 ® 1 - Select 'Setup’
- Card no.1 is now assigned to card ID 1 - Enter door group 1
- Quit back to 'Cards  Pass/Void’ - Select all doors by pressing * key. All dots (.) on
e Pass Card for all Doors for 24 hour Access the display change to asterix (*)
o Select an access level - Quit back to Date & Time
- From "Cards Pass/Void’ select "Pass/Void’
- Select ’Pass cards’ The card is now passed for all doors for 24 hours a day.
- Select from card 1 This setup can be greatly simplified by using Europlex’s

Access Management Software 3GS+.
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Example 2

To setup the access system so all doors are in free access
from 9am to 1pm and from 2pm to 5pm, Mon-Fri. Card
access is required outside these times.

e Setup Time Zone for Doors
- Installer code SHIFT SHIFT 5
- Select "Zones’
- Select ’Setup’
- Enter time zone 1
- Enter time slot 1
- Set On Time to 09.00
- Set Off Time to 13.00
- Enter time slot 2
- Set On Time to 14.00
- Set Off Time to 17.00
- Quit back to Selection of Days
- Set Mon, Tue, Wed, Thur, Fri to YES
- Quit back to Enter Time Zone’

e Setup Time Zone for Card Access
- In Time Zone menu enter time zone 2
- Enter time slot 1
- Set On Time to 13.00
- Set Off Time to 14.00
- Enter time slot 2
- Set On Time to 17.00
- Set Off Time to 09.00
- Set all days to YES and the rest of the time zone
options to NO

e Setup Cards for Card Access
- Setup access level 2 for group time 2: door
group 1 (all doors), time zone 2
- Pass all cards for access level 2
e Setup Doors for Free Access
- Installer code SHIFT 3
- Select "Setup’
- Select "Zones’
- Select door 1
- Press YES for time zone 1. Dot (.) changes to
asterix (*)
- Repeat for all doors on the system
- Quit back to Date & Time

Doors will go into free access during the times 9am -
1pm and 2pm - 5pm, no card required. OUtside these
times card access is required to open the doors.

More complex examples of the above can be achieved,
but to do so Europlex recommend the use of the Access
Management Software 3GS+. Using this software, it is
possible to easily configure the access control system to
allow card access to a variety of doors for various times
using different access levels. Time zones can be setup to
require a card and PIN for access. Cards can be setup as
visitor cards, which requires specifying a start and expiry
date. Cards can be configured to set/arm and unset/
disarm the system/areas by passing the card for a
function level. For more information see the on-line help
on 3GS+ PC Software.



RADIO SYSTEM OVERVIEW

The 3GS Radio system allows for the
integration of 418MHz or 433MHz radio
panic attack buttons. The diagram
opposite shows an example of this
configuration.

Radio PA Buttons

These radio transmitter buttons can be
given a description (user name or
location) and may be configured to
transmit a range of messages depending
on the button combination pressed.
These units also monitor for low battery
condition.

Pager Transmitter

The pager transmitter unit is connected to
a serial port on the 3GS. This can be
configured to transmit messages to pager
receivers.
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GETTING STARTED

In order for the system to function as specified, ensure
that both AC/mains and battery back-up power sources
are connected.

Initialising the system with either power source removed
will generate an alert message. On power up, the RKD
node briefly displays its own setup information followed
by the 3GS application program version/operating system
version and date. (Refer to diagram on page 7-11 for
more details).

Cold start or warm start?

If this is the initial power up, perform a cold start (see
table overleaf). While the 3GS version message is on the
display (approximately 5 seconds), press the FULL key. A
cold start resets the system RAM thereby returning
system settings to their default settings (all programmed
data and log data is cleared).

If you are powering up a system which already has data
programmed, allow the version message to time-out and
this will generate a warm start.

Clear node database?

The node database contains data the installer will have
programmed, such as node 1Ds, descriptions, input/
output assignments and so on. On initial power up
therefore, this database is already clear. When this option
is selected, the system scans the Ringnet and assigns
default ID numbers and descriptions to all on-line nodes
and assigns zone numbers to all on-line inputs. Any
programmed node information is overwritten.

By selecting NO to this option, it is possible to perform a

cold start, without losing programmed node information.

Enter name & address

The system requests the installation name and address.
This is achieved by placing a text overlay on the numeric
keypad and using the method described in “Typing Text”

in the Menus chapter in the Software section to enter
alphanumeric characters.

The installation name /address will appear on the system
log, literal printout and on-line reports. To bypass this
step press the # key.

Initialise nodes?

Following a warm start (or soft start), this option prompts
you to inform the system if you have changed the node/
input/door hardware configuration (nodes/inputs/doors
added or removed) by pressing the YES key.

If the node/input/door hardware configuration is
unchanged since the last system start-up, press NO.

System start types

There are four different start types outlined in the table
below. It is not necessary to perform a warm/soft start
when adding new nodes/inputs/doors to the system.
These can now be brought on-line within the Node
Configure option.

On-line nodes / on-line inputs / on-line
doors

The system will make a count of all on-line nodes, inputs
and doors. If this does not correspond with the number
of nodes, inputs or doors connected, press the NO key.

The number of off-line nodes, inputs or doors is then
displayed. The system will indicate why a node is OFF-
LINE.

Alert message displayed on start up

Following a system start up, an alert message will be
displayed. A cold start will also cause the keypad buzzer
to sound. It will be necessary to “alert accept” these
messages [See page 8-81: Accept All Alerts].



Start Type

How to select...

When to select...

Consequence

Cold Start Press down FULL key On initial power up. System RAM is reset.
while 3GS version mes- | If programmed data is cor- All system programmed data
sage is displayed rupt and reset required and historical log information
(directly after applying is lost
power)

Warm Start Allow normal message Normal power up Option to add new nodes/
routine (after applying inputs
power) Programmed data okay

Soft Start i) CODE SHIFT 7 During system operation Option to add new nodes/

inputs

ii) Select Soft Start from Programmed data okay
menu

Auto Start i) Automatic system During system operation a System messages will indi-

reset (after hardware
disruption)

ii) Reset button acti-
vated (located on Con-
troller board)

reset button auto start will
allow you to reset RAM by
pressing the FULL key while
the version message is dis-
played, i.e. perform a "Cold
Start"

cate the cause of system gen-
erated auto start
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Diagram

3GS SPEX V4.00-16 23 JULY 99 CLEAR RAM ?
3GS OSEX V4.00-16 23 JULY 99

®

| CLEARING RAM

Key in Name/| eNTER NAME/ ADDRESS ’
Address (see Typing Text section)
“ |
(#)
...for Cold Start only

‘ WARM START ’ ‘ COLD START

> _
@_‘INITIALISE NODES - ’ CHECKSUM = —181C8H ’

®

OFFLINE NODES x -> x P«

I
3NODES D=0 ’ @ ONLINE NODES x -> X ]

where x = on line nodes

®
l OFFLINE INPUTS y ->y . ‘ ONLINE INPUTS y ->y

where y = on line inputs
®

»
L

OFFLINE DOORS 7> 2
l ONLINE DOORS  Z -7 ’
where Z = on line doors
YES

v
‘ PSU TYPE = 4AMP*

L

o8

* may also be 3A or 8A PSU type

‘ FRI 23JUL00 15:15:20 ’
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Menu Navigation

Ae

|

Remote Keypad Display

U [ (i SAPRI 00000, ]
:

You use the remote keypad display (RKD) to

control, program and observe the past or LEOED

i i QO ©® @ -

present state of your installation. g g b

The k an be divided into the followin @ o
e keypad c g e ¢ o

main areas:

(1) Mode Keys. Allow you to arm (Part/
Half/Full) and disarm the system.

,,—

%
o

(@ Alpha Numeric Display. The 2 x 24

character liquid crystal display (LCD)

HALF FULL

-0

shows system messages or prompts.

(® status LEDs. The three LEDs to the
right of the numeric keypad provide a
visual display of the system status, as fol-
lows:

« Green: indicates system power
status.

O
®®o0

ALERT

RINGNET
COMMS

ONCRCACRE)
®Oe®®0

« Yellow: indicates the occurrence of a
system event. An ‘alert” or ‘warning”
message will indicate the location and nature of

the event.
« Red: indicates the status of the communications
network.
LED Steady LED Flashing
NV
Mains supply present @ ’/7\‘ Mains supply failure
System warning message @ ‘/’\‘ System alert message
m Communications lost @ _\:/‘ Communications OK
7N

(flashes on briefly
Communications lost line 1A 1B @ © every 2-3 seconds.)

(flashes off once every 2-3 seconds.)

Communications lost line 2A 2B ®CO
(flashes off twice every 2-3 seconds.)
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(# Numeric Entry Keys. You use the numeric key-
pad to enter your user code and to program the sys-
tem.

@ Menu Navigation Keys. Allow you to navigate
through the menu structures.

Security

The 3GS contains a number of features to protect the
system from unauthorized access or attempts to break
the codes.

The system allows 90 seconds for a valid code to be
entered. If three or more incorrect codes are entered
during this time, the following alert message is displayed
and logged:

FRI 30JUL99 12:15 PM
ID SECURITY ALERT

If one incorrect code is entered and no subsequent
valid code is entered within the time-out period the
following message appears:

FRI 30JUL99 12:15 PM
CODE ENTRY TIME OUT

Note Your actual numeric code is never shown (for
security reasons).



Typing Text

You may need to enter text when editing zone
descriptions, node descriptions, user names and so on.
There are two ways you can do this:

e Via either the RKD or HHT keypad
e Via software (such as 3GS+, Panelman or PC)

An overlay card is provided to help you locate the
character position for each key when entering text via
the keypad:

© O O

F_G H_ ?
/ =
M &

L K

NS =
oo g Qg

SIS

Move cursor
backward

I
Move cursor
forward

Press when
complete

Rotate
cursor

To enter text via a keypad:

1 The cursor will be in character position 1: A\

Place the letter overlay card on the keypad.

Locate on the overlay the character you wish to enter.

For example: L@)

4 Select the appropriate character.

Most keys will have three characters when in typing
mode. The orientation of the cursor governs which
character is selected:

A selects “2”.
- selects “L”.
B selects K"

5 Continue entering the remainder of the text entry.

To delete characters

\ 7/

AN N Y A

-

With the cursor in position 1, use the * key to move the

w NN
D N (V4
FRANIITIA

cursor back over the characters:

When the cursor is over the character to be deleted, hold
down the Shift key.

<t ran>kA

NN

O0000000®

SHIFT SHIFT SHIFT ENTER

The keypad beeps as it deletes characters to the right.

With the cursor in the /\ character position, press #
to complete text entry.

Selecting options

The 3GS system options can be divided into installer
options and user options. The installer options, detailed
overleaf, are primarily system setup and maintenance
options, and the user options, also detailed overleaf, are
system operation options. The master user is given all the
operational options by default. The master user assigns
an appropriate number of options to the general users
depending on their security requirements [See page 8-4:
Menu Options].

There are two methods of selecting an option:

« Direct Access. Allows you to select an option
directly.

e Help Menu Access. Allows you to locate an option
by scrolling through the available options.

Direct access

You can select an option directly by entering its particular
code. For example, to select the Node Configure option
enter:

@@@@n followed by (517} ("4

"Shift" key (x1) Selection key

Default Engineer Code

This will select the option:

‘ NODE CONFIGURE ’

For certain options you need to press the Shift key twice
before pressing the selection key.

[See page 8-4: Installer and Master menu options].



Help Menu

(INSTALLER CODE _ _ _

J =)

SELECT AN OPTION... ’

—®—

to scroll forward thro
the help menu

to scroll back througt
the help menu

@

ZONES/ DOORS/VARS ?
code + shift Part

NODE CONFIGURE ?
code + shift 4

i

Additional menu options

The Help menu allows you to scroll through all the
options available to you using the following keys on the
keypad:

e UNSET to scroll forward through menu options.
e PART to scroll back through menu options.

e YES to select an option.

e NO to exit the menu.

Only options which have been assigned to you are
displayed. You have 90 seconds in which to make a
selection.

Scrolling through options

Use the following keys when viewing options that do not
require input:

e UNSET to scroll forward.
e PART to scroll back.

3-way display options

Certain displays will present three flashing sub-options.
Sub-option selection is determined by the option’s
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position on the display:

NV
7N\

DSZ — OPTIONS - — NAMESZ
|' e N~ N

To select To select To select
IDs  Options Names

e The UNSET key selects the left option.
e The HALF key selects the middle option.
e The HELP key selects the right option.

Answering a question

On the following display, the flashing “?” indicates that
the system is waiting for an answer:

PRINT LOG \ 3/
AN

Press YES or NO as required.

Pressing # (or any key other than YES) is interpreted as a
NO by the system.

In some cases an option may be presented with YES or
NO displayed underneath, like this:

UNSET 3/
NO /N

Select YES or NO as appropriate.

The system will automatically move to the next option.
When complete, press # to accept all data entered.

Entering numerical values

In a display where you have to enter a number, a flashing
digit will prompt entry, like this:

NI

SET MINUTE: /]] \

You can enter a number using two methods:

« Enter the number directly. For example, press 2,
press 0, then #. If you make a mistake (before
pressing #) press * to move backward, and YES to
move forward, then re-enter the correct digits
followed by #.

e Scroll through numbers. Use the two keys denoted
as + (UNSET) and - (PART) on the overlay. The plus
key will increment the number, while the minus key
will decrement it.
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Installer menu options

Selection

Option Shift Key Key General Intruder  Access Radio
Zones/Doors/Vars x1 PART O O O

Node Configure x1 4 O O

Radio PA Setup x2 9 O
Service Mode x1 YES O O

Radio PA Test X2 0 O
Setup Cards x2 6 O

Card Information X2 4 a

Door Configure x1 3 O

Time Zone Setup X2 5 O

Door Group Setup X2 3 a

Manual Door Control | x2 7 O

Edit Levels Database | x2 8 O

Setup SIA X2 NO a a

Soak Mode X2 2 O

Disable Mode x1 NO O

Output Test x1 5 a a

System Log YES a a a a
Print All Reports x1 6 a a a a
Set Date/Time x1 9 O

Set Data Format x1 8 a

Force Call x1 FULL O

Set Up DM1200 X2 FULL a

User Setup x1 UNSET a a

Area Setup x1 2 a a

Edit Output Database | x2 HELP O O O O
Radio PA Assign X2 * O
Time Advance X2 YES a

Literal Edit x1 HALF a

Command Mode x1 1 O

Soft Start x1 7 O

Unset/Reset UNSET O

Accept All Alerts 0 O O O
Edit Time Commands | x1 * O

Inhibit Mode NO a a




Master menu options

Shift

Option Key Selection Key General Intruder Access Radio
Unset/Reset UNSET O

Part Set PART O

Half Set HALF a

Full Set FULL a

Coded Reset x2 1 O

Mode 5 5 O

Mode 6 6 O

Mode 7 7 O

Mode 8 8 O

Mode 9 9 O

Set Date/Time x1 9 O

Change ID x1 0 O g

User Setup x1 UNSET a a

Area Setup x1 2 a a

Radio PA Assign X2 * O
System Log YES a a a a
Radio PA Test x2 0 O
Setup Cards x2 6 O

Card Information X2 4 a

Manual Door Control | x2 7 O

Hour Adjust x1 HELP O

Accept All Alerts 0 O O O O
Edit Time Commands | x1 * O

Inhibit mode no a a
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ZONES/DOORS/VARS (iNsTALLER covE____) 6ur)

Function:  This menu allows you to assign zone types and attributes to the system zones
and doors and to set the system variables.

(INSTALLER CODE ~ ]"

ZONES/DOORSNARS ’

DESCS OPTIONS  VARS
UNSET HALF HELP

@f#

ZONES DOORS ’ TYPES ATTRIBUTES OUTPUTS

CURRENTLMIT 0

UNSET HELP UNSET HALF HELP PSU Overcurrent 71

l l
e S

Additional Information

Zones and doors must be configured with the required zone types and attributes for the intruder system to operate
correctly. Refer to the details of these types and attributes described later in this menu.

DESC: [See Page 8-7]
For ease of zone and door identification each zone and door on the system should be given a description.

OPTIONS: [See Page 8-8]
This menu is used to setup zone and door types and attributes.

VARS: [See Page 8-12]

System variables including exit/entry times can be programmed in this menu. Details of all variables are given in the
variables table on page 8-13/14.



ZONES/DOORS/VARS & DESCRIPTIONS

Function:  This submenu allows you to assign an alphanumeric description of up to 24
characters for each zone and door input.

ZONES DOORS
UNSET HELP
e ®
1 |

ALARM 1 ALARM 1

ENTER ZONENO. 1 ’ ENTER DOOR NO. 1| ‘

Zone description
(defaults to zone
type if no description

Door description

exists)
VARN
Node number NBDE 0 INPUT 1 Input number

Key in a new description
(see Menu Navigation:Typing Text)

Il q
ENTER ZONE NO. 2 ’ Key in zone/door ENTER DOOR No./%\
ALARM 2 b number directly ~ [ALARM2

o DO®

to scroll forward
through zones
to scroll back
through zones

to exit
A

8 ’ v
NODE 3 INPUT 8

o
<

Additional Information

When you choose the DESCS option, the top line of the first display requests a zone/door number. The bottom line
shows the current zone description. However, if no description exists, the zone type is displayed (for example, after a
cold start). To insert text from the 3GS RKD, refer to Menu Navigation Typing Text. Alternatively the zone and door
descriptions may be entered using the Europlex PC product range (3GS+, Panelman, etc.). It is a good idea to precede
the zone/door description with the zone/door number (for example, 1- RECEPTI ON DOOR).
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ZONES/DOORS/VARS & OPTIONS

Function:  This submenu allows you to set types and attributes for zone and door inputs
(types and attributes are described in the following pages).
@
TYPES ATTRIBUTES EXTRA
UNSET  HALF.  HELP
@ S
HALF ‘
ZONES DOORS
ZONES DOORS UNSET HELP
UNSET HELP
@ I I
[ ENTERZONENO. 1 ] [ ENTERDOORNO. , 1
[ SET FROM SET FROM ALARM ' ALARM Enter the zone
‘ ‘ /door number
Kev i / ‘ and scroll
g eyin zoge (zoNE NUMBER __ __ ]@[DOOR NUMBER ____ }@ (zone NumBER ____ ]@ (DoOR NuMBER ____ ]@ through the
oor number ‘ ‘ ‘ | zone/door
T .
SET 0 SET 0 1 INHIBIT YES? INHIBIT YES? attributes
71N ALARM ALARM
Key in zone/ . .
door number (ZONE NUMBER _ @ DOOR NUMBER _ to assign to assign
Zones Doors
El NO? | [ExiT No? |
T
> | (AccESs NO? | [Accss No? |
T
YT [PUsH NO? | [PusH No? |
[ I
l ] (FIReX NO? | [FIRE=X NO? |
T T
) : [GSHUNT — No?7 ] [XSHUNT  No? ]
m to assign as displayed zone T T
e type (in this case ALARM) [KTAVPR__ NO?] (CTAWPR __ N0?]
to scroll and (PaNIC No?] [Panic No?]
[ weasz | display another 5 —
z0ne type [DAY-PA o | [DAY-PA o ]
PART? [KEYARM NO? | [KEYARM NO? |
I
HALE? (24HoUR No?J [24HOUR NO? |
e AREA SELECTED .
ALARM (ST NO?) [seT NO?)
FULL? T T
A (UNSET LOcAL NO? | [UNSET LOCAL No? |
FIRE? to scroll forward [DOUBLEKNFJCK NO? | [DOUBLEKNO(IZK No? |
through zones FIRE NO? FIRE NO?
g
to scroll back See Additional Information
through zones for details of these menus to move to to move to

to exit

See Additional Information
for details of this menu

Additional Information

EXTRA: [See Page 8-15]

the next zone

’ ENTER ZONE NO.

2 ENTER DOOR NO.
ALARM

2

ALARM

to quit

This menu is for future use and will be used to expand the zone and door functions.

@ to quit

the next door



Zone Types

Zones will report input activity differently depending on

Some zone types are specifically designed for use with
certain systems.

the zone type assigned. For example, a zone set as an The behaviour of many zones is based on that of the
alarm type zone will report an input going open as a full most common zone type Alarm, so it is advisable to use
alarm in all modes other than Unset/Disarm. this type as a reference. For all zone types, a discon

(disconnected) or tamper alarm activation is reported in
the same fashion as an Alarm type zone.

Area -1 to Available only when the number of areas is greater than 0. Area zones are

Area -32 instant Alarm zones which are active when the relevant area is set/armed. When
activated, these trip the intruder alarm output for the relevant areas

common Available only when the number of areas is greater than 0. The Common zone is

active when the common area is set/armed, i.e. when all other areas are set/
armed. All attributes are assignable to common zones

Part/Half/Full

Available only when the number of areas equals O and the system operates as a
standard 3GS installation. The Part zone is active in part and full modes. The
Half zone is active in half and full modes. The Full zone is active only in full
mode. Half, Part and Full zones cannot be assigned attributes.

Line

This is a line monitoring zone. Usually used in conjunction with a telephone line
output from a digital dialler or direct communications device. When opened
during a full alarm this will shorten the bell delay to 1 second.

Alarm

Available only when the number of areas is equal to 0. This is the normal Alarm
zone and is active in all modes except unset/disarm. Any open, discon or tamper
activity will cause a full alarm when set/armed.

Fire

The Fire zone operates 24-hour fire monitoring independent of normal panel
operation. When opened the Fire zone trips the 3GS system output number 5,
displays warning messages, and automatically opens all doors.

Reset

The panel may be programmed to require an installer reset, after an alarm,
before the panel may be re-armed. This is normally performed by an installer
entering his code at the panel. An alternative to this is to open ’reset’ zone,
which perform the same function.

Tech

When opened, the Tech zone sets an output corresponding to its own number,
so that when Tech zone 100 opens, it will trip output 100. The output resets
when the zone closes. Installers should ensure that the output corresponding to
the Tech zone is not already assigned to another function.

Spare

This zone type has effectively no function - opening and closing of the zone
does not cause any activation. This type has been added to allow the installer
initialise a zone on the system but without having to assign it as a specific type.

Log

This zone will log a state change in any mode. Log zones can be used for moni-
toring.
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Zone attributes attributes are applicable to both zones and doors, some
to zones only and some to doors only. With the
exception of the Inhibit attribute, only one other
attribute should be assigned per zone.

Zone attributes allow you to further customise the
behaviour of zones. 3GS allows for up to 16 different
attributes. The following attributes are applicable to areas
1 to 32, Common, and Alarm zone types. Some

Inhibit This attribute allows the zone in question to be inhibited. Must be used in conjunc-
tion with Inhibit mode. (Zones and Doors)

Exit Applying the Exit attribute to an alarm or area zone will change it to an exit zone for
that area/system. Opening the zone while the area/system is set/arm will start an entry
timer.

Access Usually for movement detectors on the exit/entry route. Behaves as an Exit zone dur-

ing exit/entry and as a Alarm zone otherwise. (Zones and Doors)

Push The Push attribute is used for push-button arming of the area outside the final exit,
avoiding the need to wait for the final timer to expire before the buzzer sounds to
confirm arming of the area. The Push function is enabled by setting the final set varia-
ble to YES (giving an infinite exit time until the Push button is pressed). Assign to an
area zone to allow setting/arming of the area, or to a Common or Alarm zone to allow
setting/arming of the whole system. (Zones)

Fire-x To be used with fire exit doors which should not be opened during the day. Outputs
177 to 208 and Common 209 for relevant areas (Fire Exit) are dedicated to this
attribute. When the area is unset/disarmed and the Fire-x zone is opened the output
is triggered, the buzzer sounds and an alert message is displayed. When the area is
set/armed, the zone will behave as a normal area zone. (Zones and Doors)

Xshunt The Xshunt attribute when applied to a zone will cause the next zone in line to be
shunted or inhibited when the area is unset/disarmed. For example, if applied to zone
23, when opened it will shunt or inhibit zone 24. Usually used in conjunction with a
Fire-x zone. (Zones)

Xtampr The Xtampr attribute will cause the zone to behave as a bell tamper when the system
is unset/disarmed, firing the strobe outputs (51 to 59) and external bell outputs (41to
49) for relevant areas. (Zones)

Panic The Panic attribute is used in conjunction with 24-hour panic buttons. Activation of a
zone with the Panic attribute assigned will trip and generate output 3 and an alert
message, but no audible system alarm. (Zones)

Day-PA This attribute is similar to Panic but operates in unset/disarm mode only. When
assigned to an area zone which is then opened (for example, a self-locking panic but-
ton), Day-PA generates a silent alarm. (Zones and Doors)

Keyarm If a zone has been assigned as Keyarm then when it opens it will toggle the area’s sta-
tus. If the area is unset/disarmed and you open the zone the area will attempt to set/
arm. If the area is set/armed (or setting) and you open the zone the area will unset/dis-
arm.

Note The Common and Alarm zones will set/arm or unset/disarm the full system.

24-Hour If a zone has been assigned the 24 Hour attribute then it is active at all times and will
cause a full alarm if opened in any mode.

Set/Arm Assignable to zone for system arming via valid card entry and push button activity.
(Zones)




Unset Local To be used with Doors/Zones which should not be opened during the day. When the
area is unset/disarmed and the Zone/Door (with unset local attribute) is opened the
buzzer sounds, output 101 turns on, and an alert message is displayed. When the
area is set/armed, the zone will behave as a normal area zone. (Zones and Doors)

Double Normally assigned to troublesome detectors. If two armed Double Knock zones are
Knock triggered (or the same one activates twice) during the Double Knock period then an
alarm is generated. Double Knock time is set in seconds. It requires 2 open actions
within that time. All open Double Knock zones are logged when the system is set/
armed. (Zones)

Fire The Fire attribute effectively creates a fire zone. The Fire attribute will ensure 24-hour
fire monitoring, independent of normal panel operation. When the attribute is set
and the zone is opened, the system trips output no. 5 (‘Fire’) and warning messages
are displayed.

Note All doors are automatically unlocked when a fire alarm occurs. To prevent certain
doors from opening, use the Door Open Inhibit option.
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ZONES/DOORS/VARS & VARIABLES

Function: The Variables submenu allows you to view or adjust the system variables (these
control timers etc).

Most variable timers are set in seconds between 0 - 9999 (Soak Days being the Exception). O will give an infinite time.

You can display each variable in sequence and adjust and save the setting by entering a value directly or by pressing the
Unset/Part keys. Press the NO key to exit at any stage (except when setting a YES/NO variable). You will then be given
the option to print the current variable settings.

Il
CURRENT LIMIT 0
|

PSU Overcurrent /
E/E AREA 1 30
Area 1 Exit Time
ar @ to scroll forward

through zones

to scroll back
through zones

@ to exit

See Variables table

v




Additional Information:Variables Table

Current Limit

Sets the power supply current limit in mA (0 to 9999) which when exceeded, will gener-
ate an alert warning. For example, the limit for a 3A PSU could be set to 2000mA,
3000mA for a 4A PSU, 6000mA for a 8A PSU. When set to 0, PSU overcurrent will not be
monitored.

E/E Area 1-32

Sets the entry/exit time for the relevant areas

E/E Common

Sets the entry/exit time for the Common area

Bell Delay This is the delay period between an alarm digi-activation and the siren/bell outputs being
activated.

Bell Time The time period for which the external siren/bell (output 2) will sound for before auto-
matic shut-down.

Modem Set to YES if you want the modem to dial out on alarm. Compatible with ED2000 or Euro-

dial 2000 PC software.

Alarm Display

This variable controls RKD display options in Full Set/Full Arm mode (the default is 0).
0=Display always blank 1=Alert messages only 2=Alert & warning messages 3=Date &
Time, Open Zones and Alert/Warning messages displayed 4=0Open Zones (plus descrip-
tion) are displayed.

Output Log This variable controls the logging of outputs. If set to 1, any output which changes state is
logged. When set to 0, output activity is not logged. (Note: you may also set this variable
to 2 thereby preventing outputs being logged when the system is being unset/disarmed).

Arms Set to YES if using the Arms Network system.

Soak Test Days

The number of consecutive days for which a Soak Test is active.

Service Reset

This facility is incorporated so that after an alarm activation a service company installer
must attend the installation and reset this variable to 1 before the system may be set/
armed again. An alarm in set/arm mode will increment the variable to 2 and cause the
message ‘CALL SERVICE’ to be displayed. If set to O then a service visit is not required
after an alarm activation. Service Reset can be over-ridden by Coded Reset [see page 9-
13: Coded Reset menul].

Suspicion If set to YES, an RPA Suspicion event will also cause the keypad to beep. For use with a

Audible Radio PA handset.

Delayed Raid Sets the time before a Delayed raid will be activated, as well as the Raid Cancel time
period. For use with a Radio PA handset.

Final Set If this variable is set to YES, an infinite exit time is started until a relevant zone with the

PUSH attribute is opened. The system will then arm 3 seconds later and the exit buzzer
will stop.

Local Alarm

O=Full alarm; 1=Local alarm (buzzer and internal bells); local alarm causing alert message
displays only; 2=External and internal bell outputs are reset by accepting alerts.

Detector Reset

When an area is unset/disarmed, this variable determines whether the detector reset out-
puts will trigger. Used to unlatch any detectors that have previously latched.

Verify Time

If, after an alarm activation, a second zone triggers (during this Verify Time) then the Veri-
fied Alarm output is tripped.

Issue 01 Feb 2000
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Func. Enable
Time

Cards and doors may now be assigned functions such as SET/ARM and UNSET/DISARM.
Typically two actions are required in order for the function to be performed. For example,
the software can be programmed so that a card can set/arm an area by first swiping at the
exit reader and then swiping at the entry reader. The user has a limited amount of time to
perform both of these actions, and this time is known as the FUNC. ENABLE TIME.
(Default - 10 secs)

Multi-Area
setting/arming

Keypads are now assignable to areas so that area status and area keypad buzzer are rele-
vant to keypads in that area only. An area may only be set/armed and unset/disarmed
from a keypad, which is assigned to that area. However there may be some instances
where a user may wish to set/arm or unset/disarm an area from another area in the same
building.

Retrigger
Variable

If set to YES then the bells/sirens will resound if a second zone activation is detected at the
end of the bell time. If set to NO (default) then the external bells will only trigger once.

Set Door Protect

If the Set Door Protect variable is set to NO then any valid card that has no function
assigned will be granted access if the area is set/armed. This is to allow access to cards with
no functions assigned. If this variable is set to YES then only valid cards with the unset/dis-
arm function will be granted access. Cardholders who normally unset/disarm the system
must be given the unset/disarm function to be allowed access to the building when the
system is set/armed otherwise access is denied. Defaults to NO.

IR Enable Time

When an installer enters this code the infra red comms. on the nodes is enabled for this
time period.

Common Area?

Set to NO if system has more than one area but there is no common area. Once selected,
as NO the system will not display common area messages. If set to YES, common area
messages are displayed.




ZONES/DOORS/VARS @ EXTRA

Zone Output Mapping

A block of up to 16 outputs can be mapped to a single zone - in a typical configuration this would enable a number of
camera outputs at different points within an area to trip at the same time, once the zone is activated.

Any sequential block of outputs can be mapped - e.g. outputs 1 to 16, 20 to 25, 50 to 53, etc.

Note This menu is for future use.

Issue 01 Feb 2000

v

FROM OUTPUT TYPE 1
16 outputs for mapping

Enter the first output of the
block to be assigned

Enter Zone No. 3

Enter the number of the zone
to which the block will be
assigned.

Output 1 OFF OUTPUTS
Zone 3 Outputs

Scroll through each of the 16
outputs in turn, using the

YES/NO keys to set ON/OFF.

Press @ to move to the next

zone

Enter Zone No. 4 ’

to exit
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NODE CONFIGURE (ivsTauer cove____)(ene) (4

Function:  This menu allows you to program and view the configuration of the Ringnet.
You can find nodes, examine their status, change their descriptions, change
their IDs and set up the RKD node backlight, contrast, etc.

In addition, you can view or change the mapping of zones to node inputs and
to view or change the mapping of output types to node outputs.

(INSTALLER CODE __ __] @

Controller scans the
ringnet and analyses the
current node configuration

‘SCANNING RINGNET... ’

‘NODE CONFIGURE ’

NODES  INPUTS  OUTPUTS
Unset Half Help

Coicfro oot
Additional Information

The Node Configure menu has the following submenus:

Nodes - Information - Find: [See Page 8-17]
« Use this option to scroll through the nodes and view node information and sound buzzer.

Nodes - Inputs: [See Page 8-21]

e Allows you to clear input zone assignments from a node; manually re-assign zone assignments to a new input or
node; automatically re-assign zone assignments to all inputs.

Nodes - Outputs: [See Page 8-22]

« Allows you to clear output assignments from a node and to manually reassign outputs to a node.



NODE CONFIGURE & NODES & INFORMATION & FIND

Function:

The Find submenu allows you to scroll through the nodes and view 1D

information. When a node is viewed on the display, its on-board buzzer sounds

to identify the nodes location.

a‘

INFORMATION  CONFIGURE
UNSET HELP
FIND MONITOR
UNSET HELP
=

|

|
0000000031 NODE =1 « ‘

NODE 1

To view the system's nodes
in ascending numerical order

”_’7

0000000033 NODE = 2
NODE 2

Node Description. Each node can be
given an alpha-numeric description
of up to 24 characters (see Typing
Text). By default, the system will
construct a description based on the
node's ID. For example, the node
assigned as ID 2 will have a default
description of NODE 2.

Additional Information

Current Node. The asterisk indicates that
the node is currently on-line.

Node Tamper Activated. The hash symbol
indicates that the node’s tamper switch
(front or back) is open.

Node ID. On system power-up every
node is automatically assigned an 1D
number (1-100). The main controller
is identified as node 0O (this cannot be
changed). All other node IDs can be
re-assigned from within the
"Configure” menu.

Node Serial Number. Every 3GS
printed circuit board has it's own serial
number which is embedded in
Eeprom and provides Europlex with a
unique product tracking number.

Nodes - Information - Monitor: [See Page 8-18]
« Use this option to monitor and view a node’s current operational status, input/output connections and so on.

Nodes - Configure: [See Page 8-19]

« Allows you to manually or automatically assign or view a node ID; give nodes a text description; adjust the RKD

settings.
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NODE CONFIGURE & NODES <& INFORMATION & MONITOR

Function:

The Monitor option allows you to monitor a node’s current operational status.

The data is displayed in real time. For example, if you activate a tamper switch
of the monitored node, the "Lid Tamper" message displays to reflect this.

to scroll forward
through zones.
to scroll back
through zones

Alternatively, key in zong
number directly and press #

<tz
ENTER NODE NO. 1
Node 01 71N

Different nodes have different monitor menus. For example,
nodes with mains/AC and batteries connected will monitor the

status of these also.

I
For RKD node

—>

PCB ID = 0000000031
NODE 1

T
RKD NODE 2 IN 1 OUT
NODE 1

PSU VOLTAGE = 12.5
NODE 1

LID TAMPER CLOSED
NODE 1

BACK TAMPER CLOSED
NODE 1

ONLINE INPUTS = 2
NODE 1

ONLINE OUTPUTS =1
NODE 1

SOFTWARE VERSION x.x
NODE 1

COMM1 ON COMM2 ON
NODE 1

T
DAYS RUNNING = x
NODE 1

]

For 10 node
p—

PCB ID = 0000000032
NODE 2

10 NODE 8 IN 1 OUT
NODE 2

PSU VOLTAGE = 12.9
NODE 2

11

LID TAMPER CLOSED
NODE 2

NODE 2

BACK TAMPER CLOSED——M8M—

ON LINE INPUTS = 8
NODE 2

ONLINE OUTPUTS =1
NODE 2

SOFTWARE VERSION x.x
NODE 2

COMM1 ON COMM2 ON
NODE 2

T
NODE FUSE = OK
NODE 2

AUX. CURRENT = x mA
NODE 2

DAYS RUNNING = x
NODE 2

TTTTTTT

I

Unigue node serial number
(embedded in node’s eprom)

Node type and number of
inputs/outputs

DC Supply Voltage to Node
Lid tamper status

Back tamper status

Inputs currently on-line
Outputs currently on-line

Node software version

Status of comms. lines 1(in)
and 2 (out)*

Status of node fuse

Total current drawn from node’s
DC outputs by external devices

Number of days since
node power-up

*This display indicates the status of the node’s Ringnet communication ports.
Comm 1 refers to port 1A/1B (in), Comm 2 refers to port 2A/2B (out). When a
port’s status is ON, data is being transmitted successfully.

If a port displays as OFF, the node has detected a communications failure and
has temporarily shut down the port to allow communications to continue on the
other port. A communications failure can be due to either communication lines
swapped or interference. After a short period the node will re-open the port to
check for communications and will continue to operate in this fashion until

communications have been

restored.

Scroll through the on-line nodes by pressing the UNSET or PART keys. Note that the 3GS Controller board may be
monitored by selecting node 0. Press NO at any stage to exit the menu.



NODE CONFIGURE & NODES & CONFIGURE

Function:  The Configure submenu allows you to manually or automatically assign or view
a node ID; give nodes a text description; adjust the RKD settings.

IDS DESC SETUP
node configuration

g

—>
SCANNING RINGNET... ENTER NODE NO. 1 ENTER NODE NO. 1
NODE CONFIGURATION NODE 1 NODE 1

o

CLEAR  AUTO  MANUAL
NODE CONFIGURATIONS

@

A
j/ EDIVING LITERAL NUMBER 101011

BACKLIGHT LEVEL =80%
Type in Node Description (see "Typing TeXE') | wv.voereverceeicvreeeeieceeees
up to a maximum of 24 characters. Whe T | | |
generating a node description it is a good 0% 0% 40% 60% 80% 100%
idea to prefix the description with the node @ Adjust the intensity of the RKD backlight

ID, e.g. 1- RKD MAIN LOBBY. or contrast level by pressing the Enter key

BACKLIGHT LEVEL = 100%

Toclear| To auto assign To manually
node Ids| node Ids  assign node Ids

<
<

BUSY CONFIGURING... ENTER NODE NO.1 CONTRAST LEVEL = 40% CONTRAST LEVEL = 100%
NODE 1 ‘ -
I
ARE YOU SURE ? \ l Select|a node @ W A% W% 6% % 100%
SCANNING RINGNET... when complete.
BACKLIGHT O
NODE 1
BUSY CONFIGURING... 0000000031  -> NODE 1 .
\ NODE 1 71 \ to toggle backlight on/off. When set to on, the
1 RKD Display/Key Illumination backlight remains
Buzzer of selected | This will i he RKD"
SCANNING RINGNET... Current ID number of selected nod node (to have ID permanently on. This will increase the S
changed) will sound. quiescent current consumption. When set to off,
To silence press HALF. the backlight will only illuminate on key
Key in new ID number to depression.
assign to this node, eg. 5
0000000031 -> NODE 5 @ to scroll forward
NODE 5 through nodes

to scroll back
through nodes

NODE ID ALREADY EXISTS
OVERWRITE?  (yes/no) Select as required.

to scroll to next node

If your choice of node ID conflicts
with an existing node, display shows:

Il
0000000032 -> NODE 2
NODE 2 7N

The new Node ID is displayed:

Enter O to clear ID (unassigned).

The three options on the display are:
IDS Allows you to manually or automatically assign or view node IDs. This has the submenus:

o Clear Clears input’s zone assignments from one or more nodes. The buzzer sounds continuously and an Alert
message is generated to indicate the inputs are disconnected and the node is lost. The system provides the option
to clear zone assignments from an individual node or from all nodes at once.

« Auto Automatically re-assign zone assignments.

« Manual Manually re-assign zone assignments to a new node or input.
Description Allows you to enter a node description.

Setup Allows you to adjust the node settings.
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NODE CONFIGURE @ INPUTS

Function:

The Inputs submenu allows you to clear input zone assignments from a node,

manually re-assign zone assignments to a new input or node and to
automatically re-assign zone assignments to all inputs. All inputs must be

assigned zone assignments.
The three options on the display are:

Clear

Allows you to clear all node ID assignments and to put
inputs into a DISCON state. You can clear input zone
assignments from an individual node or from all nodes at
once.

Important Clearing an input's assignment means that all
zone information that has been assigned to that inputs will

be lostand therefore EOL inputactivity will not be reported.

Auto

Allows you to automatically assign zone numbers to
unassigned node inputs in ascending sequential order.
Inputs other than those that are in a DISCON state will
have zones assigned. If some inputs have already been
assigned zones, selecting this option can produce a non-

sequential series of zones on a node.

For example, if on a node, inputs 1-6 are assigned as
zones 9-14 and inputs 7-8 are unassigned, by selecting
Auto the system will search for the highest available zone
numbers to assign to inputs 7 and 8. If the highest
available zones are 26 and 27, the zone sequence on this
node will read 9, 10, 11, 12, 13, 14, 26, 27.

Manual

Allows you to manually re-assign zone assignments to a
new node or input. Selecting Manual provides three
fields of data, as follows:

1 Allows you to view an input's zone assignment.
2 Allows you to relocate a zone to another node.

3 Allows you to re-assign a zone to an input.



Diagram

‘CLEAR AUTO MANUAL‘

INPUT CONFIGURATION

@ The first field allows you

SINGLE NODE ALL NODES
INPUT CONFIGURATION

ENTER NODE NO. 1
NODE 1

Scroll to a single
node number¥*, eg:

ENTER NODE NO. 3
NODE 3

to remove all input
assignments on node 3

S8pOU |[e uo sjuawuubisse ndul Jesjo 01

?
[ARE YOU SURE 7 ]

ENTER NODE NO.1
NODE 1

to select a node

Ly

ZONE 1 > NODE 0 INPUT 1 Input number
NIGHT 1

This display shows that zone 1
has been assigned to input 1 on
node O (controller)

Zone assignment

to access the second field.

Nolde 1D

ZONE 1 -> NODE 0 INPUT 1
3GS CONTROLLER

Node description

For example, to relocate zone 1
from node O (controller) to node 2

|

BUSY CONFIGURING... ]

v
X ZONES ASSIGNED ‘

9 The second field allows you

‘ ZONE 1 -> NODE 0_INPUT 1 ‘
to relocate a zone number

3GS CONTROLLERI

. ) to another node
to scroll, or key in 2 directly

|
ZONE 1 -> NODE 2 INPUT 1
NODE 2 AN

@ to accept

Any of the eight inputs on node 2
can now be assigned as zone 1

to access the
third field
]

ZORE 1 - NEPE2 NEUT 4 (3 ) Thg third field allovv_s you to
STATE: CLOSED 7N assign a zone to an input

*key in node
number directly:

O®®

to scroll forward
through nodes
to scroll back
through nodes

to exit

@ press until input is displayed

For example, to assign input 4
as zone 1 press until display shows
|
ZONE 1 -> NODE 2 INPUT 4
STATE: CLOSED 7|
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i Input 4 on node 2 is

now assigned as zone 1
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NODES CONFIGURE & OUTPUTS

Function:  The Outputs submenu allows you to clear output assignments from a node and
to manually reassign outputs to a node.

CLEAR ASSIGN

output configuration

*key in node or to scroll forward
number directly: through nodes

@@ @ @ to scroll back
through nodes

SINGLE NODE ALL NODES

output configuration to exit

ENTER NODE NO. 1
NODE 1

Scroll through and select a
single node number.*

ENTER NODE NO. 3
NODE 3

ENTER NODE NO

NODE 1 ZIN @ Confirm Node Selection

@ OUTPUT 2 NODEX ->NOT PROG
ARE YOU SURE ? Goren NODE 1 71N

@ to confirm selected node.

To remove all
output
assignments on
node 3

This will clear
output © Assign Output Type. This field allows

assignments on you to assign an output type to an output.
all nodes. ENTER OUTPUT NO 1
71N\

ARE YOU SURE ?
@ to execute

OUTPUT 2 NODE1 -> TYPE 1
enter output type 71N

The next display presents three
fields of data which enable you
to assign output types

@ select output number. The first field allows
you to select an output number and view
the output type assigned to it.

:17 Output
OUTPUT 1 NODE1 ->NOT PROG Output Type
enter Olﬂpl‘lt\w

This display shows that output 1 on node 1
has not been assigned an output type.
Therefore it has an output type of 0 and will
remain off line.

OUTPUT 2 NODE1 -> TYPE
enter output type 4

3
[

to assign output 2 on node 1
as output type 3

To assign an output type 3 (panic alarm)
tooutput 2 on node 1 proceed as follows

to scroll to output 2

OUTPUT 2 NODE1 ->NOT PROG
ol
enter odtput'no

Additional Information

All outputs must be assigned to an output type (between 0 and 255 - 0 being unassigned). The 3GS Controller defaults
to having output types 1, 2, 3, and 4, for output numbers 1, 2, 3 and 4. The mapping of these output types to specific
output functions is described in the Edit Output Functions Menu. This menu allows you to set up physical outputs of
nodes for output control.The two submenus are:

CLEAR
This menu allows you to clear output assignments from one or more nodes.

Note Clearing a nodes output assignment means that the output is set to type 0 and therefore will not trigger. On the
Controller (node 0) output 1 is unaffected but 2, 3 and 4 are left unassigned.

ASSIGN

This menu allows you to assign output types to node outputs. An output type determines an output’s behaviour (that is,
under what conditions it will trigger).

Select a node by scrolling or entering a number directly. the system will identify the number of outputs on a node and
allow access accordingly. Therefore, when only a single output exists on a node, scrolling will not be possible.
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NODE CONFIGURE © RECONFIGURE RINGNET

Function:

The Reconfigure Ringnet submenu allows you to add or remove a node, or

replace a node (without losing any of the node’s configuration).

Zone descriptions, zone numbers and output types of
the previous zones and outputs are automatically

mapped back to the same addresses.

For example, a 3GS system with an 8 Input/1 Output

Note We recommend that you replace nodes one at a
time, using a node of the same type.

Ensure that the Ringnet is completely and securely re-

node, on which 3 of the inputs are used, as system zones
4, 5 and 6, and an output is coded as Type 7. The new
node will automatically be coded up with these zone

numbers and output type.

If there are extra inputs on the new node, the additional
zones will be added to the end of the zone count.

INSTALLER CODE _ _ _ _ @

lSCANNING RINGNET... |

[NODE CONFIGURE I

INPUTS OUTPUTS
Half Help

|RECONFIGURE RINGNET ? |

®

NODES
Unset

connected.

v

!

REPLACE ADD REMOVE
Unset Half  Help
l | |
Remove node and replace
Press any key when ready Press any key when ready

Disconnect and physically
remove the node from the
system and replace with
another node.

Press any key when finished
and the system will scan the
ringnet again.

Exchange Node 4 ?
Serial No. 8171

Exchange Node 4 ?
Are you sure ?

Check that the bar code of the
node to be removed is correct
New Node No. 51617283 l

Is this correct ?

®

Updating node database ..

Check that the bar code of the
new node is correct

T
SCANNING RINGNET ...

ION-LINE NODES 4->4

I
ON-LINE INPUTS 8 ->8

I
ON-LINE DOORS 2 ->2

e

Add node |

Remove node. Fix cables.
Press any key when ready

Connect the new node
physically to the system.
Press any key when finished
and the system will scan the
ringnet again.

Serial No. 234567
Node ID 5

®

SCANNING RINGNET ...

N

I
ON-LINE NODES 4 ->5

1
|ON-L|NE INPUTS 8->10 I_@
1

ON-LINE DOORS 2 ->3

IPRINT NODE INFO?

lFINISHED
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[

Disconnect and physically
remove the node from the
system.

Press any key when finished
and the system will scan the
ringnet again.

SCANNING RINGNET ... I

Remove Node 3 ?
Serial No. 3456

®

Remove Node 3 ?
Are you sure ?

Check that the bar code of the
node to be removed is correct

19

Node removed
Press any key when ready ...

)

SCANNING RINGNET ...

I
ON-LINE NODES 4 ->3

I
[ON-LINE INPUTS 8->6

I
ON-LINE DOORS 2 ->1

Node Configure @ 8-23



RAD|O PA SETUP INSTALLERCODE____]@

Function:  This menu allows you to set up the pager to transmit to pager receivers and set
up the radio panic attack button units.

pemsmene__Joeon)(s)

‘ RADIO PA SETUP ‘
BUTTONS PAGER
Unset Help
RAID PAGER ADDR TEST
Not Assigned Unset . Help
Press the Radio PA
button (or
utle ( - HeLP
combinationof | ¢ 7
buttons) that you % J
wish to assign for PAGER ADDRESS = 0000000 ‘ SENDING TEST MSG ‘
suspicion alarm. Eg,
pressdl__EFIT burt]ton, SUSPICION @ A test message is now
ISplay SOWS | 1 ecr gyrro # =29 transmitted to the
Continue to assign Key in digits for an address. pocket pager of this
buttons in this If you make a mistake and Address.
fashion - wish to overwrite a digit
Not Assigned @ to move back a character
I
DELAYED RAID @ to move forward a character
Not Assigned
to scroll forward @ I
through zone. RAID CANCEL
Not Assigned \
to scroll back @ =
through zones INTERROGATE to exit from either menu
Not Assigned
: @ to exit from option
PHOTO ENTRY
Not Assigned
‘ PRINT PAGER/BUTTN DATA ‘
To clear an

assignment )
to exit @—» to print

Additional Information

Buttons

Select “Buttons” to assign a single button or a combination of buttons to an option. Up to 7 different button configurations may
be obtained by pressing the buttons singularly and as combinations. This allows all six options to be assigned to a RPA. Note that
these options must be granted to the RPA within the “Radio PA Assign - Options” sub-menu in order for the RPA to operate.

Note The assignment that is made to one RPA button(s) is the same for every RPA unit on the system. For example, if
the left button on RPA 1 is assigned as “Raid”, every RPA left button is assigned as “Raid”.

Pager
Each pager unit has a unique 7-digit address. Key in this address as shown and select the test function to send a
message to the relevant pager.
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SERV|CE MODE INSTALLER CODE____]@

Function:  This option allows you to check the physical operation of the system, verifying
that all zone/door inputs are responding correctly. Data is available on the state
of each zone/door input (whether on-line or not).

[INSTALLER CODE ] @

‘SERVICE MODE ’

REPORT TEST  MONITOR
Unset Half Help

Report

Additional Information

This menu is most useful for testing zones and doors on this system. Reports can be generated for on-line zones and
doors. A complete walk test of all zones and doors can be carried out and a log of this test is recorded. Individual zones
or doors can be monitored for current real time states without generating alarms.

REPORT: [See Page 8-26]
This menu allows you to view on the display or print out the state of all on-line zones and doors on the system.

TEST: [See Page 8-27/28]
This menu allows you to test all on-line zones and doors on the system.

MONITOR: [See Page 8-29/30]
This menu allows you to monitor the state of all zones and doors on the system.
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SERVICE MODE & ON-LINE REPORT

Function:

The On-Line Report submenu allows you to generate an on-line report for

zones or door inputs (inputs which have EOLs fitted). This report displays all on-
line zones or doors connected to the panel which have states other than

DISCON (disconnected).

Additional Informa-
tion

To print a report

Before printing the report,
ensure a serial printer is
attached to one of the serial
ports of the Controller. Use the
Set Data Formats menu to
configure the serial port for
printer settings.

FINISHED is printed at the end
of the report. To terminate the
printout at any stage press the
NO key (this displays an
ABORTED message).

Press to view
online report

Report

ZONES

-

ON-LINE REPORT

DOORS

PRINT ON-L REPORT ?

( {) PRINTING...

If you do not require a hard Zone on-line report Door on-line report
copy you can send the report to
the display by pressing the NO ‘ T Door zone type
key when the print alternative is ‘ May be changed in
disolaved Zone type AREA1 1 CLOSED ~ [2100] AREA1 1 CLOSED [2100] |Zones - Doors - Vars Menu
played. Set by default. LOBBY AREAL FRONTDOOR  AREA1
Thg report starts with the zone May be changed in 200 2 CL0SED [2154] D00R 2 CLOSED 254
which has the lowest number on  Zones - Doors - Vars Menu Z0NE?2 DOOR 2
the sys_tem and increases MREAL 3 BN [idT]
numerically until all the on-line Z0NE 3 AREA L b
. 00r | —Door State
zones h;l_ve Ibeen reported. The Resistance Value Number
system displays zone type, Current Zone State Door Type
number, state, analogue value Zone number 1 I
(in brackets), node number and Zone type FAREA1 1 CLOSED [2100] AREAL 3 OPEN  [4147]
the input the zone has been Zone description [LOBBY  AREAL DOOR 3 AREA 1 |
assigned to. Each zone state Zongrt . ‘
displayed will be prefixed with a yp Door description

character if a zone is either
manually inhibited, command
string inhibited or disabled. [See
table on page 8-29: Service
Mode - Monitor].

Note Use the # key if you need
to skip quickly through the report.

‘AREAZ CLOSED [2100]

Resistance Value
WINDOW

=

@ Press to increase scrolll
speed

7ONE 12 CLOSED [2100]

ZONE 12 OPEN Report will detail all zones

on the system and when
finished exits to the main
menu




SERVICE MODE & TEST

Function:

Additional Information

Testing a zone/door

The left hand side of the top line of the display shows the
zone/door to be tested, while the result of the last zone
tested is to the right. The node and input it is assigned to
are displayed on the bottom line.

To help identify the location of the zone/door, press the
Help key to display the zone description, if one exists. In
door walktest, the door description will be displayed on
the bottom line of the display, if one exists, otherwise the
door number and zone type assigned are displayed.

The system will start by requesting the first on-line zone
on the system to be tested and then work in ascending
numerical order until the last zone on the system is
tested.

The message TEST 1 will remain in the display until the
system detects a change from zone 1. While waiting for
this change, all other zone changes are displayed and
noted by the system. This is so that, when their turn in
the numerical sequence comes, it will be unnecessary to

Issue 01 Feb 2000

This menu allows you to walktest the zones and doors on the system.

walktest those zones again (the system skips to the next
zone which has not changed state since the start of the
test).

When the panel is displaying TEST you can view the
zone description for the zone in question by pressing the
Help key.

If a zone cannot be tested for any reason you can skip it
by pressing the # key.

Printout

When Walktest is chosen a print-out is started which
displays information about the walktest. Firstly the time
and date of when the test started is printed along with
any zone which is skipped. When the walktest is
complete the number of zones correctly tested are
printed along with the number which were not tested.
The final line of the print-out gives the time and date at
which the test was finished.

Note If a zone is inhibited or disabled it will only be
reported in the display when it is the zone currently being
tested.
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Diagram

REPORT  TEST  MONITOR
UNSET  HALF  HELP
ZONES DOORS
UNSET HELP
‘ WALKTEST ’
|

TEST 1
NODE 0 INPUT 1

the system is prompting you
to test zone 1

to skip a zone without testing

TEST 2 1 OPEN
NODE 0 INPUT 2

to abort test

TEST3 : 2 OPEN——
NODE 1 INPUT 1

TEST 4 .  2O0PEN
NODE 1 INPUT 2

|

Next zone to test
—— Result of last zone tested

Display returns to this when
the last zone number is reached

‘ FINISHED

‘ WALKTEST ’

| _ _
TEST 1 the system is prompting you
DOOR1 ALARM to test door 1

to skip a door without testing

’ to abort test

TEST 2

DOOR2  ALARM

Now open DOOR 2

TEST 3
DOOR 3

2 OPEN
ALARM

Now open DOOR 3

TEST 4 3 OPEN
DOOR4  ALARM

v ) )
FINISHED Display returns to this when

the last door number is reached.




SERVICE MODE @ MONITOR

Function:

The Monitor submenu allows you to look at any zone/door individually and will

display its state and resistance value. The buzzer is also sounded if the zone/
door is not closed with a different tone for each state.

On selecting this menu, enter the number of the zone/
door to be tested and press #. The number you enter
must be a valid number or an error message is displayed
and you must try again.

You can increment (UNSET key) or decrement (PART
key) the zone/door number without having to exit and
re-enter this mode. The characters displayed determine
the zone/door status.

Character(s) displayed  Zone Status

NIGHT 4 CLOSED  [2100]
NODE 0 INPUT 4

NIGHT 4 CLOSED 2100
NODE 0 INPUT 4
«#NIGHT 4 CLOSED  [2100]
NODE 0 INPUT 4
/NIGHT 4 CLOSED  [2100]
NODE 0 INPUT 4
+NIGHT 4 CLOSED [2100]
NODE 0 INPUT 4

NIGHT 4 CLOSED  /2100/
NODE 0 INPUT 4

On-line : [value]
Not on-line : *value*
Inhibited manually : leading *

Inhibited by command string : leading /

Inhibited manually and
by command string : leading +

Disabled : /value/

Issue 01 Feb 2000

At this stage the UNSET key will cause the display to
change, showing the response of the input above and the
PART key will show the input below. The resistance value
displayed will increase on systems with long cable runs or
cable with high capacitance.

The buzzer is used in this mode to indicate the state of
the input under test. The relationship between buzzer
sound and the state of the input is as follows:

Input State  Buzzer Pattern

Closed Off

Open Long Beep

Short Fast Beep
Disconnected | Continuously On

Note The buzzer sounding can be distracting and
therefore itis possible to silence it by pressing the HALF SET
key. Default is buzzer sound ‘on’.

Service Mode # 8-29



Diagram

RE
—’{UN

PORT TEST MONITOR
SET  HALF HELP

ZONES DOORS
UNSET HELP

e

ZONE MONITOR

| \

’ ‘ DOOR MONITOR

RECEPTION PIR /1

‘ ENTER ZONE NO. 1

FRONTDOOR 71

(ZONE NUMBER ___]@

’ ‘ ENTER DOOR NO. 1

(DOOR NUMBER _ _

BED

Door Type
Door Number

v

NODE 0 INPUT 2

‘ ALARM 2 CLOSED [2100]

Zone/door status
is displayed
[
ALARM 1 CLOSED [2100] ALARM 1 CLOSED [2100H———
NODE 0 INPUT 1 FRONT DOOR
To scroll To scroll To scroll To scroll
forward back forward back

FRONT DOOR

L]

to view

‘ ALARM 2 CLOSED [2100]

zone description

‘ RECEPTION PIR

to view

Current Door State

Resistance Value (ohms)
Node number and

input number

door description

‘ FRONT DOOR




RADIO PA TEST (wsrauceR cooe ) surone) o)

Function:  This menu allows you to test radio panic attack buttons on the system, without
causing alarms. Details of the unit under test are displayed

Key in
INSTALLER CODE _ _ _ _ @

TEST RADIO PA

NO BUTTONS PRESSED

Press a Radio PA button
and data on the button
and unit will appear on
the display, eg:

RPA1L JOHN SMITH——— RPA Description
SUSPICION 7% L Radio Field Strength

‘ Option Assigned
Press another button (or combination

of buttons if programmed) and a
different option is displayed:

RPAL JOHN SMITH
RAID 75%

To exit from option press

You are then prompted ...

Are you sure ???

Press YES to exit the Test RADIO Alternative Data Displayed
PA menu. If RPA number is missing

this indicates the unit is not
assigned to system.

RPA .. XOXXHXKKKX———————— 1 0-digit serial number
Right & Left 75% displayed if no description
has been given.

If no option is assigned,

the key(s) pressed are displayed.
RPA Battery below 7.5Vdc will
produce this message:

RPA 1 Low Battery

Additional Information

Location of node
[See page 5-29: HUA Node].

Radio Field Strength

Some units do not support this feature. The “Radio Field Strength” percentage will help the installer to determine the
optimum location for placement of a HUA Node. The installer can test a node’s ability to receive a signal by activating
an RPA button at different locations throughout the premises. A low reading of signal strength may require the node to
be relocated. If relocation does not provide the required coverage an additional node may be added to the system,
placed in a suitable location and re-tested.

Battery Low

If the RPA battery level is below 7.5Vdc the RPA will not operate correctly and the system will display an “RPA Battery
Low” message (in which case batteries must be replaced). If the battery low condition is ignored, the transmitter will
eventually fail to transmit (the transmit indicator will not illiminate when buttons are pressed).
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SETUP CARDS INSTALLER CODE____J@

Function:  This menu allows you to setup cards on the access system and pass them for various
levels of access.

INSTALLER CODE __ _ _| @

‘ SET UP CARDS ‘

CARDS PASS/VOID
UNSET HELP
o (=)
Pass/
Void

UNSET HALF HELP

Assign
Additional Information

Europlex’s Access Control Management software, 3GS+, is available to setup and manage the Access Control system
database.

‘ASSIGN FORMATS  SITE CODT

Note For more information on this menu see Programming Overview chapter 7 page 7-3: Access System Overview.

ASSIGN: [See Page 8-33]

This menu is used to assign cards onto the 3GS system. All cards must be assigned before they can be programmed for
use on the system. Cards can be assigned by presenting them at a reader and learning the card, by selecting from a
range 1-10,000 or by programming via 3GS+.

FORMATS: [See Page 8-34]
This menu allows for the use of non-standard card formats.

SITE CODE: [See Page 8-35]
This menu is used to program the system site code.

PASS/VOID: [See Page 8-36]

This menu allows you to pass or void cards on the system. Cards can be passed for groups of doors for time zones.
Cards can be given PIN codes, an expiry date or a function level in this menu.



SETUP CARDS® CARDS<® ASSIGN

Function:  This menu is used to insert cards onto the 3GS system.

LEARN SELECT
Unset Help
PROG. FROM DOOR 1 Select the beginning and end of
Door 1 the range of pre-programmed
Identify the door at which cards to be mapped into the system.
you are setting up the card. FROM CARD 1
This frees all other doors Card 1 -
on the system for
normal use
ENTER CARD ID 1 TO CARD 9999
CARD 1 Card 9999
By default. the disolay i Card 1 of this range has now been given
y detault, the dispiay 1s ID no. 1, Card 2: IDno. 2 etc.

CARD 1 -> NOT ASSIGNED
CARD 1

Additional Information
This menu allows you to assign IDs to cards in 2 ways:

e Learn The card to be passed is of unknown origin and the pre-encoded number is not known. In this case the
card is presented at a card reader and then given a card ID. When you re-assign the ID to your present card, the
existing 1D, description and door group/time zone information is over-written, and must be re-set.

You will be prompted if the ID has already been assigned, in which case you can over-write the existing card, or
choose the next available ID.

o Select Batches of cards with pre-coded numbers of between 1 and 9999 can be passed directly into the system
and given corresponding card I1Ds. The first card of the batch becomes Card ID 1, the second becomes Card ID 2,
etc.

In effect, this gives you 1-to-1 mapping, automatically assigning IDs to cards.
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SETUP CARDS® CARDS® FORMATS

Function:  This menu is designed to allow you to enter details of Wiegand or ISO cards that
are not of the standard format.

|ASSIGN FORMATS SITE CODE |
"|Unset  Half Help N

WIEGAND 1ISO
Format WIEGAND 11

Site Code Bits = 5 Site Digits = 0
Card Number Bits = 6 Card Digits = 0

®

Even Parity Length = 4

®

Odd Parity Length = 5

Access node version 1.08 and later supports the following structured card formats: Wiegand 26/30/37, I1SO 4-4, and
Macrosoft but is designed to recognise other formats using the formats menu. It is possible to use this menu to set-up
the system to recognise other Wiegand or ISO formats by programming the required parameters.

Additional Information

Wiegand

Site Code Bits Enter the number of bits for the card site code.

Card Number Bits Enter the number of bits for the card number.
Even/Odd Parity Length Enter values here for the parity length in bits.

ISO
ISO cards will require values for Site Code and Card digits.



SETUP CARDS® CARDS® SITE CODE

Function:  This menu allows you to setup the Site codes for cards, to specify the pin code
length and to enter the system pin code for PINpad only operation.

Site
Code

ASSIGN FORMATS SITE CODE
Unset  Half Help

—~®

SITE CODE = 0000000000

(%)

ENTER PIN LENGTH 4

(+H

Change System PIN Code ?
(YES/NO)

-

Additional Information
Site Code

Can be of any length up to 10 digits
PIN Length

Defaults to 4 digits, can be up to 8 digits.
PIN Code

Enter the system PIN code for PINpad only operation
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SETUP CARDS® PASS/VOID

Function:  This menu allows you to pass cards on the Access Control system once a card ID
has been assigned.

Pass/
Void

*

PASS CARDS 2 . VOID CARDS ? .

FROM CARD NO 1

@

FROM CARD NO

Key in the first card nurhber in

the range, and press Key in the first card number in

the range, and press

@E}

TO CARD NO 15

Key in the last card number in TO CARD NO 15
the range, and press

Key in the last card number in
the range, and press

Enter Access Level 0 @ Change Access Level? @
Not assigned

‘ To pass a single card, enter a

range of, say, 2 to 2
Enter Visitor Level 0 Change Visitor Level?
Not assigned

Enter Function Level 0 Change Function Level?
Not assigned

N0

&)

86!

3

PIN Code Required YES Change Requirement?
PIN Code Required NO @ PIN Code not required
@ Change PIN Code  YES @

@

Enter PIN Code

Card Inside Perim? Change Card Location?

Card Inside Perim.

= @

Returns to main menu

Additional Information

® |

Card Range

Enter the range of cards to be passed, from 1 to 9999. To pass a single card, enter the card number and press the # key
twice. Once the card(s) has been passed, the display will prompt for the access level for this/these cards.

Change Access Level?

An access level is a combination of one or more group times. Group times consist of Time Zones applied to door
groups so that once applied to a card, it will limit the card user to having access to certain doors at certain times only.
Up to 250 access levels are programmed by the installer, who will indicate which levels should be assigned to which
cards. When you have assigned an access level, you are prompted for the visitor level.

Change Visitor Level?

The visitor level is used to program temporary cards, which will only be valid for a certain period of time (between a
given start date and time and end date and time). The system allows for up to 250 different Visitor levels, which are
programmed by the installer. Once assigned, you are then prompted for a function level.



Change Function Level?

Function levels give the user the ability to set/arm and
unset/disarm an area by presenting a card to a reader
outside the area entrance door. A function level will give
a card 3 extra capabilities: to unset/disarm an area from
the outside, to unset/disarm an area from inside, and to
set/arm an area once you have left (by swiping your card
at a reader near the exit door). Up to 250 function levels
are programmed by the installer. When you have
assigned a function level, you are prompted to change
the PIN code requirement for the card.

Change Requirement?

This option allows you to decide if a card should also
require a PIN code before it will be granted access
through a door. It also allows you to change the existing
PIN code for the card or create a new one.

Note The usershould be aware that the PIN code created
using this option will apply to all the cards being passed at
this stage

Once a PIN code requirement has been assigned, you
will be prompted to identify the card location.

Change Card Location?

Before the card is passed, it must be located in the
system. This menu will identify the card as being inside
or outside the alarm area when passed.

When all the system cards can be located at any time, they
can be tracked and controlled effectively. Setting the card
location enables the card for Roll Call and Anti-Passback
functions (both configured using 3GS+), which allow the
installer to identify which cards are in use in the system at
any given time, and to control the use of cards within the

Issue 01 Feb 2000

system. Once the location has been assigned, press the
@ key to return to the main menu.

Voiding Cards

The Void Cards option removes a set of cards from the
system.

Voiding a card removes all the card’s settings, from card
ID to access/function/visitor levels.

Exiting the Setup Cards menu

Press NO to exit.

The display will show:

PRINT DATA ?

If you have a printer connected to the Controller serial
port, you can now print out the card settings you have
just configured.

Press YES to print and NO to exit.

Setup Cards # 8-37



CARD INFORMATION (INSTALLER CopE____) (e 5wy 4 )

Function:  This menu allows you to test cards on the system.

INSTALLER CODE ____| @

CARD INFORMATION

TEST
Unset

No card present

Present any card to the reader.
If the card is not valid, the
display will not change.

This digit indicates card
has been assigned
(if unassigned,

".." will appear). L Card Number
Card ID—+—+CARD3 -> 1013
SITE: 1234 Door 9——  —+—— Door card has been

presented at
Site Code ( 2

Press NO to exit the
menu, or # to view
another card

Additional Information

Testing Cards

The Test menu checks that the card presented to the reader is valid for the system. A card will be valid if it is the right

card type for the reader (proximity, swipe), if it has the correct site code encoded, and if it has been passed on the
system. [See page 8-32: Setup Cards].

The default is No card present. If the card is not a valid format, the display will not change and you can press NO to
exit the test. When you present a valid card to a reader, the display will show the card ID, number, site code and door
at which the card is presented.



DOOR CONFIGURE (ivsrauter oo ____) @) ()

Function: The Door Configure menu allows you to set an ID, description and open/locked
properties for the doors on your system.

(wsiaenoooe____) Gr)(3)

DOOR CONFIGURE

!

IDS DESCS SETUP
Unset Half Help

T —

ENTER DOOR DESCRIPTION

ENTER DOOR NO 1

There are 3 options for (g gar  AUTO ~ MANUAL DOOR 1

re-assigning Door IDs | door configuration Scroll to the door you wish
to enter a description for.
@ ENTER DOOR NO. 3

DOOR 3

Not
implemented press @

N

booR

DOOR3

CLEAR
This option clears all door IDS press@to move to next door
and leaves them unassigned. ARE YOU SURE 7
Display shows: e @ to exit
@ AUTO
This option reassigns all door Ids in
CLEARING... BUSY CONFIGURING... ascending numerical order, from the first

Access Control node found to the last.

Additional Information

Each door is automatically given a unique ID, which will identify the door within the system. Time zones are
configured in a separate system menu. [See page 8-44: Time Zone Setup]. So when configuring a door, you can only
assign pre-set time zones. Similarly, door groups (sets of pre-configured doors) are set up within the door group system
menu.

Note Doors can be assigned as 'zone' types the same way as normal zones. As such when the door changes state it will
act in the same way as a zone (with the same 'type' assigned), e.g. if the Exit attribute is set to YES for a door, it will start
the entry time when opened if the system or area is set/armed.

IDs

The system automatically assigns an ID to every new door with an EOL resistor connected to the door input, attaching it
to the next available reader on the node. The door will then be identified by its number, the ID of the reader/lock to
which it is attached, and the ID of the node on which the reader is to be found. For example, Door 1, Node 2, Reader 2.

Clear will clear all existing Door IDs from the system, leaving every ID unassigned.
Note If you Clear existing door IDs, you must follow this by selecting Auto - or the system doors will not function.

Auto scans the system and re-assigns every valid door in numerical order. If a Door ID is cleared from the system, the
next door will be re-assigned to the ID left unassigned.

Manual option not implemented

Door Description
Enter door description required. [See page 8-2: Typing Text].

SETUP: [See Page 8-40]
This menu allows you to setup all door options, timers and time zones.
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DOOR CONFIGURE® SETUP

Function:  This menu allows you to setup the door options.

o

OPTIONS TIMERS ZONES
Unset Half Help

(nse)

(: BSOS

00660 @6

OPEN INHIBIT?

\
LOCK INHIBIT?
@ to scroll back

ASSIGN PINPAD?

@ to scroll forward

ENABLE ANTI-PASSBACK?

@ to assign |

@ to clear DOOR SET OPEN INHIBIT?

@ to accept DOOR UNSET LOCK INHIBIT? @ ..... *

------ boer 6 LOCK
PIN CODE WHEN DOOR SET? | /7~ | -+« .- © 0oooooo0ooo00000
..... Door 7 PINPAD
ANY ISO FORMAT CARDS? | /7 N\ | =+ @ oooooooo0000
------ Doeor 8 1ISO

Additional Information

TIMERS: [See Page 8-42]
This menu allows you to setup door related times, such as Door Open Time and Lock Time.

ZONES: [See Page 8-43]
This menu allows you to assign time zones to doors.

All 64 doors are represented by dots. YES selects the option *, which appears on the display, on a door. Selecting NO,
the default, will then remove the option from the door. UNSET scrolls to the next door, PART scrolls back to the

previous door. The * button will toggle between selecting the option for ALL doors and removing the option from ALL
doors.

Open Inhibit?

When this option is selected it prevents the doors being opened by time zone or by manual door control (RKD or PC
menu).

Lock Inhibit?

When this option is selected it prevents doors being locked by time zone or by manual door control (RKD or PC
menu).

8-40#



Assign Pinpad?

The Pinpad menu allows you to assign PINpads to one,
some or all of the 64 doors available in the system. This
option is coordinated with the PIN code option selected
when setting up cards. PINpad identifies those doors that
may require a PIN code for access and will therefore
need a PINpad installed near the card reader. The
display shows the doors (32 at a time) represented as
dots, followed by the Door ID and PINpad. PINPads will
normally be positioned on the entry side of a door.

YES assigns a PINpad to the reader on Door 1 (default is
NO), and the selection is shown by a *. UNSET scrolls
forward to Door 2, PART scrolls back. Any PINpad
assignment to a door can be removed by scrolling to the
relevant Door and selecting NO. The * button toggles
between PINpads assigned to all doors, and no PINpads
assigned to any doors.

Anti-Passback?

Anti-Passbackisafeature thatwill help to preventanumber
of different people using the same card.

When acard is used to gain entry to adoor that has been set
toAnti-Passback, thesamecard mustbeusedtoexit.Soevery
entry through the door using this card must be followed by
an exitusingthe same card. Ifaring of doorsaround an area
haveallbeensetto Anti-Passback, theusercanenterthrough
onedoor, and exitthrough any ofthe otherdoorsin thering.
In effect, this creates an anti-passback perimeter. Whoever
enterstheperimeterwillneedthesamecardtoexit. Thishelps
torestricttheuseofacardtooneuser,andcreatesaneffective
card tracking system [see page 8-31: Setup Cards].

The ANTI-PB menu is used in the same way as PINpad

and Inhibit. 32 doors at a time are represented by dots.
YES sets Anti-Passback on a door (the default is NO) and
the setting is shown by an *. UNSET scrolls forward to

Issue 01 Feb 2000

Door 2, PART scrolls back. The * button toggles between
assigning the option to all 64 doors or assigning it to
none.

Door Set Open Inhibit?

When the area for this door is set then it is prevented
from going into free access.

A typical application for this would be a door that is
normally on free access from 9am to 5pm. If the system
is still set/armed at 9am then the door will not go into
free access.

Door Unset Lock Inhibit?

When the area for this door is unset/disarmed then it is
prevented from being locked.

PIN Code when Door Set?

Ifthe door has this option then a PIN code isrequired when
a card is presented and the area for this door is set.

Any ISO Format Cards?

If the door has this option then any card conforming to
the 1SO format will be allowed through the door.

This is mainly used for bank lobbies and is only available
on Access Control Node software rev. 1.06 or later.
These cards do not need to be assigned or passed on the
system, so the number of bankcards allowed access is
unlimited. Access granted to bankcards is logged in the
panel access log.

Note All door options can be set up at the keypad, but it
isrecommended thatall access control features/settingsare
implemented using 3GS+ PC software..
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DOOR CONFIGURE® TIMERS

Function:  This menu allows you to change the timers for individual doors. This allows for
doors to be configured with different times.

ENTER DOOR NO 1
DOOR 1

Key in directly or scroll to
the door you wish to adjust
the settings for.

ENTER DOOR NO. 3
DOOR 3

press @

DOOR OPEN TIME = 10
@ to scroll forward (secs)

LOCK TIME =5
@ to scroll back (secs)

GRANTED TIME = 5
(secs)

DENIED TIME = 3
(secs)

Display returns to sub-menu
display shown above.

Additional Information
Door Open Time

This is the number of seconds the door is allowed to remain open after you have been granted access. This feature
prevents a door from being accidentally left open or intentionally propped open.

The default is 10 seconds and the range is O to 255 seconds. To accept the default, simply press #. To enter a new
time, key in the new time. Then type # to accept.
Lock Time

The number of seconds a door lock is released for. This is the length of time the user will have to physically open the
door once he/she has been granted access.

The default is 5 seconds (range 0 - 255). A zero-second value is possible, (called ‘turnstile operation’) which will unlock
the door for a fraction of a second. Press # to accept the default. To enter a new time, over-type the flashing number
with the new setting and press # to accept.

Granted Time

The number of seconds the Green LED (access granted) will light for. The default is 5 seconds.

Denied Time
The number of seconds the Red LED (access denied) will light for.

The default is 3 seconds. Once you have accepted your settings for this door, the menu will prompt you for another
Door Number. Enter the number of your choice, or use the UNSET or PART keys to scroll forwards or backwards to a
particular Door. To exit the TIMERS menu at any stage, press NO.



DOOR CONFIGURE® ZONES

Function:  This menu allows you to assign any of the first sixteen preset time zones to

individual doors.

ENTER DOOR NO 1
DOOR 1

@ to clear Time Zone 1

—+
o
QD
o
Q
D
o
—+

PRINT DOOR DATA ?

®)

ALL DOORS ?

©)

ENTER DOOR NO 1
DOOR 1

®)

PRINTING ...

Additional Information

When you have selected the Door Number, the display will show the 16 available time zones as dots. To assign a time
zone to a door, use the UNSET and PART keys to move to the zone of your choice. Selecting YES assigns that zone to
your Door. NO will clear a time zone previously set. # accepts your settings. The * button toggles between assigning all
time zones to this door or assigning no time zones.

Before leaving the system menu, you will be prompted to print the door data you have just configured. This printout
will detail the settings for all or individual doors in the system.
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TIME ZONE SETUP staLLeR cobe ____ (nrjenr)< )

Function:  This menu allows you to setup and clear time zones and configure holidays for
use on the Access Control system.

(INSTALLER CODE _ _ _ _] @

TIME ZONE SETUP

CALENDAR ZONES

Unset Help
CLEAR SETUP
Unset Help

ENTER MONTH 1

ALL TIME ZONES ?
Assign Holiday status

todaysusingthe (..
UNSET and PART keys | ........ Day 1 Jan @
to scroll, and the YES

key to assign. ENTER TIME ZONE 1

@

ENTER MONTH 2 CLEARING ...

When holidays are set, return
to sub-menu

Additional Information

Calendar

This option allows you to select the days required as holidays for the Access Control system and is linked to the time
zone setup menu overleaf. Enter the number of the month (Jan=1, Feb=2, etc.). Days are represented on the display
as dots, with 31 days allowed for all months. A day is assigned Holiday status by pressing YES, (default is NO). UNSET/
PART scrolls forward/back. The * button toggles between assigning Holiday status to all days or assigning it to none. #
accepts the settings made for the month and returns to the enter month number prompt. NO then quits the menu.

Clear
This option allows you to clear all or individual time zones form the system.The first option is to clear ALL TIME

ZONES? Pressing YES clears all time zones.To clear individual time zones, press NO.

SETUP: [See Page 8-45]

This menu allows you to setup the time zones on the 3GS access system by specifying the on/off times, the days of
the week and the conditions to be applied during the time zone.



TIME ZONES® SETUP

Function:  This option allows you to setup the time zones on the Access Control system.

IENTER TIME ZONE 1 I

00:00 00:00

TIME SLOT 1?2 ]
On Time --> 00:00

Off Time > 00:00

T T
The cursor flashes on the first
digit. Use ENTER to scroll to
On min.s, and Off min.s
and hours

TIME SLOT 2 ?

Sunday ?
(Yes/No)
T

Toggle YES/NO to assign the zone
to this day (and then each day in

turn Mon - Sun, Holiday)and then
press ENTER.

PIN code required: NO l

inside zone (Yes/No)

@

Allow PIN code only NO
inside time zone

®

Keep door open: NO
(Yes/No)

Keep door locked: NO
(Yes/No)

ENTER TIME ZONE 2
00:00 00:00

Additional Information

Time Zone Setup

Access to a secure area is controlled by means of time zones. A time zone is that period of time when the door to the
area is unlocked, and access is granted. Each time zone is made up of 4 separate ‘on-off’ slots, which means that the
zone can be customised to grant access for busy periods only, and deny access for the rest of the time.

E
(¥

07:30 to0 9:00 am 12:00 to 14:30pm

%
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Time zones and time slots

The time zone is broken down into four ‘on/off’
programmable time slots. For example, access to an area
on a typical Monday might be busiest from 7:30 - 9am,
12 to 2:30pm, 4 to 5pm and 5:30 to 6pm. Access to the
area is granted during these slots, and denied for the rest
of the 24-hour period. Alternatively, you may have only 2
busy periods during the 24-hour day and will need to
program slots 1 and 2 only, leaving slots 3 and 4 blank.

Time zones and days

Time zones can be assigned to any day of the week, or to
a holiday. The above 4-slot configuration might be
suitable for Monday, Tuesday, Wednesday, and Thursday
of the week, whereas Friday, Saturday/Sunday and
holidays might need a different configuration. In this way,
a time zone is customised to allow for the particular
requirements of a day and then assigned.

Time zones and cards

If no time zone is assigned to a card, the card will have
24-hour access to the door. If a time zone is attached,
then the card must be presented to the door when that
time zone is active. Further control is provided by
assigning a PIN code to the time zone, which must be
co-coordinated with the setup of the card.

If a PIN code requirement had been assigned to a zone,
cards with PIN code assignments will be prompted for
the PIN code when this zone is active. Cards without PIN
code assignments will be allowed access immediately -
provided they have been passed for that time zone. The
digits of the PIN code itself are configured during card
setup.

Time zones and doors

The first 16 time zones can be assigned to doors during
door configuration. The properties of the time zone will
control the door when that time zone is active. Any door
assigned the active time zone will remain open/locked
for that time period.

Setting up new time zones

Enter the number of the time zone you wish to configure.
By default, the display shows the time zone number and
the time settings of the first two time slots.

Enter times for Time Slot 1. The # key moves the cursor
from On-time hours and minutes to Off-time hours and
minutes. Press # again to accept your settings.

Assigning zones to days

The menu scrolls through the days Sunday to Holiday.
Press YES or NO to toggle the zone to each day in turn
and # to accept. Note that it is possible to assign more
than one zone to a particular day.

Note If the time zone is setup for a holiday and if the
current day is a holiday then the time zone is active.

8-46#

PIN Code required

If a higher level of security is required at a door at certain
times, the PIN code access option allows you to attach a
PIN code to a time zone. If this is set to YES, then any
cards with PIN codes attached [See page 8-32: Setup
Cards] will be required to enter a PIN code when this
time zone is active.

Note: The door must also be configured for PINpad.

Allow PIN code only

This option is only available on Access Control Node
software rev. 1.06 or later. This allows the cardholder to
gain access using just the card's PIN code, without the
need to use the card. If two cardholders' PIN codes
match, however, the system will use the first cardholders
information to log the data. Ideally each cardholder
should have a unique PIN code. This feature is only
enabled when the cardholder has a time zone with the
PIN ONLY attribute set. When the time zone is active the
cardholder can simply enter his code to gain access.
When the time zone has elapsed, card and PIN are
required.

The Duress code is now activated by keying in the code
followed by the hash key (#) on the PINpad.

Door Open

When attached to a time zone, the Door Open option
will keep a door unlocked while the time zone is active.
By assigning this zone to a number of doors, you ensure
that these doors will remain unlocked while the zone is
active. Choose YES to enable this option. # accepts your
settings. Note that the time zone must also be assigned to
the door in page 8-43 Door Configure - Zones.

The menu returns you to the ENTER TIME ZONE
prompt. Choose NO to quit.

Door Locked

When attached to a time zone, the Door Locked option
will keep a door locked while the time zone is active. By
assigning this zone to a number of doors, you ensure that
these doors will remain locked while the zone is active.
Choose YES to enable this option. # accepts your
settings. Note that the time zone must also be assigned to
the door in page 8-43 Door Configure - Zones.

The menu returns you to the ENTER TIME ZONE
prompt. Choose NO to quit.

Printing your time zone data

Before quitting the Time Zone Setup menu, you will be
asked if you want to PRINT TIME ZONE DATA? You
have the option to print out the settings for all time zones
or an individual zone.



DOOR GROUP SETUP

INSTALLER CODE __ _ _| @

Function:
system.

ENTER DOOR GROUP 1

This menu allows you to group doors together for use on the Access Control

[ INSTALLER CODE __ _ _| @

DOOR GROUP SETUP

CLEAR
Unset

SETUP
Help

ENTER DOOR GROUP 1

#

ENTER DOOR GROUP 1

@ CLEAR DOOR GROUPS?

ALL DOOR GROUPS?

®

CLEARING ...

Additional Information

Clear

UNSET to scroll forward, PART
back.

YES to assign a door to a
group, NO to remove the
current assignment.

* to toggle between all doors
assigned or none

ENTER to proceed to the next
door group

This option allows you to clear the doors from all or individual door groups

Setup

This option allows you to link doors together in a group for use with cards through access levels. If you have already
configured, say, door group 7 and want to re-configure it, simply type ‘7’ to go into the settings for that group.
Otherwise, you can set up each group in turn by completing the menu options for each group and continuing on to

the next.

Having given the number of the group you wish to set up, the display represents each of the 64 doors in the system
(32 displayed at a time) as a dot, followed by the number of the door and group. As with Door Configuration
options, a door is added to the group by pressing YES, (default is NO), UNSET moves forward to the next door, and
PART moves back. The * button toggles between assigning all doors to the group or assigning none. # accepts the
settings made for the group and returns to the ENTER DOOR GROUP number prompt. NO then quits the menu.

Before exiting, the system asks you if you want to PRINT ALL DOOR DATA? You then have the option of printing the
details (i.e. group number and ID of doors contained in the group) of all or individual groups. YES prints the data, NO

quits the menu
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MANUAL DOOR CONTROL wstaLLER coe ____| npfone(7 )

Function:  This menu allows you to permanently open or lock a door or range of doors and to
momentary open a door.

INSTALLER CODE _ _ _ _ @

MANUAL DOOR CONTROL

OPEN RESTORE LOCK
Unset Part Help

g g

PERMANENT  MOMENTARY | _

Unset Help
‘ ENTER DOOR NO. 1
Door 1

I:

— | FROM DOOR NO. 1
Door 1

Select the range of doors to
be permanently opened /
restored / locked

TO DOOR NO. 64
Door 64

s

Return to sub-menu

Additional Information

This option provides a manual over-ride on all door, time zone and card settings. At any stage, you can access this menu to
open/lock a door or series of doors. Once you have selected your doors, the system will check for Lock/Open Inhibits
operating on these doors [see page 8-39: Door Configure]. If none have been set, the doors can be opened/locked.

The Open menu allows you to open a range of doors permanently - i.e. the door will remain open until you manually
restore the original door settings, or momentarily - you can open one door for the number of seconds for which the door
lock would normally remain open once access has been granted [see page 8-39: Door Configure].

When you select Permanent, you are prompted to enter the range of door numbers you wish to open. Enter the From and
To ranges. When the Permanent condition is set on a door, the green LED (access granted) on the node will flash. This
allows free access through the doors selected until restored or locked.

The Momentary sub-menu will ask you for the number of the door you wish to open. Again, enter the number. The green
LED will light steadily while access is granted.

Restore restores all door settings to their defaults. Enter the range of doors to be restored and # to accept and quit. Once
defaults have been restored, the system is in normal operation and no LEDs are lit.

The Lock menu works similarly to Open. When the Lock is manually set on a door, the card reader attached to the door
will not read or accept any cards. When the door is locked in this way, the red LED flashes to indicate access denied.



EDIT LEVELS DATABASE

INSTALLER CODE __ _ _|

Function:

Access Control system

This menu allows you to setup the access, visitor and function levels for the

INSTALLER CODE _ _ _ _

EDIT LEVELS DATABASE ]

Unset

ACCESS VISITOR FUNCTION

Half Help

GROUP TIMES ACCESS

> Enter Group Time 3

Enter the number of the Group
Time you wish to set up e.g. 3

©

Enter Door Group number 5
Group/Time 3

Enter the number of the Group
Time Door Group, e.g. 5

©

Enter Time Zone No. 1
Group/Time 3

Enter the number of the Group
Time Time Zone e.g. 1

&

L1

=

Enter A Level 2
» ter Access Level 2

Enter the number of the Access
Level you wish to set up e.g. 2

©

GROUP TIME 3
Access Level 2

Assign any of the 250 Group
Times to this Access Level, e.g. 3

©

GROUP TIME 4
Access Level 2

Assign another Group Time to
this Access Level if necessary,

Example

17:00.

A card may be passed for an access level,
which is made up of two Group Times. The
first Group Time is for Door Group 1 for 24
Hour operation and the second Group time is
for Door Group 2 for Time zone 1 (9:00 to
17:00). This will allow the card access to all the
doors in Door Group 1 for 24 Hours a day and
all the doors in Door Group 2 from 9:00 to

Additional Information

Access Levels

) Enter Visitor Level 3 ]
Enter the number of the Visitor
Level you wish to set up e.g. 3

©

Enter start day 8

Enter the number of the day on
which access is to begin e.g. 8th

©

Enter start month 9

Enter the number of the start
month, e.g. September, 9

©,

Enter start year 99

Enter the number of the start
year, say 1999, e.g. 99

©

Enter expiry day 8
8 Sep 1999

Enter the number of the day on
which access is to expire,

@ e.g. 8th

Enter expiry month 10
8 Sep 1999

Enter the number of the expiry
month, e.g. October, 10

()

Enter expiry year 00
8 Sep 1999 8 Oct 2000

Enter the number of the expiry
year, say 2000, e.g. 00

)

]

|
Enter Function Level 3

Enter the number of the Function
Level you wish to set up e.g. 2

©

Unset Outside Area NO
(Yes/No)

Press YES/NO to assign this
option to the Function Level

)

Unset Inside Area NO
(Yes/No)

Press YES/NO to assign this
option to the Function Level

o

Set Area NO
(Yes/No)

Press YES/NO to assign this
option to the Function Level

Use the UNSET/PART keys to
scroll through the 64 doors, and
press YES/NO to assign these
options to the required doors.

©

I

All cards assigned on the 3GS system must be given an Access Level for operation. Access levels consist of a list of
Group Times i.e. Door Group and Time Zone combinations. A card is passed on the 3GS system by giving it one of
the 250 available access levels. Each access level is made up of a selection of the 250 group times available. The group

times are made up from any combination of the 250 door groups and 64 time zones.
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Function Levels

On the 3GS panel, cards can be used to set/arm or unset/
disarm an area or the entire system. A number of
functions are provided which can be assigned to doors in
the form of a function level. The function level is then
assigned to the card. The doors will typically be set up
with the EXIT attribute.

The function performed depends on the door type e.g..

if the door is type AREA 12 then the function applies to

area 12. In the case of a non-area door type, the function
will apply to the whole system.

The card functions that are provided are:

e Unset/disarm inside the door:
If the area is set/armed, then if a card with this
function is presented to the entry reader, the user is
granted access to the door. When the door is
opened it will start the entry timer. This allows the
cardholder to unset/disarm the system by presenting
the card to the exit reader or entering valid code of
the RKD. The time between presenting the card to
the entry reader and the exit reader must be within
the FUNCTION ENABLE TIME. [See page 8-39:
Door Configure].

e Unset/disarm outside the door:
If the area is set/armed, then if a card with this
function is swiped on the entry reader, the user is
granted access to the door. When the door is
opened it will unset/disarm the system or area
immediately.

If the door is set/armed and the card holder tries to
gain access without either of the above unset/disarm
functions, then access is denied and the message
ACCESS DENIED: DOOR ARMED is logged.

e Set/Arm:
If the door is unset/disarmed, then the cardholder
can set/arm the area/system by presenting the card
to the exit reader and then presenting it to the entry
reader during the FUNCTON ENABLE TIME.
Alternatively the cardholder can use the SET button
to set/arm the area/system.

When any of these functions are performed they are
logged in the security and access logs.

Note Ifthe SETDOORPROTECT variableissetto NO then
any valid card that has no function assigned will be granted
access if the area is set/armed. This is to allow access to
cards with no functions assigned.

If this variable is set to YES then only valid cards with the
unset/disarm function will be granted access. Cardholders
who normally unset/disarm the system must be given the
unset/disarm function to be allowed access to the building
when the system is set/armed otherwise access is denied.
DEFAULTS TO NO.

Visitor Levels

All cards can be configured as temporary cards using this
facility.

e 250 Visitor Levels are available on the panel, each of
which can be set-up with a start date and an expiry
date.

e A card passed for a Visitor Level will be valid for the
access level it has between the start date and expiry
date.

« Avisitor card expired message is logged if used after
the expiry date.



SETUP SlA [INSTALLER CODE____]

Function:  This menu allows you to select a SIA record, set a reporting delay of 0 to 99
seconds and set a combination of two phone numbers to be used to report the
record to the central station. The DM1200 can be programmed to report to
both telephone numbers (x AND y) or either number (x OR y).

Key in < —
BB Alarm zone inhibited
SETUR S BT Short or discon on alarm
AR 01 10R 2 Zone
fote Doy Thones BU Zone inhibit removed
UNSET PART HELP
— Press @ again to set the cG System has been Part-Set/
@ Press @ to set the phone options, and to Armed
bress | code delay in seconds | | 1099le AND/OR cL Alarm area has been Fully
@ / from 1 to 99. NOTE: Set/Armed
1 scroll Setting the phone numbers CL1-CL32 Block areas 1-32 have been
forward/back for a particular record to ‘0 Fully Set/Armed
through the or 0" will disable the Fire Al
SIA codes ;gfg;:r;?p?ef:thls record. EA Ire Alarm
FR Fire zone has been reset
BA 10 0OR 0
S0 BEY IS FB Fire zone has been inhibited
Additional Information FT Short/discon on Fire zone
SIA Reporting FU Fire zone Inhibit removed
SIA (Security Industries Association) reporting provides JA User Code Entry Timeout
greater precision in the reporting of alarm events via a Alarm area has been unset/
communications device to a Central Station. When used oP disarmed
with a Europlex DM1200 digital communicator, SIA will
. - Block areas 1 - 32 have
add user name and zone information to every event OP1 - OP32 :

L : : been unset/disarmed
reported, and will prioritise events for immediate Banic Al tvaied
transmission, or for transmission following a pre-set time PA anic Alarm activate
delay. Once the DM1200 has been configured and PB Panic zone has been inhib-
tested [see page 8-63: Setup DM1200 menu], SIA ited
Reporting is automatically enabled for that panel. PR Panic zone restored
Standard alarm events are assigned SIA codes, according . .

Short or discon on Panic
to the table below. PT sone
SIA is standard on Version 5.00 software. SIA is only PU Panic zone inhibit removed
available on Version 3 or greater of the DM1200.
) RR Panel has been reset
Note Setting the phone numbers M
fora particular record to'0 or 0' will RX Test Ca
BA 10 00RO disable the reporting of thisrecord. TA Tamper Alarm
CODE DELAY PHONES For example: R Tamper reset following
alarm
SIA codes are: VE Syntax error - system data
corrupted
System battery fault
SIA Code Alarm Event ™ y y
AR AC Mains power restored YP System power supply fault
AT AC Mains power fault YQ Power Supply fault restored
BA Alarm zone opened YR Battery fault restored
BR Alarm zone reset
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SoAK MODE

(INSTALLER CODE _ _ _ _] @

Function:  This menu allow you to monitor troublesome or suspect zones (sensors/
detectors) in an installation.
(INSTALLER CODE _ __ _| @
‘ SOAK MODE ‘
S
ZONES DOORS
UNSET HELP
if soak zone/ @
‘ CLEAR SOAK 2 < doors exist
h I | |
‘ SOAKFROM 1 ‘ ‘ SOAKFROM 1 ‘
/1N 71N
to soak to clear
more zones all soaked
/doors zones/doors @@ @ @:OR NUMBER __ @
CLEARED

‘ SOAK TO

|
1
7

|
‘ SOAK TO 1
/|

\ ‘ \ ‘

When "n" is the
number of

@NE NUMBER __ _ @

([DOOR NUMBER _ _ @

soak test

zones under «TnSOAKZONES ‘

n SOAK DOORS ‘

v

Display returns to
Date & Time

Additional Information

Soak Mode

Upon entering this mode the number of zones/doors to
be tested can be chosen, whether an individual zone/
door or a block of zones/doors. TAMPER and DISCON
activations are not ignored.

Zones can be soaked individually or in blocks; for
example, 3 to 3 or 1 to 20.

Activity is only relevant in FULL SET mode and then it is
only logged (no outputs or messages are triggered). No
alarms are triggered in any mode.

.

Display returns to
Date & Time

Soak Mode can be used for troublesome detectors after
adjustment to confirm that their operation is reliable
before use in system. As all open and closed transitions
are logged, with exact time of operation, it is easy to see
how often each soak detector operated and for how
long.

If no activity is logged during the period of a zone’s soak
test, the zone automatically returns to normal status (i.e.
at next UNSET/DISARM after the expiry of “soak days”).
The length of a zone soak test is set in days in the
“Variables” submenu [See page 8-6: Zones/Doors/Vars].
Re-selection of the option allows you to clear all zones/
doors on Soak Test.



DiSABLE MODE

@)

(INSTALLER CODE _ _ _

Function:

This menu allows you to disable zone/door inputs from reporting any change of

state (including tamper and discon).The input is effectively no longer connected
and can cause no alarm, log and so on. The disable status of inputs is not
cancelled on return to unset/disarm mode and remains off until restored by

selecting Clear Disables.

(INSTALLER CODE _ _ _ _| @

‘ DISABLE MODE ‘

»|
|

ZONES
UNSET

DOORS
HELP

__doors exist

if disable zone/
1 |

‘ CLEAR DISABLE ?

to clear

‘ DISABLE FROM 1 ‘

/N

DISABLE FROM 1
71N

A @ all disabled
to disable more zones/doors

CLEARED

zones/doors @NE NUMBER __ _ @

(DOOR NUMBER _ 77@

| |

‘ DISABLE TO 1 ‘
VAN

‘ DISABLE TO 1 ‘

| 7N

When "n" is the
number of

@NE NUMBER __ _ @

EOOR NUMBER __ @

zones under #nDISABLEZONES ‘

disable test

n DISABLE DOORS ‘

v

Display returns to
Date & Time

Additional Information

Disable Mode

The number of disables, if any, is displayed on each
mode change along with a short beep at the RKD.

Disables should only be used as a last resort, for example
to isolate a door with an intermittent tamper fault,
allowing use of the system until the problem is solved.

On selection, the display shows DISABLE MODE followed by
DISABLE FROML Key in the number of the input from
which disables are to start and press the # key. Key in the
number at which the disable ends in the same fashion.

The panel then shows n DISABLES, where n is the number
of zones/doors disabled on the system. You are then
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Display returns to
Date & Time

exited automatically from this menu.

Clearing Disables

On entry into this mode if there are inputs already
disabled, the panel will prompt CLEAR ALL DISABLES?
which requires a YES or NO selection.

If YES is selected, all disables are cleared. Only disabled
on-line doors are counted in the disable total.

However, disabled doors can be checked to ensure
selection is correct by entering Door Monitor in Service
Mode menu. If the resistance value is enclosed by “/“this
indicates that the input is in fact disabled. Details of
disabled doors are logged.

Disable Mode # 8-53



OUTPUT TEST

[ INSTALLER CODE _ _ _ _J @

Function:
and to toggle it for test purposes.

{INSTALLER CODE _ _ _ 7] @

{ OUTPUT TEST ]

|
TNO 1
ENTER OUTPUT NG { ]

|
(ENTER OUTPUT NO. __ _ ] @

The system prompts for an output
type to test - for example, 2

OUTPUT TYPE 2 OFF
press Yes to toggle

to toggle output type
2 (relay 2) OFF/ON

OUTPUT TYPE 2 ON
press Yes to toggle

to scroll forward
through output types
to scroll back
through output types

to exit menu

|
ENTER OUTPUT N9 A3\

Press again to exit

FINISHED l

Additional Information

The display prompts you to enter an output type (all
outputs set as this type will be triggered simultaneously).
To increment the output type use the UNSET key, to
decrement it use the PART SET key (hold down the key
to auto-repeat). The display will always show the current
state of the output indicated. Use the YES key to toggle
the output ON and OFF. The NO key exits the menu.

Output Types

The 3GS system can control up to 255 unique system
outputs. The Controller has four on-board 1 Amp relays
(default output types 1 to 4) while relays on the 1/0O
nodes can be addressed to any output type (1 to 255).
Relay outputs can be used to trigger devices for many
applications, such as:

« Siren/bell/strobe triggering
e Camera switching
e System set/arm and alarm indication

] Display shows next output type

This menu allows you to examine the current state of any output on the system

o Lighting/heating circuit control
o Door/security barrier control

The Controller, RKD and 1/O module relays are
normally OFF (de-energised) - that is, when the output
is turned ON the relay is energised (except for
Controller relay 1 which is fail safe and therefore
normally ON, power removed - output OFF). For this
reason, outputl is Intruder Alarm and is used as the
primary alarm indicator.

You can duplicate output types in order to assign any
number of I/O module relays the same number, in
which case they will respond identically.

For example, output 2 drives the 3GS Controller on-
board relay to activate the external sounder and an I/O
node output could also be programmed as output 2 to
trigger external security lights when the sounder
operates. You assign output types using the Node
Configure menu. [See page 8-22: Node Configure -
Outputs].

Note For the DM1200 to initiate communications on
activation of output 1, the unit must be programmed to
view thisasanegative trigger. To do this change the output
trigger control from POS to NEG. [See - PERIPHERAL
DEVICES SECTION: DM1200 CHAPTER 12].

Power Consumption

When a 1A relay energises it can typically draw up to

30mA. It is important that you take into consideration

this power consumption when calculating PSU
requirements, particularly if a 6-output node is in use,
where the current drawn by the relays alone may exceed
180mA. Output devices such as sounders/strobes and so
on, will also be drawing large amounts of current.
Remote power supply units should be used to power I/O
nodes in such a situation.

Output functions

Output types range from 1 to 255 with their pre-defined
functions. Output functions range from 1 to 1000. The
255 output types may be mapped to any of the 1000
output functions depending on the system requirements.
[See page 8-68: Edit Output Database]. The system
allows for spare output types with no pre-defined
function. For example, 110, 250 to 255.

The 3GS Controller has 4 on-board 1Amp relays,
defaulted to types 1, 2, 3, and 4, while relays on the
Nodes are not defaulted and can be addressed to any of
255 output numbers.



SYSTEM LOG (INSTALLER CODE __ _ _| @

Function:  This menu allows you to view or print either of the two logs maintained by the

3GS system:
@
SYSTEM LOG ]
ALARM ACCESS

|
o
PRINTLOG - ]

PRINTING... ] @

to quit print-out
@ a p System log

ABORTED ]

Access log

SYSTEM LOG Access LOG

]
Bottom line scrolls User _MON 24JUL95 *15:15:20

NS

JOHN SMITH
Name, User Number and USER 3 SELECTED Details of the Access Log will
nature of event/action taken. SYSTEM LOG

: be displayed here.
_ _ MON 24JUL95 *15:00:45
MARY JONES
USER 8 ACCEPTED
ID SECURITY ALERT

-

Top line displays Time & Date
event occured (hyphens

change to indicate a new MON 24JUL95 l15:00:40
event occuring). MARY JONES

USER 8 SELECTED
ALERT ACCEPT

L

I @ to scroll forward

_MON 24JUL95 *13:55:12 to more recent events
STATUS ALERT

ID SECURITY ALERT to scroll back
‘ to more recent events

C

_MON 24JUL95 *12:25:09
OUTPUT 6 OFF

[
_ _MON 24JUL95 *12:25:05
FRANK WALL

!

USER 2 SELECTED
UNSET

A

@ to exit

ABORTED

Additional Information

e Alarm and system log. Maintains a record of the last 1000 alarm events.

e Access log. Stores 3000 access log events.

These logs record all activity on the 3GS system, including keypad input, alerts, activities, access and so on. Each event
is date-time stamped to the nearest second. To clear either log you need to carry out a cold start.

Printing logs

When the option PRINTLOG? is displayed you can print by pressing the YES key (ensure a serial printer is connected and
the serial port correctly configured). Otherwise, press NO to display the log on the RKD.

Viewing logs

You can quickly step through the log display (one line at a time) by pressing the # key. An * appears in the centre of the
date and time display to make the log easily differentiable from the Unset/Disarm mode display. The date and time
remain visible in the display until all information regarding that particular event has been shown. The PART SET key will
rewind one entry at a time to the first entry of the date currently being displayed, while the UNSET key will skip to the
next entry. To leave the system log at any point in the record, press the NO key.
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PRINT ALL REPORTS (wsrauter cove____) onr)(s )

Function: This option provides a print-out of reports on the system configuration.

[INSTALLER CODE __ __| @

PRINT ALL REPORTS  ? ‘

PRINT VARIABLES ~ ? ‘

‘ PRINT USER INFO  ? ‘

A

@ to scroll forward

@ to scroll back
v

Additional Information

If not all reports are required, press NO and the option to print each in turn is displayed. If the “PRINT LITS?” option is
selected, only those literals which have been modified will be printed. A report print-out may be aborted at any stage
by pressing the NO key. Ensure the serial port, to which the printer is connected, is configured for printer operations.
See page 8-58: Set Data Formats for the correct settings (baud rate, parity etc.).



SET DATE & TIME

Jem(e)

LINSTALLER CODE ___

Function:

The system Date & Time should be set after a cold start. Note that the time is set

in 24-hour clock notation. Use the UNSET / PART keys to scroll through the

digits or key in the digits directly.

[INSTALLER CODE ____J @

‘ SET DATE/TIME ‘

Edit Hour (1-
VV
SET YEAR : 1996
71\
Edit Year if required ehanme
It Year If require -——— unchanged

()

i Edit Minute (1-
4
SETMONTH: 1
VAR
|
Edit Month (1-12) (2 pieiTs To leave
( ) unchanged
‘ (#)
\ Edit Secon
‘ SETDAY: 1
VAR
To leave
Edit Day (1-31): [@ unchanged

)

\ &
1
71\
To leave
unchanged

SET HOUR:

4)| 2DIGITS _

()

1

SET MINUTE: 1
/\

To leave
unchanged

59) 20061TS__

‘SETSECOND: 1

/]
2DIGITS __

i (1-59)

7
\ ‘

To leave
unchanged

Date & Time are now set

‘ MON 22JUL96 15:15:20

&)
|

Note: There are two methods of editing the display

Key in digits

To backspace : @ To move forward :@

Scroll through digits

To increment digits : @ To decrement digits:
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SET DATA FORMAT INSTALLERCODE____}

Function:  This menu allows you to configure the Controller’s three serial ports for local
(direct) connect or remote connect (via modem) to a range of devices, such as a
PC, Printer, pager, modem and so on.

INSTALLER CODE _ _ _ _

{ SET DATA FORMAT \

PORT1 2400 E8,1 @ . To 5;;22 f:ﬂéigg
Unset . ...... (e Help to exit P
To scroll| To scroll| To scroll

— Parity, Data Bits,

[PorT1 ] 150 E8.1 E82 Stop Bit
[PorT 2] 300 N.8,1 N,8,2
[PorT3 | 600 0,81 082

120 E7.1 E7.2

240 N.7.1 N.7.2

4800 ] 0.7.1 0.7.2

9600 ]

19200

L Baud Rate

to select displayed conflguratlor—? .
PRINTER NO PRINTER YES ?
PORT 1 PORT 1

?

? ] [ LOG FILTER 32767

’PAGER YES 2 }__@__{PAGER w
[
[ ACCESS FILTER 255 ]
The pager is now selected }_@_{TRANSM” NAME: YES 2 }

TRANSMIT NAME: NO ?
LOG FILTER 32767

To scroll
and/or accept

data press:
? [ENTER NAME & ADDRESS w See Typing Text

SYSTEM ID a

T T

A
7N

[ ACCESS FILTER 255
[ ACCESS CONTROL 0

The port is now set up

AUTODIAL ID 0 for printer operation.
Note
Dial Mode set to O - Remote Communications If dial mode set as "3":
Dial Mode set to other - Local Communications almode setas 3
/

DIAL ACCESS U

[ DIAL MODE:
[ ACCESS  CODE

A
71N

|
]W
DIAL MODE o ‘
|
|
|
|

[ ENTER DIAL COMMAND

PAT EO V1 Q0 D
(RS

T
A,
I

7N

[ENTER TEL.. NO. 2

A
ZIN

|
|
[ENTER TEL.. NO. 1 ]
|
|
|

Additional Information

the right of the Controller PCB. Ports 2 & 3 are TTL and
Port1,2,3 are labelled TX 2/RX2 & TX3/RX3. On ports 2 and 3
Port 1 refers to the RS232 (9-pin) connector located on thel12v supply should not be used to power devices;

8-58#



instead use 12V supply from 3GS PSU.

Ports can be set to perform the same local function (for
example 2 ports set for printer).

Baud rate

You can set up the panel for the baud rates ranging from
150 to 19200.

Parity, data bits and stop bits
Select the appropriate communications protocol.

Parity: E = Even Parity
N = No Parity
O = Odd Parity
Data Bits: 8/7=8or7
Stop Bits: 1/2=1or2
Printer

For direct connection to a printer this must be set to YES.
Serial Port 3 defaults to PRINTER: YES.

When set to YES data is transmitted out to this port.

Transmit Name

The name and address entered during the initialisation
sequence of the system (usually after a cold start) can be
printed at the start of every logged text if required.

Pager

For connection to a local pager, set this to YES. Messages
will be formatted for the pager before being transmitted
on this port.

Log Filter

This controls which event types of logged data are output
to the serial port. It allows for filtering of log events based
on the log type. The log filter consists of a 16 bit word,
where each bit represents a log type. Each log type is
shown in the table below. Zone changes are controlled
by bit 1. If the bit is SET, then reporting of zone changes
is ENABLED. If the bit is not SET, then the log type will be
skipped when reporting. Add the number of each log
type together to generate the appropriate log filter, e.g.
the default value of 32767 allows all events
(1+2+3+......+15=32767).

System (Alarm) Log Filter
Log Type Description
1 Zone Change
2 Status Change (Alert, Clear, Cancel)
3 User Select, Accept, Denied

Issue 01 Feb 2000

4 Output On, Off

5 Lit and Variable

6 8 Bit sentence

7 Lit Sentence

8 Cable Fault

9 Soak Zone, Door
10 Inhibit Zone, Door
11 Disable Zone, Door
12 Enable Zone, Door
13 Access Status Changes
14 Literal Sentence

15 Door Change

The default is: 32767 = all system and alarm events.

Access Filter

This allows for filtering of access (of events based on
access log type). To filter certain access log types change
these values. See the table below for a list of access log

types.

Access Log Filter
Log Type Description
1 Door Event
2 Card Event
3 Access Node Event
4 Access Exception
5 Time Zone Change (state=0=nor-
mal, 1=free access, 2=locked
6 ‘Control Door Event
7 Access User Select, Accept, Denied
8 Log Card Select, Accept, Denied

The default is 255 (all access events)

Set Data Format # 8-59



System ID

This is used for distinguishing between panels during

polling when multiple units are connected to a single
serial line. Valid values for a SYSTEM ID are from 0 to
127 inclusive.

Set to O for a remote printer set-up. When using the
system in auto-dial modem configuration, SYSTEM ID is
usually set to a fixed value for all panels (for example 1).

Access control

This variable determines the level of control available to
the remote user over a particular panel. Changing this
value impacts the level of control available to remote
users. See the ESCO Protocol documents for details.

Dial mode

Decides if the panel will dial out and if so when. Also
controls communications mode. The legal values are:

0 Direct connect.

1 Dump log data when available to a remote
device.

2 Dump log data to a remote device when varia-

ble%’ is set from the panel, for example by
time command.

3 Remote Communications. Allowed based on
dial access. The panel dials the programmed
modem telephone numbers when data has
been logged.

Important If a DM1200 Digital Communicator is
connected, the Dial Mode must be set to 0. If another
communications device such asa modem s in use, set Dial
Mode to 3.

Dial Access

This options controls the access code requirement.

0 Unrestricted access. No access code required.

1 Password access. Access code required before
serial comms.

2 Callback. Controller will hang-up after a valid

connect sequence from the communications
device and ring the pre-programmed tele-
phone number.

Autodial ID

This may be set as any number between 0-9999 and is
recognised by communications software as a unique
account number for the installation.

Enter Dial Command

This is a set-up command sent by the system to the
modem before the modem dials out. The default
command for the 3GS Controller is:

AT EO V1 QO D

Enter tel. No. 1

This is the number dialled by the system when contacting
a remote location. This must not be left blank if dial
mode is non-zero.

If successful communications cannot be established, a
back-up number will be dialled (below).

Enter Tel. No. 2

This is the back-up number which is dialled if connection
is not established using the primary telephone number.
This may be left blank if a back-up facility is not required.



The commands detailed refer specifically to Multitech
modems. For other modem types, please refer to
manufacturer manual for equivalent settings.

Modem communications

The following describes important parameters and
modem settings required for high speed modem
configuration (9600 bps and 19200 bps) to the 3GS
Controller

The following tables show parameters to be set for
modem communication (in this case Multitech modem)
with Panelman / ED2000:

Normal settings:

Parameter Description AT Command(s)
Echo Turn echo off EO

Response Include connection speed in response X1

Verbose Modem responds in ‘words’ rather than code V1

Auto Answer Accepting incoming call after specified number of rings S0=1

Flow Control Both Hardware and Software based flow control must be disa- | &E3
bled

DTR Signal The PC will normally provide its modem with Data Terminal &D2 (PC)
Ready (DTR) signal. If this is not available the Modem will not
respond. &DO0 (Panel)

The panel doesn’t provide DTR, so its modem must be config-
ured to ignore this signal

High speed settings:

Parameter Description AT Commands
Max Speed Sets upper limit for incoming and $MB19200
outgoing speeds $SB19200
V.42 Error Correction | Disable Error Correction. This means | AT&EO
carrier signal will be established once
speed is matched
Data Compression Data Compression should be disa- AT&E14
bled
V.32 Terbo Tones For communication at 19200bps the | AT#VO
connection response CONNECT
19200 (rather than CONNECT
14400) is required. Not all Multitech
modems support this feature
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FORCE CALL

INSTALLER CODE _ _ _ _J @

Function:  This menu allows you to initiate a call from the 3GS to the telephone number
programmed in the Set data Formats menu or to the telephone number
programmed in the DM1200 menu.

(INSTALLER CODE _ ___ | @

[ FORCE CALL ’

v

COMMUNICATING...
PORT n

n = selected port.

v

The display returns to
date and time.

Additional Information

By selecting Force Call the 3GS will dial the connected modem’s primary telephone number [see page 8-58: Set Data
Formats] and establish communications with a remote PC. This could be used as a test function or to allow personnel

at a remote location to perform system maintenance using Panelman software. The 3GS serial port will already have
been configured and a DM1200 or modem connected.



SETUrP DM1200 (INSTALLER CODE __ __| @

Function:  This menu allows you to configure the Controller to communicate via the
Europlex DM1200 digital communicator.

(INSTALLER CODE ____| @

SET UP DM1200 ’

Select the port to which the

X By default, port 2 is
DM1200 is connected

configured for DM1200
communications protocol.

PORT 1 PORT2 PORT 3
unset............ half..........,, help

See "Check Before
Programming”

NO RESPONSE CHECKING...
PORT 2

DM1200 PROGRAMMER

I PRESS ANY KEY !!

DM 1200

Additional Information

DM1200: [See DM1200 Chapter 12, Page 12-11]
This menu gives you access to the DM1200 programming menus for configuration.
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USER SETUP INSTALLER CODE____]@

Function:  This menu allows you to set up users and user names. You, the installer, cannot
assign options to system users, this must be done by the Master User. The
Master User has all options, by default, and this cannot be removed.

[INSTALLER CODE _ @

‘ USER SETUP ‘

ID.S OPTIONS  NAMES

-

ENTER USER NO 3

I . :
To select displayed user AIterlnatlver key in user number or

scroll through users using UNSET
key. ‘
v v
Change ID Codes Assign Options Assign Names
| .
USER CODE ‘ UNSET 2 Key in a user \“X
4 NO name (see|/'\
"Typing Text).
M

MODE 6 ,D
@ To withhold an option
m
[owaneen 7]
USER SETUP ? @ 0 assign an option
SYSTEM LOG ?
HOUR ADJUST ?

INHIBIT MODE ? @To accept all data
v |
T .
‘ ENTER USER NO. 4 ‘Dlsplay shows next user number
7N\

@ to exit
8-64 #



Additional Information

ID Codes

The first step should be to change the master default
code (1020) by selecting “ID.S”. All system users should
be assigned codes in the same fashion. If required, the
user can assign his/her own code by using the “Change
ID” option (the master user must give the user this
option). An ID code must have 4 digits.

Note The 3GS has a “Duress” facility whereby in a crisis
situation a user may activate a silent panic alarm (no bells/
sirens and communication is initiated) by incrementing
their ID code by 1. For example if code is 1239, entering
1240 will generate a duress alarm. Therefore it is not
advisable to assign sequential codes (for example 1234,
1235) as the lower code cannot utilise the Duress facility.

Options

The system users can be assigned options as required.
Press YES to assign an option, NO to withhold and scroll
forward. When the options have been assigned press #
to accept. The next user number is displayed. When
scrolling through the user help menu, a user will only see
those options which have been assigned to

them.

If the “USER SET UP” option is given to a user, that user
may assign options to other users. However, the user is
restricted to assigning only those options they possess
themselves.

Names

Up to 23 characters may be entered for a user name.
This greatly enhances the interpretation of the system
log, identifying by name who set/armed or unset/
disarmed the system etc. When “NAMES” is selected, a
flashing cursor appears. Place the text overlay on the
keypad to identify characters and key in names as shown
in “Typing Text”.

As an alternative to the “User Set Up” option, codes/
options/names may be downloaded from a PC using
Panelman software.

The first option to be displayed is “Unset?”. To give a user
the option to unset/disarm the panel, press the YES key.
Continue in this fashion until the required options are
assigned and then press # to accept the data.

No. Name Code Options Restrictions/Uses
[ DEFAULT)

1 ENGINEER 1010 Engineer options only  Cannot assign or withhold options.

2  MASTER 1020  All options Cannot remove own options.

3 to 126 1030 None General users are assigned options by the Master User.

37 AUTOMATIC None None When the system executes an automatic time command it
is logged as User 37.

38 REMOTE None None Options performed via any of the systems serial ports are
logged as User 38.

39 INSTANT None None Reserved for dedicated function keys.
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AREA SETUP

INSTALLER CODE __

e ()

Function:

The Area Setup menu allows you to set the number of areas to be active in the

system and assigns Area Set/Arm and Unset/Disarm rights to the system users,
keypads to areas and programming area names.

Additional Information

The system currently allows for up to 32 areas, and can
be set/armed for any number of areas up to 32.

Setting the number of areas in the system is an installer
option only. The option to assign user rights to areas is
available to both Installer and Master User.

Providing the user with an area gives them the right to
set/arm or unset/disarm that area. However, the user
must also be given the PART SET user option for area set/
arm, and the HALF SET user option for area set/arm
[See - SOFTWARE SECTION: USER GUIDE CHAPTER 9].
This allows the user to be given the right to set/arm or
not set/arm an area. Installer’s are not allowed to set/arm
or unset/disarm areas.

Once the user set/arm or unset/disarm rights have been
assigned, they are effective immediately, so that
individual users will only be able to set/arm or unset/
disarm those areas to which they have rights. PART and
HALF keys are used for Area Unset/Disarm and Area
Setting/Arming. [See - SOFTWARE SECTION: USER
GUIDE CHAPTER 9]. Setting the number of area to 0 will
configure the system for no areas and PART and HALF
keys are used to PART SET and HALF SET the system.

Area Keypads

Use this option to assign keypads to areas so that
messages for individual areas can only be seen on the
keypads assigned to the area.

The system may be set up so that each area has a
keypad installed at a point convenient to the Exit/Entry
route. In this case, you should assign this keypad to the
area. Once assigned, the keypad will display only those
alert messages relating to that particular area, and when
the user is setting the system, will display the number of
that area first, allowing instant setting.

Alternatively, one keypad may be positioned at a point
central to a number of areas, for example Areas 5 and 7.
In this case, the keypad can be assigned to both areas,
and will then display messages for these two areas only.
When setting, the display will prompt the user to first
set/arm Area 5, followed by Area 7, and will then scroll
through the other areas configured.

When arming an area the keypad shows the current
area(s) to which the keypad is assigned. However, the
flashing cursor enables the user to key in the number of
any area instantly and set/arm that area, provided the

8-66#

muercone____] () (=)

o

USERS  KEYPADS DESCS
UNSET  PART HALF

(»

NUMBER OF AREA 24
‘ u 0 s/A\

Key in the number of blocks to be
active in this installation, e.g. 24

(%)

|
‘ ENTER USER NUMBER y ’2\

Assign Set/Unset rights to User 2
for each area in turn.

*)

AREA-2 NO?
Area Number 1
AREA-2 NO?

Use YES/NO keys to assign/deny rights

Area Number 2 ‘
The display then scrolls through
the rest of the areas configured

for the installation.
G?to return to the user prompt
|

‘ ENTER USER NUMBER/ﬁ ‘ Assign Set/Unset rights to User 3

for each area in turn.
to quit




user has setting/arming rights.

In the example shown, the keypad has been assigned
to Areas 5and 7.

This keypad will now display messages for Areas 5
and 7.

AREA UNSET
Area Number 5

AREA UNSET
Area Number 7

Zones and doors that are open in the areas assigned
to a particular keypad can be displayed at any stage
by pressing the * key.

Private Mode

The private mode feature prevents two separate users
from configuring the system at the same time. When
one system RKD is in use, an attempt to key in at any
other system the RKD will produce the message:
System Busy... Please Wait. The keypad continues to
display this message until the user at the other keypad
has finished, when it returns to normal day/date/time.

Area Descriptions

Like 3GS zones, doors or cards, system areas can be
given individual descriptions for ease of identification.
Descriptions are entered by entering text. [See page
8-2: Typing Text]. Once entered, the description is
effective immediately and is given in any alert
messages, log entries and printed reports.

Printing Area Information

When you exit the Area Setup menu, you are
prompted to Print Area Options? and to Print Modes?

When you print Area Options, the resulting report
details the user area rights, number and name of
system users, areas assigned to keypads, and total

number of areas in the system. The Print Modes option
will give a report on the current status of each area on
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keypad

.

ENTER NODE NO./ 4

Enter the node number of
the keypad to which you

®

want to assign areas.

By default, the node
number of the keypad you
are currently using will be
displayed.

AREA-1

Area Number 1

No? ’Assign area(s) to this
keypad using the YES/NO

()

keys

AREA-5

Area Number 2

®

AREA-7

Area Number 2

YES?

®

the system.

Areas 5 and 7 have now
been assigned to this

The display then scrolls
through the rest of the

<# to return to node prompt when finished



EDIT OuTPUT DATABASE (INSTALLER coDE ____] (e ()

Function:  This menu allows you to map an output function to an output number (1 - 255).

(sercone___ o) o) o)

EDIT OUTPUT DATABASE
@ to scroll forward

STANDARD ? to edit the
@ to scroll back . standard outputs

AREA ENTRY/EXIT 2 to edit the Area

E/E outputs
I
AREA SET ?

efc.

|
AREA ALARM ?

I
AREABELL ?

T
AREA STROBE ?

T
AREAFAIL TO SET ?

I
AREAFIRE-X ?

I
MISCELLANEOUS ?

|
AREA WARNING ?

I
AREA DETECTOR RESET ?

T
DOOR FORCED ?

DOOR LEFT OPEN ?

|
PRINT OUTPUT DATABASE?

@D ®E®®E®»E®®®®®®®

Additional Information

In a complete 32-area, 64-door system, each area will require an output for the following events: Area Set/Arm, Area
Fail to Set/Arm, Area Alarm, Area 10-minute Warning, Area Detector Reset, and also (depending on the device type
device in use) Area Strobe, Bell or Fire-X.

Given the limit of 255 different output numbers, it will be necessary to customise the output list to suit individual
systems. For example, if the installer wants Area Fails To Set/Arm condition to drive the system buzzer, and all Areas are
programmed in the same way, then the output types Area 1 to Area 32 Fail to Set/Arm (by default outputs 144 to 175)
may all be given the same output number 8. In this way, an Area Fail to Set/Arm condition in any area will result in
activating the system buzzer.

If there are 30 doors on the system, the Door Forced condition for all 30 doors may be set to the same output number,
for example number 7 Internal Bell, and so all doors will respond in the same way when forced.

In the default output list, outputs 110 and 250 to 255 are unassigned. Certain output types have been given a zero
default value. The table below lists all available output types and their current values. The sub-menus divide the
outputs into standard, Area exit/entry, etc.
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Menu . Menu
. Function .
option option
Standard Intruder 1 Area Fail to Area 1 to Area 32 Fail to 144 -
Set/Arm Set/Arm 175
External Bell 2 Common Area Fail to Set/ 176
Arm
Panic 3 Area Fire-X Area 1 to Area 32 Fire-X 177 -
208
Full Set/Full Arm 4 Common Area Fire-X 209
Fire 5 Miscellaneous | PIN Code Alert 210
Tech 6 PIN Code Duress 211
Internal Bell 7 Installer On-Site 212
System Buzzer 8 Line Fault 213
Verified Alarm 9 Raid Camera 214
Modem 10 Photo Entry 215
Area Exit Exit/Entry Area 1 to 32 11-42 Suspicion 216
Entry
Common Area Exit/Entry | 43 Unset Local 250
Area Set/ Area 1 Set/Arm to Area 44 - 75 Duress 251
Arm 32 Set/Arm
Common Area Set/Arm 76 Area Warning | OArea 1 to Area 32 10m 0
warning
Area Alarm Area 1 Alarm to Area 32 | 77 - OFull Set/Full Arm 10m 0
Alarm 108 warning
Common Area Alarm 109 Area Detec- OArea 1 to Area 32 Det. 0
tor Reset Reset
Area Bell Area 1 Bell to Area 32 111 - O Common Area Det. 0
Bell 142 Reset
Common Area Bell 143 Door Forced ODoor 1 to Door 64 0
Forced
Area Strobe | Area 1 to Area 32 Strobe | 217 - Door Shunted | ODoor 1 to Door 64 0
248 Left Open
Common Area Strobe 249

0: The output type has not been given a default value.
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RADIO PA ASSIGN staLLeR cove ____] nonr)( %)

Function:  This menu allows you to setup radio panic attack button units on the system, assign
descriptions to these units and allocate options to each one.

(INSTALLER CODE __ __| @

‘ RADIO PA ASSIGN ‘

RPA'S DESCS  OPTION
Unset Half Help

RPA’'spDescs] @

Additional Information

RPA: [See Page 8-71]
These units must be learned onto the system and assigned an RPA number to function correctly. Each RPA button unit
has a unique number encoded into its memory for identification.

Descs: [See Page 8-72]
This is a 23 character text message for the RPA user name or RPA location.

Options: [See Page 8-73]
Each RPA can be assigned a set of options based on the button combinations.



RADIO PA ASSIGN® RPA’S

Function:  This menu allows you to put an RPA unit on the system.

RPA NO Sample Serial NO to scroll forward
\ | through zones
o RPAL  -> 0123456789 ‘ to scroll back
g;ﬁl:)llteDescnptlon RPA1 through zones
In this example Radio PA- Cg ]
0123456789 is assigned as UNSEJ To re-assign as RPA 2

RPA 1.

Display shows il

RPA2  -> NOT ASSIGNED ‘

Press top button on
Radio PA-0123456789
and display prompts:

REASSIGN... YES/NO

Q

RPA2 -> 0123456789 ‘

ASSIGNED TO RPA 1 ‘

Display shows

Radio PA - 0123456789 is
@RT now assigned as RPA 2.
RPA 1 is now unassigned

‘ RPA1  -> NOT ASSIGNED ‘

RPA 1

@ To clear an assignment,

Additional Information

Each Radio PA (RPA) unit is encrypted with a unique ten-digit serial number. The 3GS Controller uses this serial
number to identify the RPA. In order for the system to recognise individual units, it is necessary to assign an RPA
NUMBER to each unit from 1 to 126. This is achieved by selecting the “RPAS” option and pressing any RPA button.
The RPA’s serial number is displayed along with an RPA number. RPA numbers may be reassigned if required.
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RADIO PA ASSIGN® DESCRIPTIONS

Function:

This menu allows you to program a RPA description.

EDIT RPA DESCRIPTION

_@

ENTER RPA NO. 1 Scroll to the RPA you wish
RPAL to enter a description for.

to scroll forward
through zones
to scroll back

ENTER RPA NO. 3 through zones
RPA3

4@_

o

N Type in R_PA Description up
/gg:g toa maximum of 24
characters using the method
shown in Typing Text at the
start of this chapter.

(3 )—

When complete.

Additional Information

An alphanumeric description of up to 24 characters (i.e. RPA user’s name) may be assigned to each RPA unit after it has
been assigned an RPA number. This is achieved by placing an overlay card on the numeric keypad and inputting char-
acters from within the “DESCS” menu option. A default description (based on the RPA number) will already exist, e.g.
RPA 1. Edit this description using the method described in Typing Text at the start of this chapter. Alternatively, descrip-
tions can be entered using Panelman



RADIO PA ASSIGN® OPTIONS

Function:  This menu allows you to setup RPA options for each unit.

» IMPORTANT : By default, the RPA
units have NO options and therefore

will NOT operate until options have s Y
been assigned as YES.

ENTER RPA NO. 1 to scroll forward
RPA 1 through zones
to scroll back

. through zones
Scroll to the RPA you wish g

to assign options for. (#)
RAID NO? | The system displays the
RPA 1 first option for RPA 1
DELAYED RAID NO?
RPA 1
1
RAID CANCEL NO? @ To assign an
RPA1 . option
SUSPICION NO? i
RPA 1 @ To deny an option
(or leave at

PHOTO ENTRY NO? default
RPA 1

To accept these options
E';‘/IEZR RPANO. 2 The next RPA number is displayed

Continue to assign options as
shown above

@ to exit

Additional Information

There are currently six programmable options which provide an arrangement of uses for the RPA buttons. Individual
buttons (or a combination of buttons) can be assigned an option within the Radio PA Set Up menu, provided it is
granted to the RPA unit within the Options menu first. For example, on RPA units, if the left button is required to acti-
vate a Delayed Raid option, and the right button is to activate Raid Cancel, both of these options must be granted to the
individual RPA unit concerned. By default, RPA’s are assigned no options and therefore failure to assign options as
described means the units will not operate. As up to 7 different button configurations may be obtained by pressing the
buttons singularly and as combinations, all seven options may be assigned to each RPA unit. Details of these options
are given overleaf.
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Raid

The Raid option causes an instant silent alarm. When selected, this option turns on the Panic and Raid-Camera outputs
and triggers the pager units immediately. NO alert appears on the RKD until a System Unset/Disarm is performed,
whereby a ‘Radio Panic Alarm’ is displayed along with the RPA description that triggered the alert. The action is
recorded in the system log.

Delayed Raid

This option operates identically to the “Raid” option except that the activation of the Panic output is delayed for 90
seconds. This provides the opportunity to cancel the panic output (assuming the “Raid Cancel” option has been
granted) and therefore prevent consequent action, e.g. central station communications.

Raid Cancel

This option resets the Panic and Raid-Camera outputs provided it has been selected within 90 seconds of the Panic
output being triggered. The pager units are triggered and the action is recorded in the system log. The user must still
unset/disarm the system to clear the Panic alert messages.

Suspicion

When selected, this option turns on the suspicion output (which will, typically, activate the same camera as the raid
camera output) and triggers the pager units immediately. A suspicion alert is displayed with the RPA description that
triggered the alert and is recorded in the system log.

Photo Entry

When selected, this option turns on the suspicion output for approximately 5 seconds which will activate a CCTV
camera and record personnel entering the premises.



TIME ADVANCE

INSTALLER CODE __ _ _} @

Function:  This menu allows you to advance the time on the 3GS.

(ENGINEER CODE __ __ |
|

‘ TIME ADVANCE ‘

‘ FINISHED ‘
The system clock has now
been adjusted to 5 seconds
before the next pre-set time
command.

v

TUE 02JAN6 00:04:20 Display shows adjusted

date & time

Additional Information

This option will advance the system clock to five seconds before the next pre-set time command. This is useful when

testing or demonstrating the operation of such time commands. The option is available to all users with the “Date/Time
Adjust” option.
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LITERAL EDIT AND HOLIDAY SCHEDULER

INSTALLER CODE _ _ _ _

)

Function:
alarm operation.

Print Option

The option to print all literals
or only those which have
changed is given on exit.

to exit @

PRINT LITS ?

to exit %To prin

PRINT ALL LITS ? l

©

Only literals All literals
that have been are printed.
edited are

printed.

This menu allows you to change system literals and schedule system holidays for

(ivstaen cove____) (6ne) (s

!

Edit Literal
|

A
7N\

EDITING LITERAL NO. 2

Key in the new text to
appear in the literal

eg Literal 177 which
contains the text
"Zone Tamper
Alarm", :

ZONE TAMPER ALARM
EDITING LITERAL NO. 177

LIT. EDIT. HOL. SCHED
Unset Help
XXXXX BYTES FREE
‘ HOLIDAY SCHEDULER
where x = available
RAM space v FRI MAY 01 TYPE 00
LITERAL : 1
‘ /1IN
Key in a literal
number, eg. 2
LITERAL NUMBER ___ @
FRI MAY 01 TYPE 00
‘ LITERAL : 2
‘ EDIT COPY  DEFAULT ‘
A,
‘ FRIMAYO1  TYPEOL
v
Copy Literal Default Literal

to select a source literal

_@7

|
COPY LITERAL 1
/|\

(the preceding literal is
always displayed)

If you wish to select anothe
literal as the source literal,
key in a new number, eg:
Key in @@@ 10
The contents of literal 10 is
now copied to literal 2.

LITERAL : 3
/1N
number

Display shows next literal

Key in the
holiday number
to be assigned
to the selected
day.



Additional Information

Literal Edit

WARNING: This function is for advanced users only
and any modifications to literals may compromise the
operation of the system.

Submenus are:

« Edit Allows entry / deletion of characters.

o Copy Copies strings and thus avoids repetitive
typing.

o Default Returns literals to original state, i.e. after a
Cold Start.

Edit
This function allows the changing of the literal selected.

The content of the literal is displayed. If the literal is
empty of text the display will be blank.

Copy
This function will copy the contents of one literal (source)

Issue 01 Feb 2000

into another (target). The contents of the target literal will
be overwritten. The literal that is displayed before
selecting the COPY function is the target literal.

Default

This function returns a literal to its factory default
settings.

Holiday Scheduler

Holiday types are configured within the system literal file
and are identified by a 2-digit number.

To assign, use the UNSET/PART keys to select the
relevant day, and the HALF key to select the correct
month. Key in the type number and press #.

The holiday is now set.

Literal Edit and Holiday Scheduler # 8-77



COMMAND MODE INSTALLER CODE____]®

Function:  This menu provides you with direct access to the power of the command string
interpreter.

(INSTALLER CODE _ ___] @

COMMAND MODE ’

\T/
A
7N\

Enter command to execute.

Display returns to Date & Time.

Additional Information

WARNING: This function is for advanced users only and any modifications to literals may compromise the
operation of the system.

When a command string is entered, the 3GS will execute it immediately. Should an error occur during the execution,
a "SYNTAX ERROR" message is displayed and the command string aborted.

Any command string up to the maximum length of 127 characters may be entered. A blank display is presented each
time, but the most recently entered string is stored in literal 498. The most commonly used and simple commands
are for direct control of the system outputs.

For example:

S2 Will set output 2, both the on-board relay and any other node outputs assigned as output 2.
R2 Resets the same output.

B1841 Will generate an unused RKD sound pattern.

BO Will turn off the RKD buzzer.



SOFT START INSTALLER CODE____}@

Function:  This menu allows you to reset the 3GS system.

(INSTALLER CODE _ _ _ _] @

ARE YOU SURE ? ’

@

RKD 21/10 0000000031
V02 10MAY95 001 1 2

I
3GS 200 V1.00 20 NOV 95 ’

3GS -0S V1.30 20 NOV 95

UPDATING DATABASE

ENTER NAME/ ADDRESS

% Key in Name/Address
/1N (see "Typing Text")

SOFT START ’

INITIALISE NODES ? ’

> ®

To reinitialise
ringnet

PSU TYPE = 4AMP

BUSY... RE-SHEDULING

MON 24JUL95 15:15:20

Additional Information

A Soft Start is a system requested reset which does not remove any programmed data. When selected, the keypad
buzzer sounds and the display prompts “ARE YOU SURE?”. Pressing NO returns the system to stand-by mode. A soft
start alert message is generated and this must be accepted in the normal fashion [See page 8-81: Accept All Alerts].
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UNSET/RESET (INSTALLER CODE____}@

Function:  This menu allows you to disarm the system and put the 3GS into Unset mode
(i.e. normal daytime operation). When selected, all system alarm outputs are
reset. This option is only available to the installer in Unset mode. This means
that the installer cannot unset/disarm the system but can use the unset function
to reset system outputs.

Enter the premises via the
correct entry route.

The entry buzzer will
sound.

[INSTALLER CODE _ _ _ _j @

‘ USER CODE ???? ’

‘ WAIT... ’

‘ UNSET

System goes into Standby
mode and display shows

\ 4
MON 01JAN96 15:15:20 ’

Additional Information

Unset/Disarm Mode

When in Unset/Disarm mode, the display alternates showing the date & time along with any system warnings or alert
messages. An open zone will have its description displayed, however the zone state “open” is not indicated.

Zones which are in a TAMPER or DISCON (disconnected) condition will cause both the zone description and zone
state to appear on the display. An alert message is generated, buzzer sounds, and an alarm is recorded in the system
log. Pressing the ENTER key in this mode causes the display to skip quickly through the various messages.

Unsetting/disarming the system also starts a battery test and will cause any battery problems on the system to be
reported.

Note The installer code (default = 1010) is only valid when the system is in unset/disarm mode.



ACCEPT ALL ALERTS s cooe___)(2)

Function:  This menu allows you to clear all alert messages from the display.

(INSTALLER CODE ____| @

1 ACCEPTED ‘

FRI 30JUL99 12:15 PM ‘

The number of alerts cleared is shown
temporarily before returning to the day,
date & time

Any number of alert messages
may be accepted using this
method, eg:

FRI 30JUL99 12:15 PM
CODE ENTRY TIME OUT

FRI 30JUL99 12:15 PM
*xk A | ARM***

FRI 30JUL99 12:15 PM
++CALL SERVICE++

(INSTALLER CODE____| @
|

‘ 3 ACCEPTED ‘

FRI 30JUL99 12:15 PM ‘

Additional Information

Alert messages are flashing messages displayed to alert the user that a particular condition exists/existed on the system.
Alert messages must be accepted, as shown in diagram above. This will remove the message and silence the buzzer.
When the alert accept option is selected, all alert messages which are currently displayed are accepted (removed).

If the condition that caused the alert message still exists, a steady warning message will remain on the display until the
condition indicated no longer exists.

Entry to the ALERT ACCEPT option is not logged but acceptance of any alert message is logged along with the identity
of the user.
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EDIT TIME COMMANDS INSTALLER CODE ___

Jen(x)

Function:  This menu allows you to edit the execution times of automatic time commands.

{INSTALLER CODE ____] @

‘EDIT TIME COMMANDS ‘ Key in new time
command (24-hour

\Vﬁ
02:00 /[ SUNDAY HOUR]
/\

Press Press

OO

to backspace.| to move forward.

%4700 /[LOG DUMP]% Display shows next time
71N command

I
54/: 00 /[AREA1 10M WA
71N\
TO
NV
24:00 /[AREA32 10M WA
7N\
T/ l
4:00 /[FULL SET 10M
7N
[
%/
4700 /[L.W. AREA1 WA
7\
TO

!
24700 /[LW. AREA32 WA
71N\

v
24’00 /[HUA TEST SAT
7\

YW 00 /lLw. FULL SET
7\
|

1
4”00 /[SIATEST CALL
/1N

‘ FINISHED ‘

System then prompts you to
print time commands

‘ PRINT TIME COMMANDS ? ‘

‘ PRINTING... ‘

|

Display returns to Date & Time.
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Additional Information

An automatic time command is a programmed
command string which instructs the 3GS to execute a
function at a pre-set time. For example, the system could
be instructed to automatically FULL set at 18:00.
Modification of these commands is normally performed
using the “Literal Edit” function and should only be
undertaken by experienced installers. This mode is a
simplified “time command edit” function which allows
the user to modify the TIME at which the action will
occur without allowing alteration of the command. The
new time must be valid (24-hour format) or the
procedure will not continue. After adjustment is made
the ENTER key should be pressed to program the new
time into the system.

Movement forward and backward through the time
strings is provided by the UNSET and PART keys.
SUNDAY HOUR

Checks for Hour change on Sundays.

LOG DUMP

Sets dial-out variable for system to dial a remote PC/
Printer.

AREA 1 10M WARN to AREA 32 10M WARN
Automatic arming commands for Areas 1 to 32.

These commands (one for each block) start a 10-minute
warning time (to inform people that they must leave the
building) after which time the relevant area will arm. Half
way through the 10min warning time the keypad buzzer
pattern will change to indicate 5 minutes left. At the end
of this time the area will set/arm automatically.

The standard Automatic Set time command can be
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cancelled by unsetting/disarming the area within this 10
minute warning time.

BATTERY TEST

This command sets a time (1 per day) at which an
automatic battery test will be carried out.

FULL SET 10M WARN

Automatic arming command for the full system. Works in
the same way as the Area 10-minute Warning but in this
case the full system will arm.

Late working time commands

These commands allow for late working on the premises.
They will arm the system/area if the first arming time
command is cancelled. These are:

L.W. AREA1 WARN to L.W. AREA32 WARN
L.W. FULL SET WARN

For example AREA1 10M WARN may be set/armed to
7pm and the L.W. AREA1 WARN set/armed to 9pm.
Normally the first time command would arm the area 1
at 7pm. However, if the user cancels the first time
command so that he/she may work late then the first
time command is ignored and the system will be armed
by the second time command at 9pm.

Late working time commands should only be used for
areas that have to be set/armed by a certain time.

SIA TEST CALL

Sets a time at which the DM1200 will send SIA messages
to the Central Station receiver to ensure line integrity.
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|NH|B|T MODE INSTALLER CODE ____

)()

Function:  This menu allows you to temporarily isolate troublesome zones/doors, which
may be preventing the system from setting. It is important to be aware that
zones/doors which are inhibited will only report a Tamper or Discon state i.e.
Open and Closed states are ignored.

(INSTALLER CODE__ __|

‘ INHIBIT MODE ‘
‘ ZONES DOORS ‘
UNSET HELP
i | |
INHIBIT FROM 1 INHIBIT FROM 1
/N AN

ZONENUMBER __ @ DOOR NUMBER __ _ @

z INHBTTO 1 NHBTTO 17
[ /7N /N
Ef
oy
Q
g ZONE NUMBER _ _ _ @ DOOR NUMBER @
E
=
= n INHIBITS ‘ n INHIBITS ‘
Display returns to Date & Time. Display returns to Date & Time.
v
To Clear Zone Inhibits To Clear Door Inhibits
‘ CLEAR ALL INHIBITS ? ‘ ‘ CLEAR ALL INHIBITS ? ‘
‘ CLEARED ‘ ‘ CLEARED ‘
Back to inhibit zones Back to inhibit doors



Additional Information

Inhibiting

Inhibiting a zone/door prevents openings and closings
having an effect on the system. If zones/doors have been
inhibited, on selection of FULL set mode, a message will
indicate how many are inhibited.

Selection of this option is logged by the system and an
asterisk appears beside the log entry to indicate the zone/
door has been inhibited manually (zone/door may also
be inhibited via literal commands). The identity of the
user to select the option is also logged.

The INHIBIT function can be re-entered any number of
times to inhibit more zones/doors, existing inhibited
zones/doors will not be affected.

Issue 01 Feb 2000

Clear Inhibits

To clear inhibits, re-enter Inhibit Mode using the installer
code followed by the NO key. You are prompted to
select zones/doors. Once selected the message “CLEAR
ALL INHIBITS?” will appear in the display. Press YES to
clear the inhibited zones/doors. Press NO to inhibit more
zones/doors. Inhibits are automatically removed after
performing an unset/disarm from FULL SET mode.

Note Zones/doors can only be inhibited when the Inhibit
attribute has been set to YES.

Inhibit Mode # 8-85
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WARNING

While this system is an advanced design integrated security system, it does not offer guaranteed protection against
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failure to warn for a variety of reasons.

Therefore, good installation practices, thorough testing and regular maintenance by the installing company and
frequent testing by the user are essential to ensure continuous satisfactory operation of the system. It is recommended
that the installation company offer a maintenance program and instruct the user with the correct procedure for use and
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INTRODUCTION

This manual is intended as a quick reference User Guide for the 3GS System.

User Menu

The User Menu, by which the user programs the system, is accessed via the keypad by keying in your User Code plus

T 0000 + =0

This will allow you to choose one of the menu options available.

Display

The 3GS system has a two line by 24 character LCD display e.g. BLER e

When you are navigating through the Help menu:
e The first line shows the option
« The second line shows how to directly select the option without using the Help function.

Alert Messages

When in normal operation, the system will display the day, date and time on the first line of the display. The second
line will flash any recent system events or information (such as a fault with one of the fuses or battery, or an alarm
condition).

If the condition continues, e.g. Battery Problem, the message displays steadily instead of flashing. This message will
continue to display until you remove the message. [See page 9-6: Accept All Alerts].

If the system is in Full Set/Full Arm mode [see page 9-9: Full Set], the message will display steadily and the buzzer will
also sound.

Pressing the @ key will give information on the areas/zones affected.

These messages can be removed from the display (and the buzzer silenced) using the Alert Accept procedure.

Keypad Private Mode

The 3GS is designed to allow only one user at a time to operate the system.

If the display shows: ?ﬁ[ﬂ’g?ﬁ% when you attempt to use the keypad, this means that a user is

operating the system at another keypad. Wait until the system is free before attempting to use the keypad again.

Year 2000
All 3GS systems are Year 2000-compliant.

Alarm Duress Code

3GS has an in-built Alarm Duress Code feature, which allow you to trigger a silent Duress alarm by simply keying in the
first 3 digits of your code, and then the fourth digit plus 1. For example, if your code is 1234, then by keying in 1235
you will trigger a Duress alarm, which will not display on the panel and will not sound an alarm, but will send a trigger
directly to your central security station.

Issue 01 Feb 2000 Introduction # 9-1



3GS SYSTEM KEYPAD/DISPLAY

LED Steady

@ AC Mains Supply Present
© System Warning Message

LED Flashing

AC Mains Supply Failure

System Alert Message

L UVED 200CT99 00:00:01

\\
Communications Lost ° Communications OK *** \w o
- )

® Sormntaloy e 3, =2 2 9 e
Communications Problem 2 @ 0 © @ @ o
(fliashes off TWICE every 2-3 seconds)

I LD @ @ ®oses
UNSET PART HALF FULL HELP @
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SHIFT
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MENU OPTIONS

The system is programmed using the Help menu options:
In sequence, you can use these menus to:

o Disarm the system and reset all warning devices

« Remove system display messages and silence the buzzer

e Part set the system and Unset/Disarm an area

o Half set the system and Set/Arm an area

e Full set the system

e Reset the system following an alarm

e Set the system date and time

e Change existing user codes

e Set up new users

e Setup anew area system

e View system log

o Adjust the system for summer / winter hour change (daylight saving
time)

e Isolate a troublesome zone that is, for example, preventing the
system from arming

All of these options are accessed by entering your CODE followed by the
HELP key.

Your installer will have configured your own unique CODE, which will
allow you to display and scroll through the options available to you.

BQ\ \

—~— (//“/

o

R - N\

<

An option is selected by pressing the YES key

Use the UNSET key to move to the next option

PART (Q(\
N \\

5
4

Use the PART key to move back

To exit without selecting an option, use the NO key

[ />A°
<

~7
4
Note Only options which have been assigned to a user are displayed. The
Master user will have all options.
Once the help routine is entered a selection must be made within 90

seconds, otherwise the system will exit from this menu.

Note The hash button @ acts as an ENTER key for the keypad.
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USERCODE ____

and press

()

SELECT AN OPTION...

——

UNSET/RESET ?
code + Unset

ACCEPT ALL ALERTS ?
code + 0

PART SET ?
code + Part

HALF SET ?
code + Half

FULL SET ?
code + Full

CODED RESET ?
code + shift shift 1

MODE 5/6/7/8/9

SET DATE/TIME ?
code + shift 9

CHANGE ID ?
code + shift 0

USER SETUP ?
code + shift Unset

AREA SETUP ?
code + shift shift 2

RADIO PA ASSIGN ?
code + shift shift *

SYSTEM LOG ?
code + yes

RADIO PATEST ?
code + shift shift 0

SETUP CARDS ?
code + shift shift Yes

CARD INFORMATION ?
code -+ shift shift 4

MANUAL DOOR CONTROL ?
code + shift shift 7

HOUR ADJUST ?
cade + shift Help

EDIT TIME COMMANDS ?
code + No
1

INHIBIT MODE ?
code + shift *

i

C%(%E%C%@@C%@@@@@@

To scroll
forward: : back

(=]

'\)’4

o\n

& @& @ &

The MODE menus
are reserved for future
engineering use

~
=
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NAVIGATING THE HELP MENU

To navigate the Help menu options use the UNSET, PART, YES, NO, @ keys.

Their functions are explained below.

Help Menv Entering Numbers
There are two methods of entering numbers. Both methods
The first option in the Help Menu is shown: can be used as is shown for the "Set Minute" example below. A
N flashing digit will prompt entry:
UNSET / RESET ?
code + unset 71N

Xtz
SET YEAR: ‘/1/993
. - |
The following keys are used for help menu navigation and
selection:
Key in digits directly

To move forward through menu options.
@ ve ugn menu opi The more direct method is 1o key in the digits as shown,

To move back through menu options. Eg : @@ followed by @

@ To select an option.

To exit the menu.
Correctlion can be carried out using : @ to move back and
Moving through Options @ to move forward.

If you make a mistake (before pressing #) :

After changing a number, press @ to move forward. Then re-enter the correct digits followed by:@
When viewing options that do not require input: . .
Three way display options
@ To move forward. Cerlain displays will present three flashing sub-options. Sub-
option selection is determined by position on the display:
@ To move back.

Option left = UNSET key on the extreme left.
. . Option right = HELP  key on the extreme right.
Answering a question Option centre = HALF  key in the centre.

On the following display, the flashing *?" implies that the
system is waiting for an answer:

Ny = Z ’a
Full Set ? CARDS—OPTIONS-PASS/VOID—
/N ~ N iy

Press@ oras required. @ \A: @ () @
Pressing any key other than @will be interpreted as NO.

To Select To Select To Select
Cards  Options  Pass/Void

The options shown below display when you select 'Setup Cards 2":

Yes / No Options

If an option is presented with YES or NO displayed
underneath, select as follows:

<tz
UNSET 2
NO /N

@ To select Yes.
To select No.

The system will automatically move to the next option.

When complete press@ to accept all data input.



UNSET/RESET

OOO® =0

Unsetting/Disarming the System

Select the Unset/Reset option to disarm the system when you enter the
premises, or to cancel alarms, bells etc. after an alarm activation.

This will put the 3GS into Unset/Disarm mode (i.e. normal daytime
operation). The system alarm outputs (buzzers etc.) which had been
activated are reset to normal.

After an Alarm Activation

After an alarm activation proceed directly to the control panel enter the
code and press Unset.

The display will show: | WAIT --

Followed by: UNSET

followed by the cause of the alarm, i.e. which zone has been opened.

Example:

Alarm alert message:

Wed 30 JUL 98 09:00:23
ALARM

Zone alert message:

Wed 30 JUL 98 09:00:23
OFFICE DOOR

These messages will be flashing.
To clear flashing (Alert) messages follow "Accept All Alerts"

Issue 01 Feb 2000

Enter the premises via the
correct entry route.
The entry buzzer will sound.

Display will be blank :

Key in
USERCODE ____ @

USER CODE ????

WAIT...

UNSET

System goes into Standby
mode and display shows:

FRI 010CT99 15:15:20



ACCEPT ALL ALERTS

OO @

Alert messages are flashing messages displayed to alert the user that a
particular condition exists/existed on the system.

Accepting the alert will remove the message and silence the buzzer. When
the Alert accept option is selected, all alert messages which are currently
displayed are accepted (removed).

If the condition that caused the alert message still exists, a steady warning
message will remain on the display until the condition indicated no longer
exists.

MAINS POWER

PSU FUSE BLOWN

BATTERY PROBLEM

ID SECURITY ALERT

TIME ADVANCE

ZONE TAMPER ALARM

xx PANIC ALARM #%

s ALARM sk

SOAK ZONE TRIPPED

xx% F|RE | x4%

+++ CALL SERVICE + + +

wxx DURESS ALARM %

FIRE DOOR OPENED

ENTRY TIME-QUT

CALL NOT ANSWERED

TEL. DATA ERROR

CANCEL HOUR CHANGE

STACK ERROR

LOG CORRUPTED !

RAM FILE CORRUPTED !

BACK TAMPER

LID TAMPER

NODE LOST

COMM PORT 1 OFF

COMM PORT 2 OFF

NODE RESET

IR ACTIVE

MEMORY ERRCR

POWER LOW

FUSE BLOWN

AUX OVERCURRENT

BHO TAMPER

PSU FAIL

PSU OVERCURRENT

SERIAL PORT FUSE BLOWN

ODES x - > x DUPLICATE SER#

CABLE FAULT

ALERT ACCEPT is logged along with the identity of the user.

Some examples of Alert Messages

Power Supply Unit mains voltage (220Vac) removed.

Power Supply Unit "controller board" fuse blown.

Back up battery supply removed / interrupted.

Invalid ID code entered (3 attempts).

Time advance option selected.

Zone tamper circuit activated.

Panic Alarm activated.

Normal Alarm activation.

Soak Zone Activation.

Fire Zone Activation.

"Engineer Reset required. System can not be FULL sef until resef variable is set to 1.
Duress option selected.

24-Zone "Fire X" opened.

System "Unsef" was not selected before entry time expired.

DM1200 digital communicator dialled programmed number - no reply.
Communications  transmission unsuccessful.

Hour change option selecied and then re-selected to cancel.

System software error.

System log corrupted.

RAM data corrupted.

Control Panel back tamper switch open.

Node lid tamper switch open.

No communications on noede comm. ports 1 (IN) or 2 (OUT).

No communications on node comm. port 1 (IN).

No communications on node comm. port 2 (OUT).

Node PROM has been reset - Inputs / Qutputs must be reprogrammed.
Communications between node infra-red port and Hand-Held Terminal.
Node PROM data corruption.

Node supply voltage below 9.9vdc.

Node fuse blown.

The auxiliary current drawn from the node has exceeded 2Amp limit.
Bell Hold Off tamper activated.

PSU failure -return to supplier

Current drawn from PSU hasexceeded the programmed limit
Controller serial port fuse blown.

Node serial number duplicated - return node to supplier.

Cable fault on ringnet,

To accept (remove) the alert
message (s) enter the following:

USERCODE ____ @

from user help menu

A4

1 ACCEPTED

MON 040CT99 15:15:20

Any number of alert
messages may be accepted
using this method, eg:

MON 040CT99 15:15:20
ENTRY TIME OUT

MON 040CT99 15:15:20
*% % ALARM * * %

MON 040CT99 15:15:20
++CALL SERVICE ++

USERCODE ____ @

3 ACCEPTED

MON 040CT99 15:15:20



PART SET/UNSET INDIVIDUAL AREA

clololcicaely

Your system will be set up as either:
e astandard alarm system with one alarm area, or

e amulti-area system, with up to 32 separate alarm areas
within one.

A standard alarm system is set/armed using the Part, Half, and
Full procedures.

The Part and Half options are used to unset/disarm and set/
arm individual areas within the multi-area system.

Part Set

With a standard alarm system, you can isolate particular areas
of the premises and set/arm these areas independently of the
rest of the system.

Part Set allows you to protect the perimeter of a premises
while allowing free movement through the exit and access area
(e.g. from door, hall).

This would typically apply to the day or evening operation of
the system when people are on the premises and using the
common exit. There is free access to the areas being used while
the rest of the building is armed.

System is in Standby Mode
showing Date/Time :

from user help menu

>
MON 040CT99 15:15:20

Key in

NOT SELECTED...

Note: This message indicates
that the system is being
prevented from setting. An
Open zone or Tamper fault will
not allow the system to set.

A display message will identify
the cause of the fault and you
must clear the fault before
attempting to PART set the
system or unset an individual
area.

On a multi-area system,
press to identify the
fault.

>

WAIT...

PART SET

System goes into PART SET
mode and display remains

blank:

There are no entry or exit times associated with this mode and protection is applied instantly.

The display remains blank and will only change to show alert and warning messages.

If selected while entering the building while the entry timer is running, the entry mode is cancelled and the buzzer is

silenced.

o If selected by mistake refer to “Unset/Reset”.
« If unable to set/arm refer to “Unable to Set”.
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HALF SET/SET INDIVIDUAL AREA

OOO® =1

///
HALF Set is used to provide full perimeter protection (including
exits) when people are on the premises and all exits are locked,
i.e. late working operation.

A\

This mode immediately arms the perimeter and the Exit zones,
i.e. no exit timer applies.

If selected when entering the building, the entry mode is
cancelled and the buzzer is silenced.

o If selected by mistake refer to “Unset/Reset”.
« If unable to set/arm refer to “Unable to Set”.

System is in Standby Mode
showing Date/Time :

>
»

MON 040CT99 15:15:20

Key in

from user help menu

»

NOT SELECTED...

Note: This message indicates
that the system is being
prevented from setting. An
Open zone or Tamper fault will HALF SET

not allow the system to set.

A display message will identify

the cause of the fault and you System goes info HALF SET
must clear the fault before mode and display remains
attempting fo HALF sef the blank:

system or set the individual area

WAIT..

On a multi-area system,
press to identify the
fault.



FULL SET

Glololclryely

This option will set/arm the entire system. Ensure that all zones
(doors, windows, etc.) which are not on the exit/entry route
are closed.

Exit Sequence

Enter your user code and press FULL. Leave via the exit route.
The buzzer will stop at the end of the exit time and the system
will fully set/arm.

The buzzer will sound during the exit routine. At the end of
the exit time, if all zones are closed, the buzzer will stop. The
system will then become Fully Set/Armed if:

1 the exit time expires, or

2 the ‘exit terminator’ button is pressed.

If a zone is still open, the system will wait indefinitely for a
clear condition, then set/arm when the zone is closed.

During the exit period the buzzer will sound with one of two
possible tones, a long beep indicates that all zones are closed
and that the system will set/arm correctly when the exit time
expires; a short beep indicates that one or more zones are
open and the system will not SET/ARM until all these zones
have closed.

Multi-Area system configuration

In a multi-area system, Full Set has the effect of setting/arming
all areas plus the Common Area.

Alarm on exit

If the user strays from the exit route a local alarm will be
generated, tripping internal/external bells.

Action to take:

e Return to control panel;

e Select ‘UNSET’ [See page 9-5: After An Alarm Activation].
« Remove alert messages [See page 9-6: Accept All Alerts].

e Reselect “Full Set” and exit the premises.

Entry Sequence
When you enter the building, the system will be Fully Set/

System is in Standby Mode
showing Date/Time :

from user help menu
>

>
»

MON 040CT99 15:15:20

Key in

(vsem cooe____)(fu)

NOT SELECTED...

Note: This message indicates
that the system is being
prevented from sefting. An
Open zone or Tamper fault
will not allow the system to
sef.

A display message will
identify the cause of the fault
and you must clear the fault
before attempting to FULL set
the system again.

On a multi-area system,

press @ to identify the

fault.

P

WAIT...
FULL SET

Exit buzzer sounds and
system goes into FULL SET
mode and display remains

blank:

The user should now exit the
premises via the prescribed
exit route.

The exit buzzer will continue
to sound until exit time
expires { at which stage the
system Sets ).

To abort FULL set

To abort a Full set during the
exit routine return to the keypad
and proceed as follows:

Key in
USERCODE __ __

WAIT...
UNSET

System goes into Standby
mode and display shows:

MON 040CT@9 15:15:20

Armed. The entry buzzer sounds and the entry timer begins. This gives you a specific number of seconds in which to go
to the keypad and Unset/Disarm the system. Otherwise a full alarm is generated along with the alert message “CODE
ENTRY TIMEOUT?”. In this case repeat the Unset/Disarm procedure to silence the alarm.
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UNABLE TO SET

If attempts to Part, Half, Area or Full Set the system fail, the system buzzer briefly sounds and the display briefly shows:

NOT SELECTED

This is normally due to an zone or door being open away from the exit route.

Note The system will display which zones are open. In an multi-area system, the display does not indicate which zones

are open until you press the @ key.

WED 300CT99 17:45:00

For example:
or example OFFICE DOOR

Action to take:

e Go to the Area concerned and close the zone(s).
e Return to the keypad and reselect the required ‘set/arm’ mode.
e Leave via the exit route.

The system buzzer will stop when:
1. The Exit time expires or

2 When the ‘exit terminator’ button is pressed (if fitted).



SETTING AN INDIVIDUAL AREA

In an Multi-Area system, the whole premises may be divided into up to 32 separate alarm areas, which can be set/
armed and unset/disarmed independently of each other.

Note Please ensure that the Master User has given you the Part/Area Unset and Half/Area Set options, and that the areas
have been assigned to you. [See page 9-6: Accept All Alerts].

Setting an area

OCOO®O® [= O

- A
~

<

The installer or Master User will tell you which areas have been assigned to you, and you will be able to set/arm or
unset/disarm these areas only.

To set/arm an area, key in your Code plus HALF

SET AREA1?

i i rm the ar re now leavin
The display will prompt you to set/arm the area you are now leaving PRODUGTION AREA

Press | ves (Qm\ or @ to set/arm this area.
I

~/

Press | wno (Qﬁ

to abort the procedure.

WAIT ...

The display will show the exit buzzer begins and you can now leave the area.

Multi-Area Setting

Please consult your installer on setting more than one area.
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UNSETTING AN INDIVIDUAL AREA

Unsetting/Disarming an area

OOO® =1

-
<

Unsetting/disarming areas is similar to setting/arming areas, except that the PART key is used. You will be able to unset/
disarm only those areas that have been assigned to you.

Key in your Code plus PART.

; o ; ; . | UNSET AREA 1 ?
The display will give you the option to unset/disarm the area: e ST A
To unset/disarm area 1, press | ves §®¢\ or @
~ ,/>/:>
4
Press | o (G(\ to abort the procedure.
P
(4
The display will show R o followed by AL

Note Please ensure that the Master User has given you the Part/Area Unset and Half/Area Set options, and that the areas
have been assigned to you. [See page 9-16 and 9-19: User Setup and Area Setup].

Areas and Full Set

The Full Set option operates in an multi-area system in the same way as in a standard alarm system. Keying in your
code plus FULL will arm all areas and begin the exit timer.

Note To Full Set the system (all areas) you must be assigned the option by the Master User.

Common Area

The Multi-Area system consists of up to 32 Alarm areas plus a Common Area (usually the entrance/exit lobby or front
door).

The Common Area sets/arms and unsets/disarms automatically:

e When all the other areas are set/armed, the Common Area automatically sets/arms.

« When one area is unset/disarmed, the Common Area automatically unsets/disarms.



CODED RESET

Under normal conditions, the system can only be re-armed (after an alarm activation) following a service/installation
company visit.

When an alarm has occurred the display will show a CALL SERVICE message and the user will not be able to re-arm the
system.

When enabled, the Coded Reset option allows you to re-arm the system, avoiding the need to call an installer to the
site.

When you have acknowledged an alarm, the keypad will continue to display the message:

+++ CALL SERVICE +++

If you attempt to re-arm the system, the keypad will beep, and then briefly display the message:

NOT SELECTED

You should now contact the Security Control Station for a release code. If the Security Control Station is unable to give
you a release code, contact your installer.

User Reset Procedure

OCOO@O O[O0

Select Coded Reset.

CODED RESET

The display will show a random 4-digit number.

Contact the Control Security Station with this random number. RANDOM CODE IS 2456

The Central Station operator then converts this number to a 4-digit return code
acceptable to the system.

When you receive your return code from the Central Station operator, return to the keypad, and press the @ key.

. . ENTERCODE 0
The display will prompt you to enter the return code: | RANDOM CODE IS 2456

Key it in at the prompt. If the code is incorrect, the display will show: +++ INVALID ENTRY +:++

When you have keyed in the correct code, the display will show: | €OPE ACCEPTED

You can now re-arm the system by selecting Full Set.

Note All users who have the FULL SET option will automatically be assigned the Coded Reset option. [See page 9-16:
User Setup].
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SET DATE & TIME

OCOO®O®

E16/0

The time is set in 24-hour clock notation.

To adjust the time for the Summer/Winter hour

change (Daylight Saving Time), [See page 9-31:

Hour Adjust Option].

USERCODE ____ @

SET DATE/TIME

from user help menu |

v

I|/
999
1\

SET YEAR :

Na s

Edit Year if required: To leave

ADIGITS

(see note)

SET MONTH: 1
/1N

Edit Month (1-12): To leave

2DIGITS __

N
SETDAY: 1
7N

To leave

Edit Day (1-31):

unchanged:

unchanged:

unchanged:

I |

N
SET HOUR: 1
/N

To leave
unchanged:

Edit Hour (1-24):

L,
SET MINUTE: 1
/N

To leave
unchanged:

|
Edit Minute (1-59):

2DIGITS

N
SET SECOND : 1
7N\

To leave
unchanged:

Edit Second (1-59):

Date & Time are now set:
MON 22JUL99 15:15:20

Note: There are two methods of editing the display digits:

(1] Key in digits

To backspace :@ To move forward : @

Scroll through digits

To increment digits : @ To decrement digits:




CHANGE YOUR OWN ID

OCOO®O[~OW®

This option allows the user to change the
ID code normally assigned to them by the
Master User.

When the option is selected, the user is
prompted to enter a new 4-digit code. To
avoid duplicate codes, a second choice of
code is requested.

Once both codes have been entered the
system will either reject or accept the
user’s choice. If rejected the user must
repeat the procedure and enter two new
codes. If accepted, the system will assign
one of them (chosen at random) and will
indicate which code is to be used.

This option is cancelled after use so each
user has only one opportunity to change
their own code. The Master user may, of
course, grant the option again if required.
Once chosen the code is completely
private.

Remember the two codes you have
entered! The one chosen by the system as
your new code will be indicated by either
‘1’ or ‘2",

Once changed, test your code to ensure
that the system has accepted it. In not,
consult your Master User or installer.

Issue 01 Feb 2000

from user help menu

Key in your existing code
(vsencone____J(ar) (o)

CHANGE ID

CODE REJECTED...

Code Rejected

This message indicates that
the system has not accepted
either entry as a valid code.
Re-enter two new choices of
code.

e
ENTERCODE 1 . ...
71N

Key in a NEW 4-digit code:

To quit the menu, press: @—» CODE REJECTED...

|
USERCODE ____

MON 040CT99 15:15:00
The system then prompts for
second choice of code:

~tr
ENTERCODE?2 . ...
/1N

Key in a DIFFERENT 4-digit code:

USERCODE _ _ _ _

The system will either accept or
reject o code.

Code Accepted
ONE of the codes you entered is
chosen and the display will advise:

SELECTED CODE n

Where n = code 1 or 2.

Display returns to:

MON 040CT99 15:15:20

Your new code is now your
valid code.

Change your own ID # 9-15



USER SETUP

OOOOEDED

This menu is used to set up new users on the system, entering their names and assigning USER SETUP

ID codes and options.

Changing User ID Codes

This option allows the Master User (user 2) to change individual 1D codes for all
other system users (3 - 126).

Note User ID codes must be 4 digits in length.
The new ID code is accepted and functioning as soon as you enter it.

Press | no (G(\ at the user number prompt to exit the ID codes menu

X \
(\ /le >
S

.

S
when finished.

You should now give the user the required options.

ID.S OPTIONS NAMES

ID.S OPTIONS NAMES

N
ENTER USER NO. 3
71N

To select this user, press:@

Alternatively key in user
number or scroll through
users using UNSET key.

Change ID Codes

£
USERCODE . . . .
7N

Enter new user code, ie:

USERCODE 1234
b7

\
ENTER USER NO. 4
VAR



Changing User Options: USER SETUP

The Master User can assign the following menu options to all users. Some
options are linked to other functions, so that assigning an option to a user may

automatically give the user other options as well. D.S OPTIONS  NAMES

e Unset/Reset (also Accept All Alerts)
o Part Set/ Area Unset/Disarm

o Half Set/ Area Set/Arm @ @

e Full Set (also Coded Reset)

v
« Set Date/Time ENTER USER No_??i
e Change ID
o  User Setup (also Setup Areas and Radio PA Assign) To select this user, press:
« System Log (also Test Radio PA, Setup Cards, Card Information and Alternatively key in user
Manual Door Control) number or scroll through

. Hour Adjust users using UNSET key.

e Edit Time Commands
e Inhibit Mode

Assign Options
Options that are available to a user
may assigned as follows:

UNSET 2
Any user can be assigned some or all of these options. The Master User has all NO
of these options by default. UNSET/RESET To withhold
Note By default, User 1 is the installer and User 2 is the Master User. PART SET 7 | an option
HALF SET ;| Press:
FULL SET ?

? .
SET DATE/TIME ? To assign an

CHANGE ID ! | option press:
Note The User Options menu also features Mode 5/6/7/8/9 options. These USER SETUP ? @
options are for installer use only and cannot be accessed. SYSTEM LOG 7

HOURADIUST ~ ? | To accept all
EDITTIME COMMANDS 2| data, press:
INHIBIT MODE ?
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Changing User Names
This feature is used to enter individual user names into the system.
Text is entered via the keypad using the procedure described in Typing Text, but it @ . +

ID.S OPTIONS NAMES

is recommended that this be carried out by the installer.

ENTER USER NO. 3

To select this user, press: @

Alternatively key in user
number or scroll through
users using UNSET key.

Assign Names
Each user can be assigned a
user name as follows:

N

A
/\

Key in a user name
(see "Typing Text").

Then press: @



AREA SETUP

clolceasol

N AREA SETUP

ENTER USERNO, 3

Aslsign/deny each of
theareas in turn to User 3

©

AREA-1 No?
Area Number 1

:

AREA-2 No?
Area Number 2

®

Use the YES/NO keys to
assign/deny areas

... The display then scrolls
through the rest of the areas
configured for the installation

Press @ to return to the

User number prompt.

ENTER USER NO. 4

Master User then assigns
areas to the next user.

Press ’ fo quit.

Issue 01 Feb 2000

The Area Setup menu allows a Master User to assign areas to the system users (3 to
126).

NoteThe option to set/arm or unset/disarm an area is configured by the Master User in
the User Setup menu.

The number of areas to be used in the system is configured by the installer, — the
Master User assigns areas to users.

NoteUser descriptions and PIN codes are set up in the User Setup menu.

The system currently allows for up to 32 areas. The Master User enters the number
of the user to whom the area is to be assigned, and then scrolls through each area in
turn, assigning or denying that area to that user.

NoteTo be able to set/arm or unset/disarm an area, the user must be given:
the Part/Area Unset and Half/Area Set options,
and the Set and Unset option for that area,

using the User Setup menu.



RADIO PA ASSIGN

OCOO@OLOL O

3GS allows for up to 126 3-button Radio Hold-Up handsets. This option is used to setup Radio PA (RPA) units for use
on a 3GS system. Each RPA unit must be given a system ID number and a description (optional), and can be assigned
up to five different functions, for example, SUSPICION, RAID etc.

Adding a new RPA to the system

. * : : . | RPAS DESCS OPTIONS
When you key in your code plus SHIFT SHIFT *, the display will show: i o Help

Press | uwser (Q“ to enter the RPAs menu. The display will show: | RPA 1 not assigned
~ >”>
"/\/

In this example we will add RPA 3 to the system, so use the | unser §®ﬂ\\ key to scroll forward until the display

Q\,/>/:>
4
shows: | RPA3 not assigned Now press any button on the RPA é@
The display will now show: | RPA3 > 0123456789 where the 10-digit number is the serial number

encoded into the unit at the factory. This unit has now been entered into the system as RPA 3.

Press | wno (G(\ to return to the RPA menu.

N
(\ /le >
S

~

N

Giving the RPA unit a Description

RPAS DESCS OPTIONS ) it
At the prompt s T Help press the | Har Q N key to enter the Descriptions menu.
.

The display will show EDIT RPA DESCRIPTION

ENTER RPA NUMBER 1

followed by: RPA 1

Key in the number of the unit to which you want to give a description (e.g. 3) and press the @ key.
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RPA 3

The display will show: ey

The first character will be flashing, and you can now enter a
description.

When finished, press the @ key, ensuring that the cursor is in the vertical position as described in Typing Text.

Setting the RPA Options

The RPA unit has no options assigned by default, and so must be set up for use with the Radio HUA system. The unit
can be assigned five different functions:

« RAID

o DELAYED RAID

o RAID CANCEL

e SUSPICION

e PHOTO ENTRY

Each function will be explained by the installer and is activated by pressing a combination of the three buttons on the
unit. The button combinations are also set up by the installer and will be explained by him.

To assign options to the RPA Unit, press | Hep (Q(\ to enter the Options menu.
RV\)/%

A

ENTER RPA NUMBER 1

The display will show: Y

Enter the number of the RPA unit to which you want to assign options e.g. RPA 3, which now has the description
‘Security 17,

RAID Yes ?

To scroll

The display will show | cEiomy o foruard: :back
Assign the RAID option to this unit by pressing YES. |
Use the NO key to deny the option and the UNSET key to move to the next option. gfcﬁ'yz? AAD e
RAID CANCEL YES?
Security 1
SUSP!CION I YES?
When finished assigning options, press the key to return you to the main RPA S
PHOTO ENTRY YES?
Number prompt. Securlty 1

To return to the main menu, press | no N )
3\ To clear an assignment,
. )/ R
- ,/> press : @

N

When you press NO, again, you will be prompted AHLIU a0 ra ey v If you

have a printer connected to the 3GS controller you can now print off the RPA options you have just configured.

Press NO (Qf\ to exit the menu and return to the normal display.

N
S
/\ e
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SYSTEM LOGS

OCOOOED

The 3GS alarm log is a record of all system activity
(keypad input, status alerts, alarm activations etc.)
and this may be viewed or printed if a hard-copy is
required. The detail and length of the log provides an
invaluable record of the system operation for both
fault finding and alarm analysis.

The alarm log is 1000 events long (the Access Log is
3000 events) and each event is detailed with exact

date and time to the nearest second. System events
are displayed chronologically with the most recent

events appearing first.

The alarm log gives 4 details for each event, which
are appear on the display in sequence:
o the date and time of the event;

e the user name or zone number (e.g. Master
User);

e the user number or zone description (e.g. User 2
Selected);

« and the action taken (e.g. System Log)

Alarm and Access Logs

3GS gives 2 types of log: the standard Alarm Log,
which displays all the system events (as described
here); and the Access Log, which displays only
Access Control-related events, such as Invalid Card
Entry, Door Forced, and Time Zone Setup. The
Access Log should be viewed using 3GS+.

Printing the Alarm and Access
Logs

When the option "PRINT LOG?" is displayed, if a
serial printer is connected and the serial port
correctly configured, a print-out of the log can be

vsencooe ()

ALARM ACCESS

The Access log is described in the

Access Control sectjon of the
System Integration manual

SYSTEM LOG
PRINT LOG ?
PRINTING... i :
To abort print-out press:
The system log now appears with
the MOST RECENT log events

displayed first:
ABORTED
SYSTEM LOG

Top line displays Time & Date _MON 264JULS8 *15:15:220
event occured (hyphens change to || JoHN smiTH
indicate a new event occuring). / USER 3 SELECTED

SYSTEM LOG
Bottom line scrolls User Name,

User Number and nature of
event/action taken.

__ MON 26JUL98 *15:00:45
MARY JONES

USER 8 ACCEPTED

ID SECURITY ALERT

_ __MON 26JUL98 *15:00:40
MARY JONES

USER 8 SELECTED

ALERT ACCEPT

_MON 26JUL99 *13:55:12
STATUS ALERT
ID SECURITY ALERT

To speed up scrolling:

le @

to scroll to to scroll
more recent to older
events. events.

_MON 26JUL96 *12:25:09
OUTPUT 6 OFF

_ _MON 26JUL99 *12:25:05
FRANK WALL

USER 2 SELECTED
UNSET

To quit press:

ABORTED

generated by selecting the YES key. Otherwise, any other key should be pressed and the log will be displayed.

Viewing the Alarm and Access Logs

The log display can be stepped through quickly one line at a time by pressing the @ key. The "™*" appears in the

centre of the date & time display to make the log easily differentiable from the Stand-by/Unset/Disarm mode display.
The date and time remain visible in the display until all information regarding that particular event has been shown.
The PART SET key will ‘rewind’ one entry at a time to the first entry of the date currently being displayed, the UNSET
key will skip to the next entry. To leave the system log at any point in the record, press the NO key.



RADIO PA TEST

OOOOELED®

This option allows you to test each RPA unit in turn to ensure that the functions are correctly configured.
The system buzzer will sound intermittently to indicate that the test is in progress.

TEST RADIO PA No buttons pressed

The display will show followed by

Your installer will give a list of the button combinations for each option. When you press a button or combination of
buttons, the display will show the option assigned to that button and the field strength of the signal.

For example, if RAID has been assigned to the right (green) button, press this button. The display will show:

RPA3 SECURITY 1
RAID 100%

If the right (green) button has not been assigned to this function, the display will show

RPA3 SECURITY 1
Right 100%

indicating the button that you have just pressed.
Note NOTE: Some units may not show the percentage value.

Using the list given to you by the installer, go through each option in turn, ensuring that the right button combination
gives you the right option.

When finished, press| no (Qﬁ\ to exit. The display will prompt; | Are you sure 222

P

/\/

Press | Yes (Q(m to confirm.
f’\\,;.>@’>
N4

When the RPA battery is low..

When the RPA battery level is low, the test information will not appear on the display.

Instead, the display will show | RPA3 SECURITY1
RPA BATTERY LOW

Replace the battery.
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3GS Access CONTROL

3GS can control up to 64 doors with internal and external readers, and 10,000 cards/tokens per system.

Access Control Readers

A variety of reader types are supported:

PIN code, magnetic stripe cards, proximity cards, ‘hands-free’ cards or a combination of card and PIN
code.

LED displays

Card readers may display a variety of LED indications:

LED steady

green @ | valid card: access granted

red @ | invalid card: access denied

LED flashing

green door is free access: no card required

@%
red %@? door is locked
%@%
@

LEDs flashing alternately

green
&

red
together

PIN code required

Setting the system using access cards

3GS allows for cards to control setting/arming and unsetting/disarming of the complete alarm
system, or parts of it (i.e. areas). Please consult your 3GS installer for details.

Unset/Disarm inside the door: If the area is set/armed, then when a card with this
function is presented to the entry reader, the user is granted access to the door. When the
door is opened it will start the entry timer. This allows the cardholder to unset/disarm the
system by presenting the card to the exit reader.

Unset/Disarm outside the door: If the area is set/armed, then when a card with this function is swiped on the
entry reader, the user is granted access to the door. When the door is opened it will unset/disarm the system or
area immediately.

Set: If the area is unset/disarmed, then the cardholder can set/arm the area/system by presenting the card to the
exit reader and then presenting it to the entry reader during the FUNCTON ENABLE TIME. Alternatively the
cardholder can use the SET button to set/arm the area/system after pressing the card to the exit reader.

Note Please consult with your installer before operating these functions

Asset Protection

3GS Access Control can also be configured to protect assets (such as PCs). By locating tokens placed inside the asset,
and fitting ‘hands-free’ readers at doors. 3GS can be set up to report the illegal removal of the assets. Please consult
your installer for details.

3GS allows for visitor cards, holidays, a multitude of access levels, anti-passback, car park control, roll call of building
occupants and much more. Consult your 3GS installer for more details.
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SETUP CARDS

OOOOELED®

3GS has a capacity of up to 10,000 access cards. This menu will set up the cards for use with the system.

Note The 3GS panel menus for cards are similar to those of 3GS+ Software. The card settings entered into the panel
can be uploaded to the PC and vice versa. Using 3GS+ to change access cards settings is recommended.

Cards.. Assign

To pass cards into the 3GS system, they must be given a card SET UP CARDS
ID between 1 and 9999.

CARDS OPTIONS PASS/VOID
Unset.. Half .. Help

This menu allows you to assign IDs to cards in 2 ways: + ‘ 6

« Select. Batches of cards with pre-coded numbers of

between 1 and 9999 can be passed directly into the ASSIGN
system and given corresponding system IDs. the first card SIS
of the batch becomes Card ID 1, the second becomes
Card ID 2, etc.
LEARN SELECT
UNSET HELP
In effect, this gives you 1-to-1 mapping, automatically |
assigning IDs to cards. @

PROG. FROM DOOR 1 Select the beginning and end of
Door 1 the range of pre-programmed
cards to be mapped into the system.
Identify the door at which you are
setting up the card. This frees all

« Learn. The card to be passed is of unknown origin and other doors on the system for o CARDL
the pre-encoded number is not known. In this case the normal use
card is presented at a card reader, assigned to a system ENTER CARD ID 1 @
door, and then given a system ID. CARDIT TO CARD 9999
Card 9999
) . : By default, the display i
You will be prompted if the ID has already been assigned, Y e dspay s Card 1 of this range has now been given
in which case you can over-write the existing card, or CHEDL =0 O e 1D no. 1, Card 2: ld no. 2 etc.

X CARD 1
choose the next available ID.
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Cards.. Options
The Options menu is used to assign a PIN code to one or a range of cards, and to restore the settings of cards that have

been deleted from the system.
When an invalid PIN code has been entered three times, the card to which the code is attached will be deleted from

the system.
The Restore menu will restore this card to the system without the need to set the card up again.

See the menu below.

SET UP CARDS

CARDS OPTIONS PASS/VOID

Unset .. Half .. Help

PIN CODE RESTORE

™ | Unset Help

FROM CARD NO. 1 - | FROM CARD NO. 1
Card 1 Card 1
Enter the range of cards Enter the range of cards to
which will use this PIN code . be restored .

TO CARD NO. 25 TO CARD NO. 25
CARD 25 CARD 25
ENTERPINCODE ___

CARD 25



PASSING AND VOIDING CARDS

Once a Card ID has been assigned, the card can then be passed into the system.

Card Range

Enter the range of cards to be passed, from 1 to 9999. To pass a single card, enter the

SET UP CARDS

CARDS OPTIONS PASS/VOID

card number and press the @ key twice. e T o RN O

Once the card(s) has been passed, you will be prompted for the Access level for this/

these cards.

PASS CARDS ?
Change Access Level? @
VOID CARDS ?
Change Access Levels ? _@_ Enter Access Level No. 1
Not Assigned
OO (1)
asgiugrrrﬁ:]]em FROM CARD NO 1

) Key in the first card number in
An Access level is a combination of a limited time period and a group of doors, so that  the range, and press

once applied to a card, it will limit the card user to having access to certain doors at @
certain times only. Up to 250 Access levels are programmed by the installer, who will
indicate which levels should be assigned to which cards. When you have assigned an LO=ARDEOLD

Access level, you are prompted for the Visitor Level.
Key in the last card number in

the range, and press :

Change Visitor Level? #
Change Visitor Level ? _@_ Enter Visitor Level No. 1 To pass a single card, enter a
Not Assigned range of, say, 2 o 2

! : current
assignment

The Visitor Level is used to program temporary cards, which will only be valid for a certain period of time (between a
given Start Date and End Date). The system allows for up to 250 different Visitor levels, which are programmed by the
installer. Once assigned, you are then prompted for a Function level.

Change Function Level?

Change Function Level ? _@_ Enter Function Level No. 3
Not Assigned

/@\

current
assignment

Function levels give the user the ability to set/arm and unset/disarm an Area by presenting a card to a reader outside
the Area entrance door. A Function level will give a card 3 extra capabilities: to unset/disarm an area from the outside,
to unset/disarm an area from inside, and to set/arm an area once you have left (by swiping your card at a reader near
the exit door). Up to 250 Function levels are programmed by the installer. When you have assigned a function level,
you are prompted to change the PIN code requirement for the card.

Note Please consult your installer on the correct procedure for setting/arming or unsetting/disarming the system using
your card.
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Change Requirement

Change PIN requirement? PIN Code required: YES
PIN code not required Yes/No

@

NO / Change PIN Code ? Current PIN code: s
Not Assigned New PIN code:

4 S ps

<

v

This option allows you to decide if a card should also require a PIN code before it will grant access through a door. It
also allows you to change the existing PIN code for the card or create a new one.

Note The user should be aware that the PIN code created using this option will apply to all the cards being passed at
this stage

Once a PIN code requirement has been assigned, you will be prompted to identify the card location.

Change Card Location?

Change Card Location? Card inside perimeter YES
Card inside perimeter (Yes/No)

(2)/(®) %}

<

When passing the card, you must establish where the card actually is at the time of passing. The Roll Call and Anti-
Passback functions allow the installer to identify which cards are in use in the system at any given time, and to control
the use of cards within the system. This menu will identify the card as being inside or outside the alarm area when
passed. When all the system cards can be located at any time, they can be tracked and controlled effectively. When

you have assigned the card a location status, press the @ key to return to the main menu.

Voiding Cards SET UP CARDS
The Void Cards option is used when you have a set of cards that you want to be removed S5 NS e
from the system. Unset . Half..  Help

Voiding a card removes all the card’s settings from the system, from system ID to access/

function/visitor levels.
PASS CARDS ?

Exiting the setup cards menu ®)

VOID CARDS ?
Press | o (G(\ to exit the Setup Cards menu.

> A\
g N
~ @
W

FROM CARD NO 1

The display will show:

Key in the first card number in
PRINT DATA ? the range, and press

®

TO CARD NO 15

If you have a printer connected to the controller serial port, you can now print out the Kevi -
. . . ey in the last card number in
card settings you have just configured. the range, and press :

Press | ves ‘Q«ﬂ\ to print and NO §®(«\\ to exit the menu. To void a single card, enter a
f’\\,;.>@’>
4

¢ /\,@ range of, say, 2 to 2

.

4
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CARD INFORMATION

GlOOCEICEICON

c \ A
NS
"

\,

The Card Information menu allows you to test the validity of a card and check that the

card settings that you have configured have been entered into the system. CARD INFORIMATION

TEST
> Unset
Select the menu option. When the prompt | @ °ad Present appears, swipe No card present
-
the card or present it to the reader. Present a card fo the reader. I
. . . . . i i i the card is not valid, the display
The display will then give details of the card ID, site code (which is configured by the will not change.
installer) and door at which the card is being presented.
This digit indicates card
has been assigned
. . if unassigned
Note When a card is presented, the display may not always show the card number. l ( W”fagpeu;,
. . . CARD3 -> 1013
If the display does not show any information about the card, present the card to the reader SiTe e o Daen®
again. ’ @?

Press NO to exit the
menu, or @ to view
another card
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MANUAL DOOR CONTROL

OOOO~O

The Manual Door Control feature gives
the user a manual over-ride on all system
door settings.

At any stage, the user can use this menu to
open/lock a door or series of doors.

Once you have selected your doors, the
system will check for Lock/Open Inhibits
operating on these doors [See page 8-39:
Door Configure]. If none have been set,
the doors can be opened/locked via the
keypad.

The Open menu allows you to open a range
of doors permanently - i.e. the door will
remain open until you manually restore the
original door settings, or momentarily - you
can open one door for the number of
seconds for which the door lock would
normally remain open once access has
been granted [See page 8-42: Door
Configure - Timers].

When you select Permanent, you are
prompted to enter the range of door
numbers you wish to open. Enter the From
and To ranges. When the Permanent
condition is set on a door, the green LED
(access granted) on the node will flash. This
allows free access through the doors
selected until restored or locked.

=00

¢ \ A
\:/ 4
e

MANUAL DOOR CONTROL

OPEN
Unset

UNSET) HALF

&
<

RESTORE
Part

LOCK
Help

MOMENTARY | _
Help h

ENTER DOOR NO. 1
Door 1

PERMANENT
Unset

“

&
<

FROM DOOR NO. 1
Door 1

Select the range
of doors to be
permanently
opened / restored

TO DOOR NO. 64
Door 64

| ®

Return to sub-menu

The Momentary sub-menu will ask you for the number of the door you wish to open momentarily. Again, enter the
number. The green LED will light steadily while access is granted.

Restore restores all door settings to their defaults. Enter the range of doors to be restored and press @ to accept

and quit. Once defaults have been restored, the system is in normal operation and no LEDs are lit.

The Lock menu works similarly to Open. When the Lock is manually set on a door, the card reader attached to the
door will not read or accept any cards. When the door is locked in this way, the red LED flashes to indicate access

denied.



HOUR ADJUST
clololclcao el

This option adjusts the system clock to automatically take account
of the Summer / Winter time change (Daylight Saving Time).

It must be selected during the week prior to the Sunday on which
the hour change is to occur at 2.00am.

A warning message is displayed until the function is executed -
“Hour Change Sunday”.

The system will automatically set the hour forward or back as
appropriate.

The option toggles on and off — you cancel the hour change by
selecting it again.

Note Hour Adjustshould only be selected during March/April and
October.

Issue 01 Feb 2000

Hour Adjust is only
available in March,
April and October.

from user help menu

FRI 290CT99 15:15:20

Key in

HOUR ADJUST

>
P

A warning message is displayed
in the period prior to the hour
change.

HOUR CHANGE SUNDAY

FRI 290CT99 15:15:20

To Cancel Hour Adjust
Key in

CANCEL HOUR CHANGE

The hour adjust option is now
cancelled and the warning
message removed from the
display.



EDIT TIME COMMANDS

An automatic time command is a programmed command string which instructs the
3GS to execute a function at a pre-set time. For example, the system could be
instructed to automatically Full set the premises at 18:00.

Certain time commands are for installer use only, as indicated below. The other
commands are for Master User use.

@

EDIT TIME COMMANDS

N I

) ) ] - ] ) ) ) /?\2:00 /[ SUNDAY HOUR |
This mode is a simplified "time command edit" function which allows the Master

User to modify the TIME at which the action will occur without allowing alteration
of the command.

Key in new time command
(24-hour format).

Press Press

The new time must be valid (24-hour format) or the procedure will not continue. @ @

to backspace. to move forward.

When complete press:

Display shows next time command:

After adjustment is made the @ key should be pressed to program the new
time into the system.

Movement forward and backward through the time strings is provided by the
UNSET and PART keys.

SUNDAY HOUR
Checks for Hour change on Sundays. Installer user only.

Nt
24:00 /[LOG DUMP]:%
ViN

Key in new time command as

above and press:

LOG DUMP ::2{{00 /[AREA1 10M WA
Sets dial-out variable for system to dial a remote PC/Printer. Installer user only.
TO:
AREA 1 10M WARN to AREA 8 10M WARN NP
/lzz{:oo /[AREA3 10M WA

Automatic arming commands for Areas 1 to 8.

These commands (one for each block) start a 10-minute warning time (to inform
people that they must leave the building) after which time the relevant area will

:00 /[BATTERY TEST

arm. ::zg:oo /[AREA4 10M WA
BATTERY TEST
TO:
This command sets a time (1 per day) at which an automatic battery test will be A
/‘21:00 /[AREA8 10M WA

carried out. Installer user only.

FULL SET 10M WARN ::2/4\’:00 TTRUIILEEY G
Automatic arming command for the full system. Works in the same way as the
Area 10-minute Warning but in this case the full system will arm. :'aé;m JAREA 9 10M WA

|

l TO:

A

Late working time commands /[0 ARERSZ 10M WA
These commands allow for late working on the premises. They will arm the system/ ;Lé;oo /ILW. AREA1 WA

|

area if the first arming time command is cancelled. These are:

L.W. AREAL WARN to L.W. AREA32 WARN o, @
24:00 /[L.W. AREA8 WA
L.W. FULL SET WARN pis
E.g. AREA1 10M WARN may be set to 7pm and the L.W. AREA1 WARN set to i JILW. FULL SET
/N

9pm. Normally the first time command would arm the area 1 at 7pm. However, if
the user cancels the first time command in order so that he/she may work late then
the first time command is ignored and the system will be armed by the second

100 /[SIATEST CALL

time command at 9pm. ;Lé:oo /ILW. AREA9 WA
|
SIA TEST CALL
TO:
Sets a communication parameter. Installer use only. :'2%:00 JILW. AREA32 WA
|



INHIBIT ZONES/DOORS

GOOGEXEN

L\\(//>
This option is used for temporarily isolating troublesome zones (doors, windows,
movement detectors, etc.) which may be preventing the system from setting.
Zones/doors may be inhibited singly or in blocks.

Note The problemzone/door will be indicated on the display, e.g. Zone 3 Tamper,
Door 4 Open. Inhibit Mode provides two identical sub-menus, for zonesand doors.
Use the appropriate sub-menu to implement the inhibit.

If zones/doors have been inhibited, on selection of FULL set mode, a message
will indicate how many are inhibited.

Selection of this option is logged by the system and an asterisk appears beside
the log entry to indicate the zone has been inhibited manually (zone may also
be inhibited via literal commands). The identity of the user to select the option
is also logged.

Operation

Having entered the user CODE and then pressed the NO key, the display will
read "INHIBIT FROM 1". Enter the number of the first zone to be inhibited

followed by @ . The next displayed message is "INHIBIT TO 1".

Enter the number of the last zone in the block to be inhibited. This will be the
same as the first zone if only one zone is required. After the second parameter
has been entered the display will show "n INHIBITS" where n is the number of
zones/doors inhibited) and the buzzer will sound briefly before returning to
UNSET mode displaying the date and time.

The INHIBIT function can be re-entered any number of times to inhibit more
zones/doors, existing inhibited zones/doors will not be affected.

Clear Inhibits

To clear inhibits, re-enter Inhibit Mode using the engineer code followed by the
NO key. The message "CLEAR ALL INHIBITS?" will appear in the display. Press
YES to clear the inhibited zones. Press NO to inhibit more zones or to view
those zones which are already inhibited.

Issue 01 Feb 2000
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USERCODE

INHIBIT MODE

[
DOORS

Use the Doors
menu to
inhibit doors

N
INHIBIT FROM 1
7N

ZONES

Zones can be inhibited
individually or in blocks, eg:
3te3orlto20.

Key in
(zonE nuwsen___)(#)
Display shows:

N7
INHIBITTO 1
71N

Key in
(zone noween___) (#)
Display shows:

n INHIBITS

When "n" is the number of
inhibited zones.

Display returns to Date & Time.

To Clear Inhibits

USERCODE ____

INHIBIT MODE

|
CLEAR ALL INHIBITS ?

©

To inhibit To clear all
more zones inhibits

CLEARED

go fo u
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USER OPTION ASSIGNMENTS

Use these tables to record the options that have been assigned to the system users.

User |User Name (max. 24 characters)
No.




AREA DESCRIPTIONS

Use these tables to record the descriptions of the areas on your system.

Area no. |Area Description (max. 24 characters)
1

O] O Nl O] O | W DN

[N
o

[N
=

[N
N

[N
w

[N
N

[N
a1

[N
()]

[N
\I

[N
(e}

[N
(e}

N
o

N
=

N
N

N
w

N
N

N
»

N
~

N
oo

N
©

W
o

w
=

w
N
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USER AREA ASSIGNMENTS

Use this table to record the assignment of areas to users.

User name (max. 24 characters) User no.

1

2

3

10




User name (max_ 24 Characters) User no. 17 |18 [19 |20 (21 |22 |23 |24 |25 |26 |27 |28 |29 |30 (31 |32
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TYPING TEXT

This is a function normally carried out by the 3GS Installer. Ensure your 3GS system is configured with full text
descriptions for all alarm zones, areas, alarm users and access card holders before it is handed over.

GC+>I O O O Q Installer

Keypad

Q O Q Overlay

[ | B.: R S ] T W
v v gD
0866 X
gggeo UV Y 7 seacE_%
CRNoRNCINC] Q O I Press
SHIFT | BACKSPACE ENTER when
complete.
‘ ‘ (Ensure that
Move cursor forward  Rotate cursor Move cursor backward the cursor is
in the vertical
The cursor will be in character position 1, f.e.: A position.)

Locate the character you wish to enter.

L K
Example: @ Most keys will have three characters when in typing mode.
The orientation of the cursor governs which character is selected.

N will select "2". < will select "L". > will select "K".

To delete characters
FRANNNABA

With the cursor in position 1, use the @ key to move
the cursor back over the characters.

N

FRANNN

RN

When the cursor is over the character to delete, hold the SHIFT key down.
The keypad beeps as it deletes characters to the right.

With the cursor in the A character position, press @ to complete text entry.
ENTER

<SFRAN>EA

LBYBE0Y e

SHIFT SHIFT SHIFT ENTER




INDEX

Numerics

32-Area system 19

32-areav. standard alarm
system 7

3GS+ software 25

A

Accept All Alerts 5

Accept all alerts
how to 6

Access level 27

Adding a new RPA to
the system 20

Alarm on exit

procedure 9
Alarm v. Access logs 22
Alert messages 1, 6
Area setup 19
Assigning IDs to cards 25
Assigning user options 17

B
Battery
for RPA unit 23
C
Call Service display 13
Card
Function level 27
Location 28
PIN code requirement 28
Range 27
Visitor level 27
voiding 28
Card information 29
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Access level 27
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Options 26
Change ID 15

Changing PIN code for a card 28
Changing user ID codes 16
Changing user names 18
Changing user options 17
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Coded Reset 13

Common Area 12
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D

Default codes 17

Door control, manual 30
Door Open menu 30
Door, inhibiting a 33

E

Edit Time Commands 32
Entry 9

Entry sequence 9
Entry/Entry Sequence 9
Exit sequence 9

F

Full Set 9
Function level 27

H

Half Set 8
Help menu 3
HOUR 31
Hour Adjust 31

|
Inhibit mode 33

L

LCD display 1

Learn cards procedure 25

LED functions 2

Locating a card on the system 28
Lock/Open Inhibits 30

Log, system 22

M

Manual door control 30
Menu options 3

N

Navigating the Help menu 4
Not Selected 7, 8, 9

P

Part Set 7

Passing Cards 27

Perimeter protection 8
Permanent/Momentary door open 30
Printing the Log 22

Printing the log 22

R
Radio PA Assign 20
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Radio PA Test 23
Radio PA Unit 20
Removing alert messages 1
Restore door menu 30
RPA unit

battery low 23
RPA unit descritpions 20
RPA unit options 21

S

Select cards procedure 25
Setting all areas 12
Setting areas 11

Setting date and time 14
Setting the system 9
Setup Cards 25

Site code 29

Summer/Winter hour change 31

System date and time 14
System Keypad 2
System Log 22

T
Testing the Radio PA units 23
Text entry 38

Typing text 38

)

Unable to set the system 10
Unset /Reset 5

Unsetting an area 12
Unsetting the system 5

User ID codes 16

User names 18

User Option Assignments 34
User reset procedure 13
User Setup 16

\%

Viewing the log 22
Visitor level 27
Voiding Cards 28

Y

Year 2000 14
and 3GS systems 14

Z
Zone, inhibiting a 33
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ABOUT THIS SECTION

The Communications section describes the communication components of the 3GS system.
It is divided into the following chapters:

Communications
« Serial port wiring details, for connection to a PC, modem and other comms devices.

Peripheral Devices
o Self activating bell.
e Hand held terminal.

Appendices
Technical Specifications



HAND-HELD TERMINAL

In this chapter

= Overview
= Main menu
- RKD emulation
- Data buffer function
- Utilities mode






HHT OVERVIEW

The infra-red hand held terminal (HHT) is a compact,
battery operated device for use with the 3GS system.

You use the HHT to communicate with the nodes on the
system and to extract information such as input and
output status, voltage and current draw, Ringnet
communications status and so on. You can also use the
HHT to emulate an RKD node in order to program the
system (via either the infra-red link or over a direct

Parallel Port

connect link to the controller serial port.)

The HHT filesaver (or Panel Data Buffer) facility allows
you to transfer a complete system configuration to or

from a panel or PC.

Serial Port

Hand-Held Terminal

Parallel Printer

Issue 01 Feb 2000

9-Way D type
Serial Cable
(female plug both ends)

l 3GS Controller

PC or Laptop
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Infra-red port communication
Note the following guidelines for effective infra-red data

transmission between the HHT IR port and node IR port:

« The maximum distance between devices should not
exceed ten metres.

« For optimum performance, IR ports should not be
facing more than 30 degrees away from the direct
signal path.

« If there are two nodes close to each other you can
lock on to one or the other by holding the HHT
closer to the required node.

« Ensure that there is no physical obstruction between
both devices.

w

Max. Operational Angle

HHT
N

Powering the HHT

When mobile, the unit is powered by four 1.5V alkaline
long-life batteries. These will provide a typical battery life
of 60 hours. On power-up the display indicates the
battery power status (OK/Low).

If a separate power source is available, you can connect
a 9-12VDC power supply to the HHT’s jack socket.

Battery save feature

When operational, if there is no key input within a 180
second period, the unit will automatically power down.
If, however, infra-red data transmission is active, it will
override the power-down feature and the HHT will
continue to operate for up to ten minutes.

Parallel printer connection

In addition to its infra-red capabilities the (HHT) can be
connected directly to the 3GS controller as indicated
below. This configuration enables the HHT to behave as
a filesaver allowing full up and downloading of files.
Having the HHT connected in this way introduces a
parallel port into the system. A parallel printer can now
be connected to the parallel port on the HHT using a
standard 25-way D Type parallel printer cable, for
downloading log information and so on. In addition, the
configuration also allows for RKD emulation.

Serial connection

When the HHT is operating in RKD emulation mode you
can choose between infra-red link and serial link. If you
are using the HHT filesaver function, only a serial link
may be used. Two 9-way D type female connectors are
wired as shown below (cable supplied by Europlex).

Connector 1 Connector 2

9-Way D type 9-Way D type
Female Female
< Max. 1.5M

L Pin 1 is the cable screen braid 1
2 3
3 2
4 6
5 5
6 4
7 8
8 7
Q — Pin 9 is not connected - 9

The following diagram shows how the HHT can be
connected by either a parallel port or serial port:



MAIN MENU

Power-up

To turn on the HHT, press the # button for at least one
second. A number of status messages will be displayed,
after which you will be requested to enter a 6-digit
passcode (the default is 123456).

Incorrect code entered

If you enter an incorrect code you will have the option of
re-loading the default settings; in this case any
information stored in memory will be lost. If you do not
require the code function, you may remove it from
within the Utilities menu.

Modes of operation

The main menu provides three modes of operation:
RKD Emulation

« Data Buffer (Filesaver)

o Utilities

Display messages guide you through the menu structure.

The keys you will be using within any mode are: UNSET,
PART, YES, NO, HELP and # (ENTER).

You can press the HELP key at any stage to exit to the
previous menu.

To turn on Hand-Held Terminal press@
for 1 second. Display shows:

DATA TERMINAL
© EUROPLEX 1995 ..

BIOS V2.0 21 JULY 1995
S/W V2.0 21 JULY 1995

512K FLASH BATTERY OK
S - PORT = 2400 EVEN 81

TEST VERSION
USER NAME DISPLAYED HERE

»
>

ENTER Code— 7777?77 —
INCORRECT TﬁY AGAIN'!

[l
ENTER Code A ..
71N\
Enter default code 123456
and press

®

»

\4 |
SELECT : RKD EMULATION  ?

Scroll forward through a menu
>> <<

/| \EXIT

Scroll back through a menu

|

To exit a menu/exit to power down SELECT :  DATABUFFER 7

To accept an option

To reject an option

HEOEOOO®

To accept data

Issue 01 Feb 2000

>> << 7| \ExiT @

|

SELECT : UTILITIES ?
>> << /WX

Utilities

9

To exit and power down
press until display shows:

) ;a ; :
@) o)
) A
5 o

POWER DOWN !
ARE YOU SURE ? (Y/N)

Press

(=)

to power down unit.

Main Menu # 10-3



RKD Emulation Mode

The RKD Emulation mode allows you to control,
program and interrogate the 3GS system in the same
manner as an RKD node. You can do this either remotely
using the IR link or directly by connecting a cable
between serial port 1 on the 3GS Controller and the
HHT serial port.

The following options are available:
« RKD via IR Data Link?
« RKD via Serial Port

RKD via IR data link?

After selecting this option, point the HHT at the IR node
port. The HHT will make ten attempts to initialise
communications and if unsuccessful will display the
message “Failed to find a node”. When communications
are established with a node, the node’s autonomous
menu structure is displayed. You can view the menu by
scrolling using the UNSET and PART keys. You can toggle
the node’s output state by pressing the # key.

Press the NO key to enter RKD emulation mode. The
HHT will now operate as an RKD node on the system.

If the HHT infra-red link is broken for more than 30
seconds, the unit will exit emulation mode and return to
the “RKD via IR Data Link” menu option.

RKD via serial port

As described previously, a serial connection can be made
between the Controller and HHT. The default
communications protocol for both devices is set as:

« baudrate: 2400

e parity: Even

« databits: 8

e stop bits: 1

To change these settings press the NO key. [See page 10-

9: Utilities Mode - Serial Port]. When communications
have been established, the HHT will emulate an RKD.

Point the HHT at the node to
initialse remote communication.

| Press Press
RKD VIA : IR DATALINK 2 RKD EMULATION IR MODE |
>> << TN\ POINT AT NODE T o
. [ nter RKD emulation m :
{0 activate Vo to ente emulatio ode
NS infra-red data u a
link.
MON 24JUL95 15:15:20
< [ FaiLep o FIND A NoODE! |
<
System messages will
_ appear on HHT display,
>
| Press nove1
RKD VIA :  SERIALPORT 7 e LID TAMPER =
>> << ExfT N\
to activate  |f serial link is not successful: RKD functions may now be
ir nn i
d ect CIOI keCl KD VIA - SERIAL PORT perfprmed using the HHT )
serial fink. LOOKING FOR PANEL i— (option selecton/programming
PANEL NOT ON-LINE ! P LOST CONTACT WITH NODE
S-PORT=2400 EVEN 8 17—
& |

Exit Emulation Mode & Power Down

Routine:
Menu of node the HHT is currently communicating u To exit emulation mode and
with (in this case an I/O node) is displayed - press 7| power down the unit proceed
the UNSET key to scroll through. | as follows:
»|
'| Press the following
keys simultaneously:
lI/O 81/10 0000000032 I
Vo2 100UL95 02 12 @ 4+ @
’ TANPER 0K uy | D VIA IR DATA LINK ?
RK| B
Input Analog FUSE OKAY 100mA I o - . |
ce Value 1
Input Number |01:210§ 102 =12179 Press
Zone Number 9 - 10 c
| -
Input State until display shows:
103 =2144 104 =2179
711 - 12 < POWER DOWN !
ARE YOU SURE 7 (Y/N)
105 = 2144 106 = 2182
to scroll 13 - 714 - Press
forward/back 107 = 2144 108 = 2182 @
through node 715 - 716 ¢ t q it
wer wn unit.
menu. Output State _ © powe © u
Output number 01=0N Alternatively, if the IR link is broken
Output type (1-255) 8 for more than 30 seconds, the
assigned to output HHT will exit emulation mode and
Press ; ; .
@ display the following message:
to [Oggle output. | LOST CONTACT WITH NODE
01=0FF
8 Followed by:
| RKD VIA : IR DATALINK ?
>> << 3
|
|
to exit, go to a After a further 180 seconds of

keypad inactivity, the HHT will
automatically power down.



Data Buffer (Filesaver) mode

PD.B. CHECKING FILES Display shows (briefly):

ALL FILES OK!
8 FILES (320K) FREE

»

PD.B..  FILE MANAGER —) —

YES
>> << EXI

i

PD.B..  FILE UPLOAD —? —

YES

>> << EXI

2

—

—

3 FILES (320K) FREE
T-LIST FILES 72—

’@

(&

PDB.:  FILE DOWNLOAD — 7
>> << EXI

— PANEL? —

FILE UPLOAD FROM :

i

3 FILES (320K) FREE Prints to
T-PRINT FILE 1— parrallel
printer

]

FPC 17—

»
P

FILE UPLOAD FROM :

3 FILES (320K) REE
-DELETE FILE? —

\(FILE DOWNLOAD TO:

o

b

= PANEL?—

S(FILE UPLOAD FROM :

FILE DOWNLOADTO:

- DM1200 7 —

&)

»
»

—PC. 17—

FILE UPLOAD FROW:

FILE DOWNLOAD TO:
= DM1200 ? —

The Data Buffer (Filesaver) mode allows you manage and
transfer 3GS literal files. You can store up to eight system
configuration files in the unit. You can download these
files at a later stage to a PC running Panelman, to a
parallel printer or to a DM1200 digital communicator.

Note In this mode, you must transfer data via a serial
connection rather than via IR comms.

The following options are available:
« File Upload

« File Download

« File Manager

Issue 01 Feb 2000

| PRINTER PORT ? —

b

File Upload?

The following sub-options are available:

« Panel? Use this option to upload a system’s
configuration (zone descriptions/types, variable
settings, literal file changes, and so on) in file format
for later restoration (for example, after a cold start) or
for transfer to a PC.

« PC? Use this option to upload a Panelman file via
the PC serial port.

« DM12007? Use this option to upload literals 387/388/
389 from the DM1200. These literals are stored in
the DM1200’s EEPROM and contain digital

Main Menu # 10-5



communicator/modem set-up data such as
telephone or account numbers.

Printer Port? This option allows the HHT to capture
data sent by the controller (via serial port) as if it
were sending it to a printer. Typically this could be
the system log.

File Download?

Use this option to download a stored file to the
Controller, a PC or DM1200.

File Manager?

The following sub-options are available:

®

List Files. Use this option to view the number of
stored files and see the file size in kilobytes. The file’s
name and origin are also displayed if programmed.
Press the YES key to view the contents of a log
printout. Press the UNSET key to increase scroll
speed.

| v
1 _DESCRIPTIONS 0.9K
N\

HEH

2 PRINTOUT 46.5K
I\

3 NORMAL UPLOAD 4.7K
| \CITY CENTRE PLAZA

H(EH

I INSTALLATION : POST OFFICE HQ

SOFTWARE VERSION:
3GS 200 VLX 10 AUG 1995

{(&r

|

4 FULL UPLOAD 12K
| \"THE BANK CENTRE

3GS 200 AUG 95

10s

|
I/E PANELMAN 10.3K ’

l LITERAL VERSION: LIT 3 ]

DATE:
THUR 14 SEPT95 16:06:00 USER 2

| 865 CONTROLLER UPLOAD + CODES

| _______ SYSTEM LOG I

(B

6 EMPTYFILE 0.0K
I\

PAUL BYRNE SELECTED SYSTEM LOG

THURS 14 SEPT95 16:05:36 USER 1 ]

Press to scroll faster through
@ loa.
THUR 14 SEPT95 08:15:55 USER 3
1 ANN KELLY ACCEPTED ALL ALERTS
7 EMPTYFILE 0.0K
N\

THUR 14 SEPT95 08:15:40 USER 3
ANN KELLY SELECTED UNSET

s

PAUL BYRNE SELECTED FULL SET

|
8 EMPTYFILE 0.0K
[ WED 13 SEPTO5 12:05:36

1D SECURITY ALERT

Etc....

To exit the log.

WED 13 SEPT95 18:30:20 USER 1 I

.

Delete Files? Use this option to delete files
individually or as a group. Note that codes are only
stored in one location at any one time. If you select
the Wipe Codes option when performing an upload,
all codes (including default codes) will be removed
from the 3GS Controller. Therefore, before a
download is performed, the HHT is storing the only
file containing these codes. It is important to
consider this before deleting a file.

e

To delete all files...
3 FILES (320K) FREE
< SELECT DELETE FILE 7—

®

To delete individual files...

-1 DELETEFILE1 ? — 3 FILES (320K) BREE
DESCRIPTIONS 0.9K -1 DELETE ALL FILES-?

To scroll through files press:

-1 DELETEFILE2 ?— DELETEALLFILES !
PRINTOUT 46.5K 1~ ARE YOU SURE*~

When file to be deleted
is displayed, press:

®

DELETEFILE2
=T, ARE YOU SURE? —

DELETE ALLFILES ! _
=, CHECKING FILE AREA 123K —
I

DELETINGFILE2 DELETE ALL FILES !
= FILE DELETED OK! — VERIFY ERASE...

]

returns to previous menu
<

File from Panel. This option displays (flashing) the
HHT’s current serial port settings. If they do not
match the source device’s serial port settings press
the NO key. (See diagram on next page).

Node Data Function. Use this option to upload the
data relating to all nodes on the system, as follows:
node serial number, node type, node ID, number of
node inputs/outputs, software version, node status.

File Download. This option displays (flashing) the
HHT’s current serial port settings. If they do not
match the target device’s serial port settings press the
NO key. After downloading a file to the 3GS
controller you should perform a cold start. This
prevents conflict between the system’s log and the
downloaded literal file. (See diagram on next page).




Diagram

© .

‘:FILE FROM PANEL:

S-PORT = 2400 EVEN8 1?7 —

—(@

~3GS PANEL ON-LINE !
— NORMAL UPLOAD ? —

\—

®

~3GS PANEL ON-LINE !
— FULL UPLOAD ? —

YES

9

UPLOAD 4N PROGRESS

~3GSPANELON-LINE !

— DESCRIPTIONS UPLOAD ? —

)

UPLOAD Y PROGRESS
FILE7 — LITERALX —

(where x = literal files)

FILE7 — LITERALX —

(where x = literal file number)

~ UPLOAD IN PROGRESS
— READ/WIPE CODES ? —

Press

()

to remove user codes from
controller and transfer to HHT.

~. UPLOAD IN PROGRESS
— ARE YOU SURE ? —

(=)

~ UPLOAD IN PROGRESS
— FILE 7 USER OPTION x —

~UPLOAD IN PROGRESS
— CLEARING PANEL CODES x —

(where x = number of user options/codes)

A

UPLOAD IN PROGRESS
FILE 7 UPLOADED OK !

YES

S 3GS PANEL ON-LINE !~
— NODE DATA UPLOAD ? —

S FILETO PANEL:

Ve
— S-PORT = 2400 EVENS 1? —

Utilities

3GS PANEL ON-LINE !

DESCRIPTIONS 008K

7
DOWNLOAD FILE— 1?7 —

I
Préss

to scroll through files:
1

=
DOWNLOAD FILE— 27—
PRINTOUT 464K°

DOWNLOAD FILE—, 3?7 —
NORMAL UPLOAD/A %>

DOWNLOAD TO PANEL
FILE2 — LITERALX —

(where x = literal files)

DOWNLOAD TO PANEL

A

Issue 01 Feb 2000

FILE 2 DOWNLOADED OK!
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Utilities Mode
The Utilities? mode has the following options:

A

>> <<

UTILITY : SERIAL PORT

9
Bt |

(s — >

A

>> <<

UTILITY : PRINT SET UP

9
Bxif |

(A

@ to scroll forward
@ to scroll back

@

>> <<

UTILITY : CODE SETUP

7
£uf |

@ to exit

(&N

@—> to acceptan option

>> <<

UTILITY : NAME CHANGE

9
B |

o

()

@ Backlit

<o

UTILITY : BACKLIT SETUP 7
>> << B |

|
UTILITY : LANGUAGE SETUP ?
>> << B |

|
UTILITY : LOAD DEFAULT 7
>> << Bt |

@ Default

|



« Serial Port: Use this option to configure the HHT’s serial port for direct serial communications with other devices.

————

|\S'PORT = 2

-
400/ EVEN 8 1
— BAUD = 2400 7 — |

To change Baud

Baud Rate
Parity

Stopbits

Databits

Rate, press

Press

to leave Baud Rate
unchanged and to scroll
to next comms. setting.

— DATABITS =

~S-PORT = 2400/ EVEN

IH

]

87—

— STOPBITS =

~S-PORT = 2400/ EVEN 8 1

17—

@ to accept new setting

until desired baud rate 150
is displayed on bottom line. 300
600
To accept press @
- the top line changes
to reflect new choice. 4800
9600
19200 |
S-PORT = 2400 EVEN 8 1 [_om ]
ity e
— PARITY = EVEN ? —

@ to leave unchanged

and to scroll to next
comms. option.

@ to leave unchanged

and to scroll to next
comms. option.

@ to leave unchanged

and to scroll to next

comms. option.

« Print Setup: Use this option to print out the current settings and parameters for the HHT. This includes: the serial
number, software version, user name, serial port settings, backlight parameters and language setup. (See diagram

below).

PRINTING SETUP ...

Check if printer is
on-line/connected:

-
i

PRINTER NOT READY !!

returns to utilities menu

<

<

« Code Setup: Use this option to change or remove the passcode required to access the HHT main menu. (See
diagram). The default code is 123456. You have three attempts to enter the correct code. After three failed
attempts you will need to reload the default setup (this will overwrite any existing files).

®

—

I’ CHANGE CODE ? —
.~ ~

: N—
ENTER NEW COD‘F/ <

A —
l_@_[VERIFY NEW CODEZ T

I_@_ICODECHANGE oK ]_

Inconsistent code entered:
I CODES NOT THE SAME !

REMOVE CODE ? — REMOVE CODE !
N _
F h ]_@_[’ARE YOU SURE 7 —

]_@_I CODE REMOVED 0K

Issue 01 Feb 2000
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« Name Change: Use this option to change, enter or edit the user’s company name and address. (See diagram
below). You place the alphabetic card over the HHT keypad and select the required letters using the Shift key
(ensure the Shift key is in the Up position before entering the next letter).

__returns to utilities menu
<

« Backlit Setup: Use this option to adjust the display backlight parameters. (See diagram below). Use the UNSET
and PART keys to scroll between Level/On Time and YES/NO keys. On Time refers to the number of seconds the
backlight will remain on for once a key has been pressed. Level refers to the intensity of the display backlight.
Once the required settings are displayed on the top line, press Help to save and exit.

@7

—b

~BACKLIT 50% FOR5 SECONDS
— LEVEL = 50% ? —

To change Backlit Level, press

until desired level (0% - 100%)
is displayed on bottom line.

To accept press @

- top line changes
to reflect new choice.

Press to select "On Time" (1-10 secs.).

~BACKLIT 50% FOR5 SECONDS
—ONTIME =57 —

@ to change. to leave unchanged
and return to
to accept Backlit Level.

new setting.

]

« Language Setup: Use this option to load default language for setup defined markets. (See diagram below).

»
P

< COUNTRY = IRELAND
— IRELAND ? —

@

< COUNTRY = IRELAND
— FRANCE ? —

%

COUNTRY = JRELAND
— GERMANY ? —

(&

COUNTRY = IRELAND
— HOLLAND ? —

(&A

COUNTRY = IRELAND
ENGLAND ?—

@




« Load Default: Use this option to load the factory programmed default settings. (See diagram).

- LOAD DEFAULT SETUP 7(

A

L=

ClE

— ARE YOU SURE 7(

~LOAD DEFAULT SETUP =
— IRELAND ? —

A

~ LOAD DEFAULT SETUP =
[— GERMANY ? —

PG

O

~ LOAD DEFAULT SETUP =
[— FRANCE ? —

YES

(@

~LOAD DEFAULT SETUP =
— HOLLAND ? —

&

~ LOAD DEFAULT SETUP =
[— ENGLAND ?7—

LOADING DEFAULT SETUP !

]

!
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Main Menu # 10-11






EUROPLEX UNIVERSAL
INTERFACE CARD (EUIC)

In this chapter

m EUIC OVervieW .....coviiiiiieieeee e, 11-1
s Connecting the EUIC to the 3GS Controller ....... 11-2
s Connecting the EUIC tothe PC............ccoeneeneen. 11-3
= Connecting the EUIC to the Video Multiplexer ...11-4
B Hardware ..o 11-5
s EUIC programming software...............ccoeeveennee. 11-6

m Default Setup......c.covevviiiii 11-7






EUIC OVERVIEW

The EUIC provides output mapping functions for the 3GS
Controller. The mapping feature is generally used for
controlling CCTV video multiplexers and other security
peripherals. The board is microcontroller based and has
three serial communication ports.

One serial port communicates with the 3GS Controller
(the panel port). The second and third serial ports are
called the host serial ports. The second port is used to
send a command message to an attached video
multiplexer and the third port is used to program the
EUIC via a PC.

EUIC

Jl1  P1

3GSController

Video Multiplexer

The general set-up of a 3GS integrated security and
access system with the EUIC is shown in the diagram
opposite. The EUIC polls the 3GS system to determine
the states of the zones and doors and the outputs on the
system. When a zone, door or output state changes (an
event occurs) a command string code is then executed.

A command string can cause two types of actions:
1 Control devices connected to the 3GS System.

2 Send a command message to the video multiplexer.

The EUIC command string code is a simple text based
language. The PC port is used to configure and
programme the EUIC. A text based protocol is used to
communicate settings and commands to the EUIC. A
programming application for Windows 95 / 98 is
provided which simplifies programming further by
providing a windows based graphical user interface
(GUI).

Microprocessor
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Eprom

Ram

Battery

PC Port 2 (J3)
LED 3

Video Port 1 (P1)
LED 2

Default Link (J2)

Reset Switch

SHCNONCORCNONCRORONONS)

Panel Port (J1)
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CONNECTING THE EUIC TO THE 3GS CONTROLLER

The EUIC requires a 12V DC supply cable capable of
providing 200mA. This can be supplied by the power

pins on the 3GS ports 2 or 3, if no other peripherals are

attached. Otherwise the power must be supplied from
the main system power supply.

Port 2 Port 3

(@] O (@] (@] (@] o @] o

O OO OO OO O] 36Gs

0V 12V TX RX 0V 12V TX RX

® @

® o
o (o] O o

© QI ©
0V 12V TX RX

EUIC to 3GS Panel Port (J1)

To connect the EUIC to the 3GS Controller

1

Connect the serial cable to the panel port on the
EUIC using the push-on connector.

Select the 3GS port you want to use and set it up to
the same settings as those chosen for the panel port
on the EUIC. The EUIC Tx connection is wired to the
3GS Rx connection and the EUIC Rx connection is
wired to the 3GS Tx connection. It is suggested to use
a baud rate of 19200 as this provides the best
performance for the system.

Attach the serial cable to the 3GS port.

On power-up, LED 1 on the EUIC should flash briefly
along with LED 3.

If there are no command lines present LED 1 will go
out and LED 3 will remain on.

If there are any command lines present in the EUIC,

i.e. program strings, LED 1 will continue to flash. This
indicates successful communications with the 3GS. If
communication with the 3GS was unsuccessful, LED

1 will go out.



CONNECTING THE EUIC 1O THE PC

To connect the EUIC to the PC

1

Use a null modem cable with a 9 way female
termination on the EUIC end.

Insert the female end into Port 2 (J3) on the EUIC.

Ensure that the correct PC comms port is selected
and its communications settings match that of the
EUIC host port settings. Otherwise no
communications will take place between the PC and
EUIC. [See page 11-7: Default Setup].

Start the EUIC programming software package and
modify the PC communications settings to match that
of the EUIC host port settings.

It is suggested that these settings are left at the default
settings unless they have to be changed for interfacing
with a video multiplexer.

PC Port Connection

oG]0
7 8 56 2 3

[

7 856 23

EUIC Port 2 (J3)
O O OO
O\wses O
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Open the comms port on the PC and press the Reset
button on the EUIC.

The software version and current settings are
displayed on the PC if communications are properly
set up.

If unreadable text or no text is displayed then either
the comms port is not correctly connected or the
settings are incorrect. In this case, check the
connections and retry.

If this does not resolve the problems then connect the
Default Link. This resets the EUIC comms settings for
all the ports to the default settings.

Alternately try all the different PC communications
settings until the correct setting for the EUIC is
chosen.

Connecting the EUIC to the PC # 11-3



CONNECTING THE EUIC TO THE VIDEO MULTIPLEXER

To connect the EUIC to the video multiplexer

1

a b WD

TX

Use a cable as specified in the video multiplexer
manual with a 25 way female termination on the
EUIC end.

Insert the female end into port 1(P1) on the EUIC.
Start the EUIC programming software package.
Open the comms port on the PC.

Ensure that the communications settings of the EUIC
host port match the settings specified for the video
multiplexer — otherwise no communications will take
place between the EUIC and the video multiplexer.
Remember to change the PC settings to match these.

Select Video Options in the Communications menu
and choose the option for the multiplexer connected
to port 1.

Press Reset on the EUIC as requested, to save the
video selection to the battery backed memory.

The EUIC software version and current settings are
displayed on the PC if communications are properly
setup.

Video Port

I e—
O

p—

0000000000000 O
000000000000

EUIC Port 1 (P1)

3 4 5 7 20

]

Rx RTS CTS Gnd

9 When an alarm command is executed by the EUIC it

will transmit the set alarm channel command using
the appropriate protocol to port 1. This can be
observed by a brief flash on LED 2.

10 When the event is false and the alarm has to be

cleared again the EUIC will transmit the clear alarm
channel. These transmissions will activate and clear
the alarm channels on the video multiplexer. If this is
not the case then it is likely that either the comms
port is not correctly connected or the settings are
incorrect. Check the connections and retry.

11 If this does not resolve the problem then you can

connect the Default Link, to reset the EUIC comms
settings for all the ports to the default settings. [See
page 11-7: Default Setup].

Alternately try all the different PC communications
settings until the correct setting for the EUIC is
chosen.



HARDWARE

This section describes the main hardware features of the
EUIC.

The unit requires 12V DC @ 200 mA to operate. The
command string code and the serial port set-up are saved
in non-volatile memory (i.e. battery backed-up RAM). A
reset switch (SW1) is provided to reset the unit at any
time.

Panel port

This is the standard Europlex communication port
consisting of a 4-way terminal block. The four
connections are 0V, 12V, and Tx and Rx. This connection
supplies the power for the EUIC.

The port can be set-up as follows:

o baudrate: 1200, 2400, 4800, 9600 or 19200
e parity: even, odd or none

o databits 7 or8

e stop bits: 1 or 2.

Note Bolded text is the default settings.

LED 1 on this port will flash during communication with
the alarm system. It is recommended to use the
maximum speed setting to optimise system performance.

Host port

The host port consists of port 1 (i.e. the video multiplexer
port) and port 2 (the PC port). That is, both port 1 and
port 2 share the same communication set-up. This port
can be set up as follows:

o baudrate: 1200, 2400, 4800, 9600 or 19200
e parity: even, odd or none

« databits: 7 or 8 data bits

e stop bits: 1 or 2

This has to be set to the default setting of the video
multiplexer.
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Port 1 (P1 - Video Multiplexer port)

This port consists of a 25-way male D-type connector.
RS232 signal levels are used. Tx data (pin 2), Rx data (pin
3), Ov (pin 7) are used. LED 2 on this port will flash
during communication on the port. Flow control is
provided, so the RTS (pin 4) must be connected to CTS
(pin 5) if no flow control is provided by the video
multiplexer system.

Port 2 (J3 - PC port)

This port consists of a 9-way female D-type connector.
RS232 signal levels are used. Tx data (pin 3), Rx data (pin
2), Ov (pin 5) are used. LED 3 on this port will be on to
indicate that this port is operating. No flow control is
provided.

Default link (J2)

This is 5-way terminal block header (i.e. the terminal
block is not supplied). On power up of the unit or
following a reset, the PGM pin is checked. If PGM is
connected to 12V then the EUIC will load the default
serial port set-up, the link should be removed for normal
operation.

Housing

The EUIC is supplied as a PCB only. The mounting holes
and the size of the PCB are the same as the DM1200 (i.e.
the EUIC will mount in the same fixings as the DM1200).

Serial cables

No serial cables are provided with the unit, but should
be made up according to the details provided within this
chapter.

Serial cables compatible with the video multiplexer
system should be used on port 1.

If no flow control is provided on the video system then a
null modem cable must be used.

A standard null modem cable can be used on port 2 for
PC connection.

Hardware # 11-5



EUIC PROGRAMMING SOFTWARE

To install the software

1

The EUIC is supplied with a Windows 95/98 based
programming application. It requires a PC with a
100MHz Pentium processor and 32M of RAM or
better.

Insert the floppy disk provided and open the
appropriate drive in Windows Explorer.

Doubile click on setup.exe to start the installation.

Follow the Installshield instructions for the selection
of the destination directory and program options.

To start the application click on the Start button,
select the Programs folder and click on
Euic_Programmer.

To get information on all the EUIC hardware and
programming features select the Help option on the
main program window.

Hyper Terminal

If Hyper Terminal is used for programming the EUIC then
the suggested settings in default mode are as follows.

Phone Number
Direct to Com Port 1
Bits per second 9600
Parity none

Stop bits 2

Flow control none.

Settings Menu
Terminal keys
Emulator auto detect.
Back scroll buffer lines.

ASCII Settings sending
Send line ends with line feeds
Echo typed characters locally.

ASCII Settings receiving

Append line feed to incoming line ends.
Force incoming data to 7 bit ascii.
Wrap lines that exceed terminal width.



DEFAULT SET-UP

Setup details

This section describes the default set-up of the
communication ports. This is the set-up of the EUIC
following a default set-up load as described in the
hardware section of this chapter. The command string
code is not cleared on a default set-up load.

Panel port

The default panel port settings are as follows.
e baud: 19200

e parity: none

o databits: 8

e stop bits: 1

e panel address: 1

Ensure that the 3GS port settings match these so that
communications between the 3GS and EUIC can take
place.
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Host port

The Default host port settings are as follows.

e baud: 9600

e parity: none

o databits: 8

e stopbits: 2

Ensure that the PC comms port settings match these so

that communications between the PC and EUIC can take
place.

Since these settings are also used for the video
multiplexer communications (if applicable) they must
match the video settings as specified in the video
multiplexer users manual.
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DM1200 DicITAL COMMUNICATOR /
MODEM

In this chapter

= DM1200 Overview.............. 12-1
- digital communicator operation
- modem operation
= DM1200 Installation........... 12-2
= DM1200 Programming ....... 12-8






DM1200 OVERVIEW

The DM1200 is a combined 16-channel digital
communicator and 1200 baud modem.

e The digital communicator monitors the 3GS
controller and reports alarm activity to a central
station(s).

e The modem communicates with a remote printer or
PC running software such as Eurodial (monitoring),
Panelman (maintenance) or 3GS+ (access control).

The unit can be connected to one of the 3GS serial ports
(default = port 2) and its communication parameters
may be programmed from the 3GS keypad. For

connection details see the 3GS Communications section.

Digital Communicator Operation

The digital communicator monitors the 3GS control line
(CTRL) to determine the state of the system outputs.

When programming the DM1200, the engineer maps
the 3GS outputs to the DM1200’s channels, which can
number up to 16 in fast format or 8 in slow format.

If an output changes state and the delay timer has timed
out, the DM1200 seizes the phone line (disconnecting
any other apparatus connected) and dials a pre-
programmed number.

The appropriate signals are sent to the alarm central
station receiver, indicating the type of alarm activation.
The DM1200 will disconnect and may dial another
central station and repeat the process if so programmed.

Upon contacting the central station, the DM1200 waits
for a handshake signal from the central station receiver.
During this period the unit transmits a "comfort" tone
every two seconds.

Upon receiving the fast format handshake, it transmits
the account code associated with the dialled telephone
number and the channel information in fast format.

When the acknowledge signal (kissoff) is received, the
DM1200 releases the line. If the receiver sends a slow
format handshake, the DM1200 will report in slow
format. If the DM1200 is unable to communicate with
the alarm central station receiver, it releases the line and
re-dials. It will dial a secondary receiver number if
programmed to do so. The DM1200 can also be
programmed to send alarm information in SIA and
CONTACT-1D formats (version 3.1 or greater).
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Modem Operation

When the DM1200 is programmed to report to a remote
PC it reads the value stored in the panel’s modem dial
variable every two seconds.

This variable is used by the 3GS to initiate a call to a
remote PC and may be set by a time command or via a
literal. If this variable is set to 1 and there is log
information to report, the DM1200 dials the pre-
programmed primary remote phone number and
establishes a connection with the remote PC. The
DM1200 disconnects the line when the remote PC hangs
up its modem.

Note Note: If the DM1200 detects a channel activating
during remote communication (with the PC or printer), it
aborts modem communication and dials the alarm central
station.

DM1200
MODEM

DIGI.

Serial port #2

3GS Controller

Central Station Receiver

If a remote PC dials in, the DM1200 will pick up the line
after the pre-programmed number of rings have been
detected. It will establish a "connect" with the remote
modem. At this point it allows FULL communications
with the 3GS controller if UNRESTRICTED access is
programmed.

If CALLBACK mode is programmed, on receipt of an
incoming call the DM1200 answers, hangs up, and then
calls back the number.

The DM1200 also allows communication to a remote
printer. If the mode dial variable is set and there is log
information to report, it dials the pre-programmed
number and dumps to the remote printer.
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DM1200 INSTALLATION

BABT Approval Compliance

The DM1200 has been approved for use of the following
facilities:

Loop Connect, Auto-calling, Auto-dialling, MF dialling,
Automatic repeat attempts, Series connection, Operation
in the absence of proceed indication, Auto-clear from
call-originating end. Any other usage will invalidate the
approval of the apparatus if as a result it then ceases to
conform to the standards against which the approval was
granted. The DM1200 is suitable for connection to any
BT PSTN circuit with loop-disconnect or multi-frequency
dialling.

Series Connection - The DM1200 has a Series Equivalent
Number (SEN) of 0.3. The SEN represents the portion of
the maximum allowable impairment which is taken up
by a series apparatus. The DM1200 has a nominal
insertion loss of 0.025dB, and a nominal series resistance
value of 195 milliohms.

Note To avoid occasional difficulties in making calls from
other apparatus connected to the telephone network via
more than one series apparatus, or problems in telephone
conversation between both parties, the total of SEN values
of all series apparatus should not approach or exceed 1.0.
If such difficulties are experienced, the user should consult
the accredited service engineer and NOT the telephone
company. An associated telephone may only be connected
via the series connection provided i.e. it should be
connected to the C and D terminals on theDM1200, NOT
in parallel with the A and B connections.

Connection of the DM1200 to a main apparatus that

requires shunt wire connection is not permitted. The
DM1200 may cause bell tinkle. This product is BABT
approved and should carry the BABT approval label.

Power Supply

The DM1200 operates using 12Vdc with a current
consumption in a quiescent state of 50mA and a
maximum current requirement of 100mA when active.
Use the connection directly from the PSU inside the
cabinet. Do not use the +12V from the 3GS PCB.

The 12 volt supply is monitored and a low-battery signal
is generated if the supply drops to 10.5V +/- 0.5V for
longer that 15 seconds.

Should the 12Vdc required for operation be taken from
another power source the warning below should be
adhered to.

WARNING: The DM1200 is intended for use with a
low-voltage supply of 12Volts D.C.(typically 1A psu)
which is normally derived from the 3GS PSU as shown in
the diagram opposite. The DM1200 has no user
protection against excessive supply voltages, and users
should ensure that any power supply or other equipment
used in conjunction with the DM1200 complies with the
relevant legal safety requirements when properly
assembled, installed, and maintained, and used correctly.

The DM1200 should be located and secured in its
designated position within the host panel and suitably
isolated (by stand-off bushes) from the host panel main
PCB and from any mains supply or excessive voltage
source, by a minimum clearance distance of 20mm.

PTT Line connection to PSTN

The DM1200 is connected to the PSTN at terminals A &
B (see diagram overleaf). A connection to Earth must also
be made. If it is required to connect another device to
the line (e.g. telephone) it should be connected at C and
D.



Diagram
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PTT Line
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O000O

RX1

X2
+12V

Note :All connections to the host panel and the power supply

MUST be made before any connection to the PSTN. Connection

to the PSTN should only be made by an engineer authorised by the
telephone company, and ONLY after the DM1200 has been installed
within it’s host panel, the cover of which must be fastened to prevent
access. The DM1200 must always be installed in it’s host panel.
Failure to install the DM1200 in accordance with these instructions
will invalidate any approval given to it.
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Connecting a local printer

A local serial printer can be connected to the DM1200.

Data is output to the printer at TTL levels from the
DM1200 in the following format:

Baud Rate: 1200 or 300
Parity: EVEN
Stop Bits: 1

Connect the printer using serial cable as shown in
diagram below.

DM1200 Connector Block

wlslolojeleloluiole

= 0V12VCNTLTXRX PTXPRDY 0102

I M- = -I -
1K
(optional)

11 )

3 7
r00'000'000000
O00000O000CO0O

Printer Serial Interface

Important: The maximum distance between the
DM1200 and the printer should not exceed 25 metres.

Remote Printer

Connect the 25-way modem interface to the printer
interface as shown in diagram below.

Modem Serial Interface

ﬂ

3 7
(OOIDOOO'OOOOOO
OPOOOP OOOOOO

3 7
OC0C®@O000®@0 000 OO0
O00000 000000

Printer Serial Interface

DM1200 LEDs

The LEDs will indicate the operational status of the
DM1200 (see diagram below).

If the DM1200 does not operate as expected re-check
the wiring connections and your programmed
configuration.

Flashes on/off while Flashes once every 5 | Rapid flashing indicates
in communication with seconds to indicate | NO communication with
the panel... line status... the panel...
COMMS TELCO COMMS
(green) (red) (green)




Programming the DM1200

YES - Used to enter a menu/option or to select an option.

NO - Used to scroll forward through menu options, i.e.
refusing them, and to toggle between certain options.

QUIT - Used to exit from an option to sub-menu or from
sub-menu to root menu.

NEXT - Moves cursor to the left or scrolls the current

menu forward.

PREVIOUS - Moves cursor to the right or scrolls the
current menu back.

ENTER -Used to accept current/displayed data.

SHIFT/DELETE- Used to select keypad characters. Also
used to delete characters if held down for more than 1
second.

INSTALLER CODE _ _ _ _ @

{ SET UP DM1200 ]

Select the port to which the
DM1200 is connected

By default, port 2 is
configured for DM1200

gommt Inications protocol.

PORT 1
unset....

PORT2 PORT3 }

See "Check Before
Programming”

NO RESPONSE CHECKING... l

PORT 2

DM 1200 PROGRAMMER

!l PRESS ANY KEY !!

No key pressed

Version number & Checksum displayed

VER P X.X CS YYYY

COUNTRY

>

Incorrect code entered

ENGINEER CODE------

Default Installer|code=123456

Enter the central station numbers and

ENGINEER CODE ERROR!

DEFAULT DM 1200?

account codes. Make a test call.
Program telephone numbers for remote
PC access via modem.

Enter this option to configure the unit’s
dialling sequence, e.g. ‘Number of Call
Attempts’, ‘Inter call time’ etc.

This option allows you to assign outputs
and telephone numbers for up to 16 channels
(max 8 channels-slow format). If a channel is
not being used it should be left at its default
setting where it is assigned as output O.
Configure Slow/Fast format or SIA options.
Also configures the test call.

The DM 1200 offers a line monitoring facility
which can be configured to report line
failure under various conditions.

The DM 1200 has 2 on-board outputs and
may also be configured to control up to 4
panel outputs.

Use this to configure the DM 1200 to operate
with the host panel’s serial port. The message
‘COMMS OK!" must appear on exit from this
option to ensure operation with the 3GS.

Select this option to enter a new installer code.|

This option is solely intended for advanced
users with specialised applications for the
DM 1200 and therefore it should not be
necessary to enter this option for normal
operation of the unit.

Select this option to perform a print-out to |
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a local printer.
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Quick Programming for SIA Central Station
In this example the DM1200 is set up to report to a SIA central station.

TELEPHONE NUMBERS ?

©

CENT. STAT. PHONES ?

=

- CENT. STAT. PHONE NO 1
W" instructs the

DM1200 to wait for a @

dial tone before dialling —

<17
the programmed /VAV\ 87654321

Key in primary central
station telephone number

i ‘
(max 24 digits). (o e s aoe0
/

Key in central
station account
code (4-digits)

() —

PHONE1 ACC2

-

PHONE 1 CS = SIA

()

‘ CS PHONE NUMBER 2

N/
W 12345678
/1N

RCa

u
PHONE2 ACC1 8888
/IN

G0

PHONE 2 CS=SIA

&

CS PHONE NUMBER 3

(&

CEN. STAT. PHONES?

—CA

TELEPHONE NUMBERS

—&

ARE YOU SURE?

~GH

END




Quick Programming for Modem Operation
To program the DM1200 to communicate with a remote PC, simply program two phone numbers in the remote

phones option.
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Backup number if DM 1200 fails
to contact the primary number

TELEPHONE NUMBERS ?

(=

CEN. STAT. PHONES?

&)

MAKE TEST CALL NOW?

()

‘ REMOTE PJONES

Nos

PRIMARY PHONE?

W 123456

& @

BACKUP PHONE?

‘ W 654321

ot o!

PRIMARY PHONE?

&)

REMOTE PHONE?

®)

TELEPHONE NUMBERS?
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DM1200 PROGRAMMING

Before programming...

Before attempting to program the DM1200, note the

following:

e Ensure the DM1200 Eprom label is version 2.2 or
greater. Older versions are not compatible with the
3GS system.

« For SIA reporting ensure the DM1200 is version 3.0
or greater.

e Ensure that the DM1200 connections to the 3GS
port are correct - as shown in the Communications
section.

e If possible, connect the DM1200 to Port 2 of the
Controller, as port 2 defaults to the DM1200
communications protocol. If another port is used,
select SET DATA FORMAT and set the
communication protocol as follows:

« Baud rate: 1200

« Parity, data, stop bit: E,8,1
« Printer: No

e Access control: 31

« Log filter: 32767

o Access filter: 255

« Dial mode: 0

Programming sequence - checklist

To program the DM1200 to report as a "digi" and a
modem, adhere to the following:

1 The 3GS Controller must be configured to operate in
LOCAL communications mode (Dial Mode:0). This
allows the DM1200 to poll the 3GS Controller for
output data, log events etc. [See page 8-58: Set
Data Format].

2 If you are using Eurodial monitoring software, then
LOCAL communications mode (step 1) must be set
in two stages.

3 Program the “digi” telephone numbers, account
codes and reporting sequence. See below.

4  Program the MODEM primary and backup tele-
phone numbers. See below.

Programming the DM1200

The flow chart examples on the following pages show
how to program a basic set up for the DM1200.

Note that the DM1200 settings shown in these examples
are based on Irish telecom default settings. The settings
you see will depend on the country default selected. To
change these settings and configure the DM1200
successfully, it is vital to be familiar with the programming
techniques and options which are explained in the

12-8#

DM1200 User’s Guide. There are however some
inconsistencies between the key functions shown in the
manual and the 3GS keypad.

These are outlined in the table below.

DiVi1200 3GS
User Guide keypad Key Function
EQUIVALENT KEY

Exit from an option to a sub-menu.

Moves the cursor to the left or
scrolls forward through a menu.

Moves the cursor to the right or
scrolls back through a menu.

s | @

To Enter a menu option or to select an
option.

To scroll forward through menus, i.e.
rejecting options or to toggle
between certain options.

The Enter key is used to accept data.

The Shift / Delete key has a dual
function:
To select alphanumeric keypad
characters by rotating the cursor to the
required position (see "Typing Text").

To delete characters if held pressed
down for more than 1 second.

Digital communicator reporting

The DM1200 can be programmed to dial 4 separate CS
phone numbers, with 2 accounts per number. The unit
attempts to contact telephone number 1 and if
unsuccessful then calls telephone number 2 etc.

Note The two accounts per number facility is available to
split system software only.

Each line is then set to one of the following formats: SIA,
CONTACT ID, DUAL, or SLOW.The Contact ID format is
a high-speed protocol using DTMF tones, giving block
and zone information. For a more complete explanation
of Dual and Slow formats, please see the DM1200 User’s
Guide.

SIA reporting

The SIA protocol will transmit alarm events as SIA
messages. The system must be configured for SIA
Reporting using the Setup SIA menu. [See page 8-51:



Setup SIA for a description of this menu and a list of SIA

codes].

e Max. SIA Messages Sets the maximum number of
SIA messages to be sent per call. [See page 8-51:
Setup SIA].

o Single. Acc/Call Selects whether one or multiple
account codes can be transmitted on one call.

o 2-Digit Event Numbers In the case of a system of
100-plus zones, this option should be set to transmit
4-digit event numbers. This option is receiver-
dependant.

« Block Modifier This is enabled if block software is
being used.

e ASCII Text Enables the sending of text with event
information.

When enabled, the Wait Command will allow the
DM1200 the time to gather more event information,
while still connected to the CS.

Note The above options are dependant on the
capabilities of the CS receiver.

Important SIA Reporting is available on Version 3.0 of the
Europlex DM1200 only.

Modem communication
The diagram overleaf shows how to program for modem
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communication between the DM1200 and a remote PC
or printer.

After entering the DM1200 default code press YES to
“TELEPHONE NUMBERS” and press NO to “CENT STAT

NUMBERS?”. Press NO to the test call display and select
“REMOTE PHONES?” Type in primary and back up
numbers. The examples shown are:

Primary: 98765432
Back Up: 23456789

If the DM1200 default settings (shown below) are those
required by the communications software in use, exit by
pressing HELP twice. When the display prompts “ARE
YOU SURE?” press the YES key.

DM1200 Modem Default Settings

If necessary, Parity and Baud Rate may be changed in
DM1200 menu “Serial Set Up”. Dial Access may be
changed in the DM1200 menu “Telephone Numbers -
Remote Phone Options”. Data bits must be set at 8.

o Parity:Even

e Baud Rate: 1200

« Data Bits: 8

o Dial Access:Unrestricted
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Diagram

N P2.2 CS 3655 ‘

‘ ENGINEER CODE - - - - - - ]

Enter DM1200 default cod é}

{TELEPHONE NUMBERS ? ‘

©

‘ CENT. STAT. NUMBERS ?

} Repeat for secondary telephone

@ number :
1

{ CENT. STAT. NO 1 CENT. STAT. NO 2

"W" instructs the
DM1200 to wait for a
dial tone before dialling — @
the programmed [/ g7654301 ] W 1230678 ]
number. |71 7N
Key in primary central
station telephone
number (max 24 {

)

_®_

NI N4
L PHONE 1 ACE 9999 PHONE2 ACC 8888
digits). 71N ‘ 71N ]

Key in central
station account

code (4-digits)

‘ CENT. STAT. NO 3 ]

to exit

—E-

l

{ CENT. STAT. NUMBERS ? ‘ ‘cHANNEL NUMBER 02 }

()

RES POS DELAY=000

DM1200 Main Menu
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)
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INTELLIBELL
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INTELLIBELL OVERVIEW

Function

The IntelliBell (IB) has been specifically developed by
Europlex to interface with its 3GS controller. The IB
connects to the data line and monitors the state of the
control line to determine the state of its outputs.

The unit activates its piezo sirens and/or strobe when
certain pre-programmed panel outputs are triggered. A
second model of the unit is available which incorporates
a Voice Annunciator Board (VAB) and Speaker as an
alternative to the sirens. A pre-recorded message is
replayed on activation of the VAB.

The unit has one on-board zone and reports tamper
alarms, self-test failures, detected foam ingress and
drilling using this zone.

© 9 =

@ool|lcoooo |  1|[ocooo oo oo oo
1FRN COM SKIN! iLG CONTDATA -+ | = il Ve ZiTi SNRy- + 1 2 i
ITAM 1 1 I 5

12v EOL ! | oM |BATTERVISIREN |
T

0600 0000000
(D Voice annunciator board (VAB) mounting holes -
The Sounder facilitates speech replay via an optional
add-on Voice Annunciator Board (VAB) and Speaker.
The speaker replaces the piezo sirens and both it

and the VAB are factory installed. The pre-recorded
message is stored in memory.

@ Foam ingress detect receiver - To protect against
foam ingress, there are 2 infra-red optical beams on
the board. If both beams are broken a tamper will
be generated.

@ Programming display - [See page 13-4: Program-
ming].

(@) Foam ingress detect transmitters - Use with the
foam ingress detect receivers.

@ Sirens - See wiring diagram overleaf.
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@ Battery - See wiring diagram overleaf.

@ Drill detect link - See wiring diagram overleaf. The
unit has a drilling detect feature whereby the pres-
ence of drilling is reported to the panel. This feature
may be enabled by removing a "detect" link and con-
necting a mass inertia sensor.

Back tamper - See wiring diagram overleaf.
End-of-lines (EOLS) - See wiring diagram overleaf

SHCXC

Xenon tube and system active LED - See wiring dia-
gram overleaf.

S)

Programming keys
Key Functions

to scroll back through a menu.

— key - ° )
to increase a numerical value.

V] [<] [4

Key - to move to a menu option.
to accept a numerical value.

key - to scroll forward through a menu.
to decrease a numerical value.

Note: a horizontal bar indicates
keys to be pressed simultaneously.

Press |\/|1| keys - to exit from a menu.

(2 Data BUS - See wiring diagram overleaf. Feed all
external cables (Data line, DC power, etc.) through
the cable entry grommet in the cabinet. Connect
Data, Control, and Ground to the IB as shown. Sec-
ondary power is supplied via a NiaCad battery pack.
Connect the battery pack leads (red: batt+, black:
batt-) after primary power has been applied. The
"System Active" LED should blink to indicate the unit
is functioning correctly.

Note A maximum of 30m of alarm cable is recommended
between 3GSControllerand IB. A higher specification cable
is recommended for distances greater than 30m. LEM
Ground should be connected to COM at the 3GS
Controller.

@3 VAB connector

Front tamper and skin tamper - See wiring diagram
overleaf. There are two lever tamper switches on the
cabinet. If the double skin is punctured, a short
between both skins activates a tamper. An activation
of any tamper is reported to the panel using the on-
board zone. Remove the lid tamper switch transit
stop. Ensure that the tamper lever makes firm con-
tact with the wall when the unit is mounted.

IntelliBell Overview # 13-1



INTELLIBELL CONNECTION DIAGRAM

& Oooog N N o N
< = S| (e} +
S s - zZ< 33 :':”JE;E‘Q'L'—EE
i3% 28&35¥ 922L8§55¢8¢
[0 0 0] [@ 2 @ @ @] [0 @ o]o @ o]l © @ ?
IB Unit |_| o
e H
Drill
Detect —
1D Disable E
Link
Xenon Tube & .
o o System Active LED Sirens
Front T :
e . . E— WARNING! High Voltage!
< 8 The conformally coated
EOL Circuit components within the
L highlighted area operate
. Bact(N';’cé:n;Per at high voltage. Take
LI}
Double Skin (N/O) O 12v care not to damage the
Oov } SystemPSU | coating on these
3GS Inpute.g. 11 components.
CNTL } 3GS Panel

Programming

The IB may be programmed with or without the
sounders silenced, either prior to installation or when on-
line with a panel.

Prior to Installation

Connect 12Vdc and ensure that the front and back
tamper switches remain closed, the skin tampers open,
and the foam ingress detect beam uninterrupted. If it is
required to keep the sounders silenced, the control line
and LEM ground line must be connected also. Program
the IB using the programming flowchart below and
disconnect power when finished.

After Installation

If you wish to program the IB after installation, you
should assign an output to the Program Enable Output in
the Outputs menu. If this output is turned ON at the
panel before programming can begin the 1B will ignore
any signal from the panel turning on sounder or strobe.

Default Settings

The factory default settings are shown below. Selecting
reset (RS) from the main menu will restore these values.
Note that when an option is set to O it is disabled.

Outputs SO 2 Sounder
ST 7 Strobe
TE 0 Self Test
PE 49 Program
Minutes SP 15 Sounder ON
BA 0 Battery Test

Both Sounder and strobe functions are enabled by
default.

13-2#

O COM of 3GS Input

Event Reporting
The IB will report zone state changes as they occur.
Literal Commands will decide what action to take. The IB
will report the following local events on its zone:
(1 Zone Tamper/Short
Back tamper is open
Lid tamper is open
Skin tamper is closed
Drilling detected
Foam ingress detected
(2 Zone Open - due to self test
« Strobe failure
« Sounder failure
« Battery failure
(® Zone Discon
« Alossof 12 Volt power supply
« A lossof control line
Bell Test

After any IB activation or a maintenance visit by an
Installation Engineer, a Bell Test is recommended. This
will activate the IB from the control panel for a short
period of time.

Output Functions
There are four output functions available on the IB and
they operate as follows:

(D Sounder Output (SO) - On the control panel, output
2 is the external sounder output. Setting the Sounder
Output (SO) function to 02 will cause the 1B



sounder to activate when this panel output is triggered.
The Sounder Output is set as 02 by default, but this
maybe changed to any panel output if required.

@ Strobe Output (ST) - On the control panel, output 7 is
the internal sounder output. In the same manner as
above, setting the Strobe Output (ST) to 07 will
cause the strobe to activate when this panel output is
triggered. The Strobe output will remain On until
reset by the panel.

(3@ Battery Test - BA The unit will initiate a battery test
after this programmed time (range 1-90 minutes). If
the stand-by battery measures below 7.1 Vdc, a test
failure is logged in the IB log. If set as O, the test is
disabled.

@ Sounder Operation - SO The sounder ON period
may be programmed within the range of 1 to 90
minutes. It may also be disabled, whereby the
optional Voice Annunciator Board (VAB) is driven by
the alarm output.

Sounder Operation

The Sounder is switched on either by the Sounder
Output or by the IB in response to the 12 Volts supply (or
the control line) becoming disconnected. When this
happens the 1B Sounder Timer starts.

e Sounder - Sounder Output Operation
When the Sounder is switched on by the Sounder Out-
put, the Sounder stays on until the Sounder Output is
switched off or the IB Sounder Timer expires or the
Strobe Output goes off from the on state.
If the Sounder Output is on switched again the Sounder
will not sound. The only way the sounder will come on

Issue 01 Feb 2000

again is after the Strobe Output goes off from the on
state.

Sounder - 12V Disconnect Operation

When the Sounder is switched on by the IB after a12
Volts disconnect, it stays on until the 1B Sounder Timer
expires or the Strobe Output goes off from the on state.
If the Sounder Timer expires, the B goesinto power-
down mode until the power is reconnected. If the 12
Volts supply is disconnected again the Sounder will not
sound.

The only way the Sounder will come on again isif the
Strobe Output goes off from the on state. Note that a
12V disconnect will cause the Sounder to sound even if
the Sounder has already completed a Sounder opera-
tion for the sounder period.

A 12 Volts disconnect is regarded as any voltage under
9.5 Volts and a 12 Volts reconnect is regarded as any
voltage above 11.5 Volts. Thismeansthat if the voltage
drops below 9.5 Volts for 5 seconds or more, then the
IB will sound for the programmed period and go into
powerdown mode until the power supply recovers to
12 Volts. The installer must ensure that when a power
supply driving the IB has a mains failure, the resulting
drop in supply voltage to the I B does not go below 10.5
Volts.

Note Disabling the sounder without a VAB installed will
configure the unit to operate without an audible alarm.

IntelliBell Connection Diagram # 13-3



INTELLIBELL PROGRAMMING

Programming Menus

Display returns to idle mode
Idle mode after 30 seconds of
IEEI programming key inactivity.
EJ] to initialise programming
EEI = Outputs
vl
BE
] Battery Test
Minutes
[6]a]< "= 0/o
V]
toto
EE’_@ Sounder decreaseincrease _
[
_t| 1 Strobe toto
J =T A decrease increase
-
Dﬂ Sounder Y Minutes
. System Type Period EEI &l - <t
IE Y€ [Vl
ml Reset T 3GS Follow| =] Sounder
i OQerationIE G sounder F | S Eﬁzﬁffr 5|E 0|—
Sure?
1 Vi rs
—R 7 /] N 7
Applex| I
I: 3 Operationlz P F,za?:ﬁ A EI
Absolutely? Iz EH :l :l

Log Messages

The IB log records system events and toto
may be viewed when programming - decreease
v
press 7] s[5 o 02|
First event is then displayed (flashing) 2
CIF | = Dataline control failure. v EZI n
| e
Press /| to clear and scroll through other events.
seff Test [ ¢ |E - nﬂ -
Output
= Local tamper generated. I::I
V]«

H = Power supply failure. e | P

A ) Output
ﬂ. = Battery self-test failure.

ﬂ = Dirilling Detected.

[Pz
A =7
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Strobe Operation - The Strobe Output switches on and
switches off the Strobe. By default the IB option ’Strobe
Follows Sounder’ is cleared. When the ’Strobe Follows
Sounder’ option is set by the operator, the Strobe is
controlled only by the Sounder Output.

Self Test Output - TE This output function controls the
unit’s self test operation. By default it is set to O and
therefore disabled. When the TE output is set and
triggered by the panel, the unit will execute three
consecutive tests. The sounder, strobe and battery
circuits are tested and if nothing is reported to the panel
within 30 seconds, the engineer may conclude that the
three circuits have passed their tests.

panel output is triggered. Likewise, the Strobe output will
remain ON until reset by the panel.

Issue 01 Feb 2000

Program Enable Output - PE A Program Enable output
must be programmed for this feature to be used. When
this output is turned "on" the IB will be fully disabled.
Typically this output would be used to allow the
Installation Engineer to attend to the IB after an alarm.

Note This output must be switched off for the IB to return
to normal operation.

Reset Memory - RS The IB memory may be reset by
selecting this menu option and following the flow chart.
The process of resetting memory is made difficult to
erroneously select by requiring the engineer to press all
three programming keys simultaneously twice in
succession.

IntelliBell Programming # 13-5



SELF-ACTIVATING BELL

To connect a Self-Activating Bell (SAB) to the 3GS system
see diagram below.

Siren

©
=\

SUPPLY +
SUPPLY -

13
14
15
16
17
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NETWORK ROUTER

In this chapter

= Network Router Overview ............... 14-1



NETWORK ROUTER OVERVIEW

Description

The Europlex RS232/422 Network Router is used to connect up to 8 3GS Panels (or any other addressable RS232 /
RS422 device) via RJ45 Slave Output connections. A PC serial port cable and 8 RJ45 to 25 pin D-Type Slave Output
Cables are provided.

CHANNELS POWER
8 7 6 5 4 3 2 1 STATUS
O 00000000 0 ;
oIS ; 0O

L Frontplate

Each RJ45 connection and cable has all the signals necessary to enable a 3GS to be accessed by either RS232 or
RS422. Both RS232 and RS422 devices can be connected to different ports on the same network router.

() LEDs

LED8 - Communications indicator channel 8
e LED7 - Communications indicator channel 7
« LEDG6 - Communications indicator channel 6
« LED5 - Communications indicator channel 5
e« LED4 - Communications indicator channel 4
« LEDS - Communications indicator channel 3
e LED2 - Communications indicator channel 2
e LED1 - Communications indicator channel 1
« Power LED (red)

Backplate

L III1I1lLE

o

(1) RS232/RS422 Slave outputs 1- 8

(2 RS232 Master (PC serial port)
(® RS422 Master

@ Power connection 12V
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Sample Connection Diagram

9 WAY D-TYPE TO 25 WAY D-TYPE

Master RS 232

D-TYPE 25 WAY
EUROPLEX

12V DC PSU
RS232 /422 NETWORK ROUTER CARD

R-J45 CONNECTORS
POWER CABLE ONE SUPPLIED
WITH EACH RS232 / 422
NETWORK ROUTER
RS 232
S23 RS 422 LDAC / MINI
LDAC
MODEM PR
o ——— |
RS 232 ¢
REMOTE

. 3Gs

CONTROLLER
LOCAL 3GS
CONTROLLER o

3GS CONTROLLER




Additional Information

Note See diagram on previous page for typical connection of multiple 3GS Controllers (remote and local) via the network

router to a PC.

Connecting a local or remote PC

The network router has both an R$232 and RS422 Master Input. This enables a local PC to be directly connected to
the Network Router via the RS232 Master Input. Alternatively, the Network Router can be placed up to 1.6 Kilometres
away from the controlling PC and connected via the RS422 Master Input.

To connect a local PC to the network router over RS232, a standard PC serial cable is used. This cable is provided.

To connect a remote PC over RS422 to a Network Router, a LDAC (or another Network Router) is required beside the

PC to convert to RS422.

Note

Connecting the Network Router to a remote PC via a LDAC

NETWORK ROUTER

REMOTE MASTER INPUT

LDAC TERMINAL BLOCK

(R145)
Cable colour | PIN Number | PIN Number | Signal Name
Blue/White 1 1 A
Blue 2 2 B
Brown/White | 3 B- GND
Brown 4 2 R2 IN
Orange/White | 5 3 T10UT
Orange 6 B- GND
Green/White | 7
Green 8

Connecting to RS232 devices (local 3GS or via Modem)
For the wiring details on how to connect a Network Router to a modem or 3GS, see the table below.

You cannot connect both a RS232 and RS422 Master Input at the same time.

NETWORK ROUTER SIDE (RJ45) 3GS MODEM CONNECTIONS
Channel 1- 8 PIN Number Port 1 Port 2/Port 3 Modem 25 Pin D-Type
Cable Colour

Blue/White 1TX Positive

Blue 2 TX Negative

Brown/White 30V 7 GND ov 7 GND

Brown 4 TX 2RXIN RX 3 RX

Orange/White 5 RX 3TXOUT | TX 2TX

Orange 6 OV 7 GND ov 7 GND

Green/White 7 RX Positive

Green

8 RX Negative
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Connecting to RS422 devices (remote 3GS panels)

A 3GS panel can be connected to a remote PC via placing a LDAC or Mini-LDAC close to the panel and connecting

this to the Network Router as outlined in the table below.

NETWORK ROUTER

LDAC TERMINAL BLOCK

SIDE (RJ45)
Cable colour | PIN Number | PIN Number | Signal Name
Blue/White 1TX Positive 1 A
Blue 2 TX Negative | 2 B
Brown/White | 3 0V B- GND
Brown 4TX 2 R2 IN
Orange/White | 5 RX 3 T10UT
Orange 6 0V B- GND
Green/White | 7 RX Positive
Green 8 RX Negative

The panel can now be placed up to 1.6 Kilometres from the network router, depending on the type of cable used.

Connecting multiple Network Routers

Should you wish to control more than 8 panels from one PC serial port, you can cascade multiple network routers
together by connecting any of the Slave Output Channels from one Network Router to a Master Input Channel (D-
Type connector) of another router. Cascading four routers together allows one serial port to control up to 29 3GS
panels.

Network Router to Remote Master Input
To connect from one network router to another remote Network Router, wire as outlined in the table below.

NETWORK ROUTER 1 NETWORK ROUTER 2

REMOTE MASTER INPUT

SLAVE OUTPUTPUT (RJ45)

Cable colour | PIN Number | PIN Number | Cable colour
Blue/White 1TX Positive 7 RX Positive Green/White
Blue 2 TX Negative | 8 RX Negative | Green
Brown/White | 3 0V 30V Brown/White
Brown 4TX 5RX Orange/White
Orange/White | 5 RX 4TX Brown
Orange 6 0V 6 0V Orange
Green/White | 7 RX Positive 1 TX Positive Blue/White
Green 8 RX Negative | 2 TX Negative | Blue




Powering a Network Router.

A Network Router is powered from a 12 volt DC supply. A power cable is provided which will enable connection to
any 12 DC Europlex PSU. Each Network Router requires 700mA for proper operation. The Power LED (Red) on the
front panel is on when the unit is powered up.

Using the Network Router.
Each Network Router has 10 LEDs on the front panel. See Frontplate diagram at the start of this chapter.

STATUS: This LED blinks when the master communicates
Power LED: This is on once the Network is powered up.
Channel 1..8:  This LED blinks when either the master communicates or the slave responds.

Note The Network Router will not operate correctly if the slave output (3GS panels) do not have unique addresses.
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ABOUT THIS SECTION

This section details the technical specifications of all the 3GS system components and gives an overview of the
Europlex PC products.

Technical Specifications
e Details of all 3GS component specifications

3GS+
e 3GS Access Control Management Software

PanelMan 3GS
e 3GS Intruder Panel Manager



TECHNICAL SPECIFICATIONS

In this chapter

s 3GS Controller ................... 15-1
= 3Amp Power Supply............ 15-2
= 4Amp Power Supply............ 15-3
= 8Amp Power Supply............ 15-4
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s Network Router .................. 15-17






3GS Controller

PCB dimensions

Cabinet dimensions:

3GS Euro Small E- CAB - 1236
3GS Euro Large E - CAB - 1237
Power supply

Quiescent current

Serial port power supply
Ringnet interface

Memory backup

Temperature range

Humidity range

Nodes

On-board zones

Zone loop response
Zone loop current (closed)
Bell tamper (BHO/TR)

Voltage substitution

Front and back tamper

On board outputs

Control line

Red LED
3 Serial ports

Default codes

150mm x 246mm

465mm length x 450mm height x 130mm depth*
465mm x 450mm x 130mm

8-14V via PSU connector J4

200mA

Not suitable for powering Aux devices.

RS485, 307.2K baud

Lithium battery

-10°C to +40°C

0% to 90% (non-condensing)

100

8 dual end-of-line using 2K2 (US: 1k470) resistors
(Expandible to 200 using nodes)

500msS
1mA approx.
Single 470R end-of-line resistor

Greater than 1V on zone and BHO/TR inputs will cause a voltage substitution
condition

Short from input to OV will generate a tamper

4 x 1Amp relay
(Expandible to 255 using nodes)

12V @ 5mA max.

Used to indicate state of first 50 output types (mainly for DM1200 CNTL line
interface.

Indicates comms traffic on ringnet
2 X TTL,1 x RS232 with RTS/CTS control

Engineer = 1010 Master = 1020
Cabinet Dimensions

* All further dimensions will be given in this order.
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3 Amp Power Supply Unit

PCB dimensions 170m x 90mm x 18mm
Maximum operating current 150mA

Minimum operating Voltage 9.5V DC

Outputs 2 x2 Amp form "C" relays
Accuracy Current Readings +/- 0.1A

Voltage Readings +/- 0.1V
Inputs EOL Resistor Loops 2k2 (US:1k and 470)

15-2 # 3 Amp Power Supply Unit



4Amp Power Supply Unit

PCB dimensions

Input voltage

Input voltage frequency
Hold up of output voltage
Nominal output

Line regulation

Load regulation

Cross regulation between
outputs

Output ripple
MTBF
Operating temperature

Typical efficiency

Issue 01 Feb 2000

260m x 118mm x 58mm

230V nominal AC rms +10% / -15%
47-63Hz

20ms after loss of AC

13.65Vdc @ 20°C

+/-1% @ 20°C

+/- 3% @ 20°C

+/- 3% @ 20°C

<0.5Vpk-pk
100,000 hrs
-10°C to +40°C
75%

4Amp Power Supply Unit # 15-3



8Amp Power Supply Unit

PCB dimensions

Input voltage

Input voltage frequency
Hold up of output voltage
Nominal output

Line regulation

Load regulation

Cross regulation between
outputs

Output ripple
MTBF
Operating temperature

Typical efficiency

15-4 # 8Amp Power Supply Unit

260m x 118mm x 58mm

230V nominal AC rms +10% / -15%
47-63Hz

20ms after loss of AC

13.65Vdc @ 20°C

+/- 1% @ 20°C

+/- 3% @ 20°C

+/- 3% @ 20°C

<0.5Vpk-pk
100,000 hrs
-10°C to +40°C
75%



RKD Node

PCB dimensions 122mm x 175mm x 23mm

Keypad dimensions 175mm x 120mm x 75mm

Minimum operating voltage 9.5V

Maximum operating current 300mA

Quiescent current 100mA

2 on-board zones Dual 2K2 (US: 1k,470) end-of-line resistors

Outputs

Relay Single pole changeover, 1 Amp

Display 2-line 48 character backlit liquid crystal display. Backlight intensity and viewing
angle are programmable.

Keypad 20 key backlit keypad

Tamper Front and Back tamper provided, each monitored separately

Memory backup Data stored in EEPROM and can be examined on display

Temperature range -10°C to +40°C

Humidity range 0% to 90% (non-condensing)
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8 Input/Output Node

PCB dimensions 150mm x 82.5mm,

Enclosure dimensions 200mm x 153mm x 47mm

Minimum Operation Voltage 9.5V

Maximum Operating Current 200mA

Quiescent Current 100mA

8 on-board zones Dual 2K2 End Of Line resistors (1K,470 R in US)
Outputs 1 relay, single pole changeover, 1 Amp

Status LED Indicates status of communications

Tamper Front tamper provided

Auxiliary Fuse 250mA Quick Blow 5/8" x 3/16"
Communications RS485 at 307k2 baud, Infra Red Communications

15-6 # 8 Input/Output Node



6 Output Node

PCB dimensions
Enclosure dimensions
Min. operating voltage
Max. operating current
Quiescent current
Outputs

Status LED

Tamper

Aux. fuse
Communications

Memory back-up

Issue 01 Feb 2000

150mm x 82mm x 20mm

200mm x 153mm x 47mm

9.5V

200mA

100mA

6 x 1A single pole changeover relays
Ringnet comms status

Spring front tamper

250mA Quick-blow

RS485 at 307k2 baud, Infra-Red Communications
EEPROM

6 Output Node # 15-7



IntelliPower Node

PCB dimensions

Maximum operating current
Minimum operating voltage
Outputs

Accuracy

Inputs

Outputs

15-8 # IntelliPower Node

170mm x 90mm x 18mm
150mA

9.5vdc

2 x 1 Amp relays

Current Readings +/- 0.1A
Voltage Readings +/- 0.1V

4 EOL Resistor Loops (EOL)
2 form “C” 1Amp relays



Access Control Node

General

Mains Supply

Power Consumption (quiescent)

Power Consumption (max)
Max current drain
Memory Backup

Cabinet Dimensions
Temperature Range
Humidity Range

Fuses

Lock Supply

Battery

Auxiliary

Reader Supply

On-board Zones
On-board Outputs
Front tamper

Back tamper
Communications

Backup Power Supply

Issue 01 Feb 2000

230Vac + 10% - 15%
45mA

150mA

1A

On-Board EEPROM
233mm x 357mm x 80mm
-10°C to +55°C

0% to 90% (non-condensing)

1A

1A

1A
1A

2 dual end of line resistors monitored
2 single-pole changeover 2A relay
On-board Microswitch (over-rideable)
Terminal Connections, normally closed
RS-485 at 307K baud and Infra-Red
Sealed 12V lead-acid battery to 6.5 Ah

Access Control Node # 15-9



HUA Node

PCB dimensions 150mm x 110mm

Minimum operating voltage 9.5V

Maximum operating current 200mA

Quiescent current 100mA

4 on-board zones Dual 2K2 (US:1k and 470) EOL resistors
Outputs 1 relay, single pole changeover, 1 Amp
Red status LED Indicates status of ringnet communications
Green status LED Indicates valid RF message received
Tamper Front tamper provided

RF frequencies 418MHz version and 433MHz version



LEM Node

PCB Dimensions 150mm x 110mm x 20mm

Enclosure Dimensions 237mm x 355mm x 80mm

Power Consumption 90mA (no load)

Input Voltage 12vDC

Tamper Front spring tamper, with override link.
Communications RS485 at 307k2 baud, Infra-Red Communications
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Encryption Node

PCB Dimensions

Enclosure Dimensions
Minimum Operation Voltage
Maximum Operating Current
Quiescent Current

8 on-board zones

Outputs

Status LED

Tamper

Auxiliary Fuse

Communications

15-12 # Encryption Node

150mm x 82.5mm,

200mm x 153mm x 47mm

9.5V

200mA

100mA

Dual 2K2 (US:1k and 470) End Of Line resistors
1 relay, single pole changeover, 1 Amp
Indicates status of communications

Front tamper provided

250mA Quick Blow 5/8" x 3/16"

RS485 at 307k2 baud, Infra Red Communications



Hand Held Terminal

PCB Dimensions
Display

Keypad

Battery Save Feature
Serial Port

Printer Port

Status Indication
Operating Temperature
Relative Humidity
Weight

Power Supply
Batteries

Typical Battery Life
Aucxiliary Power Jack

Serial Port Connector

Infra Red Port

Working Area Illumination

Max. Operating Angle
Max Operating Distance

Data Rate

Issue 01 Feb 2000

190mm x 135mm x 75mm

2 x 24 Character Backlit LCD Display

20-button illuminated keypad

Unit powers down after 180 seconds of keypad activity
9-way Male D Connector, RS232

25-way female D connector

3 LED indicators and buzzer function

-10°C to +40°

<90%

800g (including batteries)

4 x AAL1.5V Alkaline long life batteries
60hrs (2700mAH)

7 - 12VDC, 500mA

7 - 12VDC, 500mA

500Lux to 1500lux
+/- 30° in all directions
10m (free air operating space)

1200 baud
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EUIC

PCB Dimensions

Power Supply

Power Consumption (quiescent)
Power Consumption (max)
Memory Backup

Temperature Range

Humidity Range

Communications

15- 14 # EUIC

188mm x 128mm x 22mm
12v DC

100mA

200mA

Lithium battery

-10°C to +55°C

0% to 90% (non-condensing)

RS232 x 3



DM1200

Supply Voltage
Current Consumption
Telephone Line Signalling

Dialling

Communications Format

Alarm Outputs

Programming

PCB Dimensions
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10.5-15Vdc
Stand-by 50mA, Operatingl00mA
Programmable selection of Loop Disconnect or DTMFE

4 phone numbers, each up to 24 digits can be specified.
2 phone numbers up to 24 digits long can be used for modem communication.

Dual (fast/slow) or Slow
SIA
Contact ID

2 open collector darlington driver max. sink 250mA each. The DM1200 can be
configured to control 4 panel outputs (between 1-50).

RKD Menu-driven, or PC Literal programming.

188mm x 122mm

DM1200 # 15-15



Intellibell

PCB Dimensions
Display Type
Input Voltage
Stand-by Battery

CurrentConsumption (at12.5Vdc)

Operating Temperature
Humidity Range

Inputs

Outputs

Audible Sounders

Visual Indicators

Test Features

Cabinet

Dimensions

Material

Tamper Protection
Foam Ingress Detection

Drilling Detect

15- 16 # Intellibell

150mm x 118mm
2-Digit 7-segment
11.4 - 15Vdc

8.4 Vdc

100mA (quiescent)

700mA (sirens on)
500mA (speaker on)

20mA (power down)
-10°C to +40°C
0-95% (non-condensing)

1 on-board zone monitored via the data line.
("Tamper","Test", "Detect” or "Control").

4 output functions (controlled by panel outputs).

Standard version -Piezo Siren (x2).
VAB version -Speaker (12W 8ohm)

Strobe & "System Active" LED.

Programmable Stand-by Battery test.
Sounder, Strobe, and Battery test (output controlled).

365mm x 215mm x 85mm.
Inner & Outer 2mm steel skin.
Lever Microswitch (x2).
Infra-red Beam (x2).

"Drill Detect" option.



Network Router

General

Power Supply 12vDC

Power Consumption 700ma

Cabinet Dimensions 280mm x 62.8mm x 218.6mm
Temperature range -10’Cto + 55’C

Humidity Range 0% to 90% (non - condensing.)

Connections

Host Input 25 pin Dtype RS232 / RS422 connection.
Slave Input 8 addressable RS232 / RS422 connections (Channel 1 -8)
Cables provided 1 by RS232 Serial cable. (9 way D-Type to 25 way D-Type).

1 by Power cable.
8 by RS232/RS422 cables. (RI45 to flying lead).
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3GS+ OVERVIEW

3GS+ Features

Supports 9.999 panels
Networks 24 panels on a local network

Configure Cards, Doors, Door Groups, Time Zones
and Holidays

Upload and Download Access Control details
Access Log
General Log
Generate reports on
Log Events received
P.C Operator events
Card Settings
Dormant Cards
Roll Call
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Mustering reports
Control doors remotely
Keypad simulation
Intruder reporting

Graphical representation of doors, zones and

outputs

Alarm reporting through maps

Backup and Purge
Run archive reports
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INSTALLING 3GS—+

Installing 3GS+

« Ifinstalling 3GS+ for the first time, run Setup.exe Or

now install to your c¢:\ drive. Run the program using
Start.. Programs.. 3GS+.

e To run 3GS+ in non Demo Mode install the HASP
Device driver.

Install Shield Screen




INSTALLING THE DONGLE

Installing the Dongle HASP Device
Driver

The coded dongle must be placed in LPT1 of the PC, and
a HASP Device Driver installed from the CD.

Run or double-click on the HDD32.EXE file in the \
3GS+Dongle directory of the CD. This will install the

Issue 01 Feb 2000

HASP device driver to your PC.

Or

From the HTML start up page click on “Install Dongle

Driver”

Note The Hasp Driver MUST be installed to run 3GS+ in

non demo mode
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UPGRADING

Upgrading from 3GS+ 1.17 or 1.17a to
3GS+ 2.0

Note You can only upgrade from 1.17 or 1.17a

Steps Involved

(D Make a copy of the following mdb files and save
them to a new directory.

dat a3gs. mdb
datalog.mdb
ipanal.mdb

(2 Through the Control Panel uninstall 3GS+ Version
1.17 or 1.17a. Once it has been uninstalled check
that there are no files in the directory where 3GS+
1.17 was installed other than the backup directory
(3gs) if there was one.

(® Install 3GS+ 2.0 (By running the setup.exe located
on the CD Refer To: Installing 3GS+). If there is a
file conflict always choose to keep original file.

Ignore any Access Violations and continue to load
3GS+.

Copy over the mdb files that were saved in step 1 to
the directory where 3GS+ 2.0 has been installed

Copy the files located on the 3GS+ CD in the direc-
tory "Upgrade 1.17 or 1.17ato 2.0" to the directory
where 3GS+2.0 has been installed. This will result in
overwriting some files so if prompted say "Yes".

From the directory where 3GS+ 2.0 has been
installed run the program Upgrade3GS5.0.exe. It will
display a message informing the user whether the
upgrade has been successfully run.
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PANELMAN 3GS OVERVIEW

PANELMAN 3GS is designed to provide installers with a local / remote programming software program to interface with

« Providing storage of installer specific applications.

e Providing on-line custom software programming tools.

Panelman 3GS is designed for on-line (real time connection with a control panel), or off-line (file set-up and
Panelman 3GS communicates to the 3GS panel using a proprietary communications protocol called ESCO (Europlex
ESCO is a robust interrogation/response protocol that allows Panelman 3GS software to fully control, interrogate, and

Note ESCO is available for use by programmers to create their own communications packages with the 3GS controller.
Sub-licenses for programs utilizing ESCO commands are available.
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PANELMAN EXE FILES

Panelman 3GS is designed to provide easy access to all programming parameters of Europlex alarm panels. The
Panelman 3GS disk contains the following three .EXE files:

PMAN.EXE

This file is the Panelman 3GS program file and should be installed on the PC hard disk. Panelman 3GS can be used on-
line while in communication with the panel or off-line with no communications with a panel. Individual files can be set
up for specific panels or for general installation sites.

MAKE_LIT.EXE

As new hardware applications are developed, the 3GS system software will be upgraded to facilitate this. For this
reason it will be necessary to configure the Panelman 3GS program to recognise new versions of 3GS Software. You can
achieve this by running the MAKE_LIT program from the PC hard disk.



FEATURES

Panelman 3GS has been developed to operate exclusively with the 3GS control system. The features in this version of
Panelman 3GS are:

« Control of up to 200 Zone Inputs, 255 Outputs, 1500 Literals.

e Accommodates up to 126 User Codes; 24-Character (x2) display.

e On-screen display of 3GS Status LEDs and PC emulates system buzzer.

« System Status line and Software Information line.

e Upload and Download functions.

e 3GS database control, configure and monitor functions. (Excluding Access Control 3GS should be used for access)
e Print or control.

e New MAKE_LIT programs with extra communications control.

e Remote Communications Mode : Modem Terminal Window available, Choice of baud rate (up to 38,400), parity
type saved with installation name/number.

e Help file and Hint information.
« No dongle required.
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SYSTEM REQUIREMENTS

Hardware

To run Panelman 3GS and communicate with a 3GS controller, the following hardware is a minimum requirement:

e 486 IBM Compatible PC with a minimum of 3Mb of free hard disk space available.

« Serial Connection Leads.

e For Remote Communication: 1 Hayes compatible modem and DM1200 Digi/modem (or second Hayes modem).
e 512K Free Memory Space (RAM).

Software
o DOS: Panelman 3GS is a DOS program and requires DOS version 3.2 or higher to run.

e Windows: It is not advisable to run Panelman 3GS from within a Windows environment as COM port conflict is
likely to occur.



INSTALLATION

To install Panelman 3GS follow these steps:
(D Insert Panelman Installation disk into drive A.

(2 From within DOS log on to drive A.
A: ENTER

@ Type INSTALL ENTER (Press any key when prompted)

The main Panelman program file PMAN.EXE and MAKE_LIT.EXE are now loaded to the PC hard disk and stored in a
directory called PMAN_3GS.

MAKELIT

Before running Panelman 3GS it is important to ensure that Panelman recognises the version of 3GS application
software in use.

If this is the first time to run Panelman 3GS with the 3GS system or if you are using a special application software you
MUST run the MAKELIT.EXE program.

The MAKELIT program generates a default literal file by extracting the data via the controllers serial port. Therefore the
PC must be directly connected to the 3GS controller port (Europlex recommend using controller port 1, as its default
communications protocol is set for Panelman 3GS).

It is also necessary to COLD START the panel before running MAKELIT. Failure to do so may cause file corruption.

Note If you wish to use controller port 2, ensure that the communications protocol has been changed to match the
Panelman default settings BEFORE you run MAKELIT - these settings are:

« Printer: No

o Pager: No

e SystemID: 1

e Access Control: 31

e Log Filter: 32767

e Access Filter: 255

« Dial Mode: 0

o Baud Rate: 2400, 4800, 9600, 19200
e Parity: Even, Odd, None
« Data Bits: 8,7

e Stop Bits: 1

If you proceed without running the MAKELIT program and Panelman does not recognise the literal file, the message
“No matching default format” is displayed.

To run MAKE_LIT
The INSTALL program will have copied MAKE_LIT.EXE to C:\PMAN_3GS\.

(@ Log on to drive C.
C: ENTER

(@ Type CD PMAN_3GS ENTER
C:\PMAN_3GS=>

(® Type MAKE_LIT ENTER
The MAKE_LIT main menu is displayed:
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Press ENTER to Generate Default.

Main Menu

Generate Default

Eeturn to I

A “Make Default” warning message is now displayed. Press any key to continue. The system generates a default file
and then requests a literal filename.

At the flashing cursor, enter a filename that corresponds to the application stored in the panel EPROM. For example, if
you have a proprietary bank software, you could enter the filename BANK.LIT and press ENTER. When the file is
saved, select Return to DOS.

Panelman 3GS will now operate with your panel version.

Panelman

To run Panelman 3GS follow these steps:
() Log on to drive C.
C: ENTER
@ Type CD PMAN_3GS ENTER
C:\PMAN_3GS>

(® Type PMAN
The Panelman 3GS Password screen is displayed:

PASSWORD

Uszer Mumbher

Password

Panelman now requires a User Number and Password to continue.

Enter the default User Number: 1 ENTER

Enter the default Password: MASTER ENTER

After a few seconds a copyright message is displayed, press any key to continue.



The MODE SELECT screen is displayed:

Mode Select

Work on r1th nanol

Work offline with File
Feturn to D03

Select WORK ONLINE with Panel by pressing ENTER.
The ONLINE MODE window is displayed.

Work onli it DATIE
Onlins mode

Dial remote panel
Configure online comma

Select CONFIGURE ONLINE COMMS and press ENTER.

—— Configure Online Communications
Direct: Port CHEM IRG 3 Baud 15200 Parity EVEN System 1D 1
Bemote: Fort COM3 IRG 9

Moda Selact

Work offline with file
Beturn to IOS

ab=ZelectFialdiphrtow-Chatgoffsc-Ezi

Use the down arrow key to select the PC com, port, IRQ, baud and parity settings (to determine the comport IRQ
select control panel settings, system menu). Select the system ID of the panel required to work with. Press F2 to save
settings and ESC to exit, then select direct or remote comms..

Press ENTER. The PC will now attempt to contact the controller.
If successful communication is established, an On Line Connection Status message appears for a short period.
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Note If communication has not been successful, a Retry/Abort prompt is displayed. If after a second attempt
communications are still not successful, consult the “Trouble Shooting” section in this chapter.

Once on-line to the 3GS the Panelman screen displays the MAIN MENU:

Installation
Mams

Literal file:

—— Main menu ——

Print Setup
Control Panel
Terminal

Edit literal
Output Names
Dawnload setup
Send message
Set Date & Time

The MAIN MENU provides access to the system options (if working off line only some of these options are available).
Refer to the 3GS Panelman manual for details of all menus.

Remember - press F1 for help information when required.



TROUBLESHOOTING

During Program execution...

If Panelman 3GS doesn’t start-up or run correctly

o Make sure there is enough free disk space (approx. 3M Bytes).

o Make sure there is enough free memory (at least 512K bytes).

e If using a Windows DOS box check if the program runs correctly in DOS mode first.

Can’t setup view / edit data in some menus when off-line or on-line
e Run the MAKE_LIT utility to ensure you have the latest default literal file for the system you are working on.

Going on-line - direct connection...

Can’t get any response from the panel

e Check your serial cable connection again.

e Check your selected COM port on the PC is correct.

« Check your control panel serial port setup is correct and matches you COM port setup.
e Try reducing your baud rate.

When on-line you get a communication fail message

e If you are using a Windows DOS box try reducing your baud rate or just run Panelman 3GS in DOS mode only.
e Check that the control panel is still running.

e Check your serial cable for loose or faulty connections.

Going on-line - remote connection....

If your modem doesn’t respond to Panelman 3GS
o Make sure your modem is turned on.

e Make sure you selected the correct COM port.

e Check your serial cable connection again.

e Run the Modem Terminal function in Panelman 3GS and check your modems functions as recommended by the
modems manufacture manual.

e Check the modem set-up parameters in the file PMCONFIG.TXT are correct.

If your modem doesn’t go off hook to dial a number or doesn’t answer a CALLBACK from a site
e Make sure the telephone line working ok and is connected to the modem.
e Check the modem is setup for auto-answer.

Going on-line - remote connection...

If contact is make with the site and carrier signals are exchanged but you fail to establish a
communication link

« Try making the call again. The telephone company routes calls differently each time you call.
« Call a different modem site to see if the problem persists. The problem could be at the installation site end.
« Check the baud rate and parity setup match the installation site.
« Try disabling your modems error control, baud adjust, hardware flow control and data compression functions.

e Ifusing a DM1200 at the installation setup your modem for 11 bit asynchronous data format and for 1200 bps
telephone line speed.

e After a communication link is made and Panelman 3GS is going on-line to a system a communication fails occurs
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« Disable your modem software flow control (i.e. Xon/Xoff passed through the modem).
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